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Abstract. Secure online transactions with human users normally require visual
display units for verifying the correctness of important elements of the transaction
before it is being submitted. When commodity computer platforms get exposed
to the Internet, even for a short period, there is a real and substantial risk that they
get infected with malware that can modify anything on the computer, including
what is displayed to the user and what is being sent over the Internet. This threat
makes visual verification of transaction data unreliable, and undermines other
security security mechanisms used for online transactions. This paper proposes a
metod for display security that will make the verification of displayed data more
robust and reliable.

1 Introduction

We generally rely on what we see on a computer display to read information we receive,
to verify that we type correctly, and to ensure that the data being sent through an online
transactions is according to our intentions.

In general, all this depends on the integrity of the computing platform to which the
VDU (Visual Display Unit) is connected. In practice it is extremely difficult to assess
the integrity of a general purpose computing platform, and thereby to esure that what
the VDU displays is correct [1, 2, 4, 3, 5, 6].

The prospect that the computer display can lie to us is both frightening and real.
This problem is amplified by the fact that we often read data from platforms that are
not under our control, and that there can be strong financial incentives for trying to
manipulate the systems and the way data is displayed.

This paper describes a method for making displayed data secure for online tranac-
tions, i.e. to ensure that what is displayed on the VDU correspond to what is being sent
through and online transaction.
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2 Conclusion

Current display security technologies are not able to provide high assurance of the in-
tegrity of displayed data. We have shown that it is possible to make the security of
displayed data independent of the security of the client platform.
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