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Abstract To have certainty about identities is crucial
for secure communication in digital environments. The
number of digital identities that people and organiza-
tions need to manage is rapidly increasing, and proper
management of these identities is essential for maintain-
ing security in online markets and communities. Tradi-
tional Identity Management Systems are designed to
facilitate the management of identities from the per-
spective of the service provider, but provide little sup-
port on the user side. The difficulty of managing identi-
ties on the user side causes vulnerabilities that open up
for serious attacks such as identity theft and Phishing.
Petname Systems have been proposed to provide more
user friendly and secure identity management on the
user side. This paper provides an analysis of the Pet-
name Model by describing its history and background,
properties, application domains and usability issues. By
covering a broad set of aspects, this paper is intended
to provide a comprehensive reference for the Petname
System.

Keywords Petname System - Identity Management -
Security Usability
1 Introduction

The purpose of digital communication protocols is to
exchange information as efficiently and reliably as pos-
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sible. Originally, these protocols were designed with-
out authentication because the identities of communi-
cating parties could be assumed, and did not have to
be formally verified. Authentication was subsequently
added for verifying the correctness of claimed and as-
sumed identities. Authentication requires prior regis-
tration of identities, and is based on a set of security
mechanisms combined with a credential or security to-
ken. As authentication became necessary for accessing
many online services, more and more identities and cre-
dentials were issued, and their management became
problematic, both for service providers and for users.
Identity Management (IdM, in short) was introduced
by the industry to facilitate server-side management of
user identities.Initially, client-side management of user
identities was not considered to be an issue. However,
many people currently feel overloaded with identities
and passwords that security policies require them to
memorize. The growing number of identities that users
need to handle and the inability of users to comply with
credentials management policies now makes client side
IdM a critical issue. It is also important to consider
that SP (Service Provider) identities also need to be
managed, and this aspect of IdM has received very lit-
tle attention. Petname Systems, which we will discuss
here are precisely focused on client-side management of
SP identities.

An essential part of IdM is the namespace which
provides a set of unique identifiers for all entities it deals
with. Different types of namespaces will have different
properties. It is considered desirable that the names-
pace allows identifiers to be 1) Global, 2) Memorable
and 3) Unique! [22]. Unfortunately, no single names-
pace can achieve all the three properties [22]. However,

1 Called Secure in [22]



by combining a global namespace with a local petname
space, it is possible to achieve all the three properties at
the same time [13]. The combination of IdM and Pet-
name Systems therefore seems to be an ideal choice for
Identity Management Systems.

Section 2 explains some of the basic terms that will
be used frequently in this paper and that are neces-
sary for understanding Petname Systems. The relevant
terms are entity, identity, identifier, digital identity and
Identity Management. We will use the term Petname
Model to denote the abstract properties of Petname
Systems. An implementation of the Petname Model is
then a Petname System.

To understand the Petname Model it is essential to
understand why Petname Systems were proposed in the
first place. The Petname Model was formally described
by Marc Stiegler in his 2005 paper [16]. The potential of
the Petname Model, however, was discovered by several
people in several successive steps. Elements of the idea
behind Petname Systems are scattered among several
papers and web articles, and the combined efforts of
these authors have shaped the formulation of the Pet-
name Model. Section 3 aims to summarize the existing
literature.

Section 4 defines the Petname Model by outlining
its different components and establishing the connec-
tions among them. A Petname System can have several
properties and its potential applications can span over
several disciplines of computing and networking. A long
list of properties as well as several application scenarios
were listed in [16]. Section 5 formalizes the properties in
a more systematic way by dividing them into two broad
categories: 1) Functional properties and 2) Security Us-
ability properties, and also by adding new usability re-
quirements. Security Usability of Petname Systems will
be analyzed in Sect. 6. In Sect. 7, different applications
of the Petname Model are explained. The current paper
introduces some new application scenarios other than
those discussed in [16]. Section 8 analyzes the usabil-
ity issues of two applications that utilize the Petname
Model. Section 9 provides some hints on potential fu-
ture work on Petname Systems and concluding remarks
are provided in Sect. 10.

2 Definitions

Entity. An entity is a physical or logical object which
has a separate distinctive existence either in a physical
or a logical sense [20]. In the scope of this paper, a per-
son, an organization or a machine (computer) operated
by any person or organization will be denoted as entity.

Identity. Different disciplines (Philosophy, Social Sci-
ence, etc.) interpret identity in different ways. There are
also different definitions of identity which can be quite
complex to understand and sometimes even contradic-
tory. By putting aside the philosophical debates and
contradictory arguments, a simple but intuitive defini-
tion can be provided [18]: Identity is the fundamental
property of any entity that declares the uniqueness or
sameness of itself and makes it distinctive from other
entities in a certain context. In general, an entity can
have multiple identities, but an identity cannot be as-
sociated with more than one entity.

Each identity can consist of multiple attributes that
are also known as identifiers when used for identifica-
tion purpose [11]. Here, the same attribute can be as-
sociated with multiple identities. Attributes can have
different properties, such as being transient or perma-
nent, self-selected or issued by an authority, suitable
for human interpretation or only by computers. The
possible attributes of an identity may differ, depending
on the type of real world entity being identified. For
example, gender applies to people, but not to organiza-
tions; stock exchange listing applies to a company, but
not to a person. Some of the identifiers are shared and
some are unique within a given identity domain, but
each identity has to be unique within a specific identity
domain. The diagram below illustrates the conceptual
relationship between identities, the entities they corre-
spond to and the attributes that each of the identities
may consist of. It should be noted that the distinction
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Fig. 1 Relationships among Entities, Identities and Identifiers

between identity and identifier is blurred in common
language usage. The term “identity” often often used in
the sense of “identifier”, especially when an identity is
recognized by a single unique identifier within a given
context. For clarity, the terms “identity”and “identi-



fier”will be used with their separate specific meanings
throughout this paper.

Human beings are equipped with the ability to intu-
itively identify an entity based on an ad hoc set of char-
acteristics and also in varying contexts, but a machine
is not. To enable a machine to identify other entities,
Digital Identity is required.

Digital Identity. The digital encoding of an identity
can be defined as a digital identity. It is the represen-
tation of an identity in a form that is suitable for rep-
resentation and processing in computer systems. In all
types of digital communication (Internet, telecommu-
nication) digital identifiers are being used in the form
of URL, user-id, phone number, etc. For a good intro-
duction to the concepts of identity and digital identity,
see [18,11].

Identity Management. A large number of service
providers combined with a large number of users that
access each service results in an even larger number
of digital identifiers with their corresponding creden-
tials that need to be managed. Formally Identity Man-
agement consists of technologies and policies for repre-
senting and recognizing entities as digital identities [9].
There are basically four types of identity management:

1. Managing user identities on the server side,

2. Managing user identities on the client side,

3. Managing server identities on the server side, and
4. Managing server identities on the client side.

Traditionally, IdM refers to the Type 1 IdM, and the
so-called Identity Management Systems are designed
mainly for the purpose of managing user identities on
the server side. Typically, an identity management sys-
tem is implemented in software on the server side. How-
ever, users also need to manage their own identities,
and service providers also have identities that need to
be managed. Unfortunately, IdM of Types 2, 3 & 4 are
mostly overlooked, and users currently have little sup-
port in the form of software solutions on the client side
to manage their identities.

The term “User-Centric Identity Management” is
often used in the literature with different meanings. In
the most general sense it means identity management
that gives the user an improved experience. The so-
called federated identity models fall under this category.
In a more specific sense user-centric identity manage-
ment means that there exists technology on the client
side that assists the users in managing their identities,
as e.g. proposed in [11]. A Petname System resides on
the client side, and therefore represents technology for
user-centric identity management in this sense.

Petname Systems provide support for Type 4 IdM,
i.e. the management of SP identities on the client side.
This specifically solves problems related to the difficulty
of verifying the identity of web sites, as e.g. in case of
phishing attacks.

3 Background and Rationales of Petname
Systems

IdM roughly consists of three phases [21]:

1. Registration Phase: An identifier is created to iden-
tify an entity uniquely. A corresponding credential
may also be supplied along with the identifier. The
identifier and the credential are kept as long as there
is a relationship between the entity and the service
provider.

2. Operations Phase: The entity provides the identity
and the corresponding credential to the IdM in the
server side for authentication and access control.

3. Deregistration phase: When the relationship between
the user and the service provider ceases, the identity
is normally deregistered so that it can no longer be
used for accessing the service.

In the first phase the Identity Management System
(IAMS) has to generate and issue an identifer for each
entity. The IdMS uses a namespace from which an iden-
tifier is selected or chosen. Simply, a namespace is a
logical and abstract set of names that can be used to
uniquely select an identity for an entity. The main re-
quirement for an identity is uniqueness such that each
identifier maps to a unique entity. It is obvious that
the same identifier can be used to represent different
entities in different namespaces. The larger the names-
pace, the more unique identifiers it contains. However,
a global namespace will normally suffer from the short-
coming that interpretation and memorization by hu-
mans becomes problematic. IP address is an example of
such a global namespace. While it is possible to remem-
ber a few IP addresses, the mental load of remembering
and accessing a large number of web sites by their IP
addresses would be intolerable for normal users.

Three desirable properties of an identifier were de-
fined by Zooko Wilcox-O’Hearn in his influential web
article published in 2001. According to Wilcox-O’Hearn
an identifier should ideally be Global?, Unique® and
Memorable* [12,22]. To be memorable, an identifier has
to pass the so-called “moving bus test”[13]. That is, if
one can correctly remember a name written on a mov-
ing bus for a definite amount of time, that name can be

2 Called “Decentralized”in [22]
3 Called “Secure”in [22]
4 Called “Human-Meaningful”in [22]
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considered memorable. An identifier will be unique if it
is collision-free within the domain [16] and has the prop-
erty that it cannot be “forged or duplicated”or “mim-
icked”. Wilcox-O’Hearn also claimed with supporting
evidence that no identifier could have all the three desir-
able properties simultaneously, and suggested to choose
any two of them according to different scenarios. Clay
Shirky in his web article (2002) also came up with the
same conclusion [15]. Any attempt to achieve all the
three properties by any identifier could lead into the
following problems:

1. Dependency on a third party which could monopo-
lize the system and create a single point of failure
[22].

2. Political and legal conflict may arise when an identi-
fier becomes a trademark for different companies lo-
cally in several region and those companies compete
for the same identifier when it reaches the global
scale [15].

3. Unintentional confusion between almost similar iden-
tifiers, for example any confusion between two email
addresses, e.g. rahim@bd.com and rahim@bd.net,
can be very dangerous in life critical situation. In-
tentional confusion caused by e.g. phishing attacks
can also be disastrous [16].

A triangle where the three properties are placed in
the three corners is commonly known as Zooko’s tri-
angle, and represents the basic foundation for the Pet-
name Model. Zooko’s triangle is illustrated in Fig.2.

The idea of placing the three properties at the three
corners of a triangle can be explained as follows. In a tri-
angle the three corners are never connected by a single
line, only pairs of corners are connected. Placing those
three properties in the three corners of the triangle pro-
vides a visual analogy to the fact that an identifier can
only achieve two of the desirable properties at any one
time.

In 2000, Jonathan S. Shapiro, being inspired by the
idea of Marc Miller et al. while at Electric Communi-
ties, described in a web article his scheme of adopt-

ing a system which utilized three types of naming con-
ventions: Petname, True Name and Nickname [14]. He
adopted this idea for a configuration management sys-
tem. A True Name is synonymous to a global unique
identifier, the Nickname is a global memorable assigned
name of an entity by its creator, and the Petname is a
memorable and locally unique user-assigned name for
that entity.

A few months later, Mark Miller published another
article [13] in which he, for the first time, documented
the structure of the Petname Model with three compo-
nents: Petname, Key and Nickname. These three com-
ponents are essentially equivalent to Shapiro’s Petname,
True Name and Nickname respectively. Miller suggested
to use the term Key instead of True Name, and pointed
out that the Petname Model satisfies all the three de-
sirable properties of Zooko’s triangle. This idea was ac-
tually elaborated by Marc Stiegler when he formalized
the Petname Model. Tyler Close suggested to adopt the
term Pointer instead of Key [2] and we wll also use the
term Pointer in this paper. This topic will be described
in more details in the subsequent sections.

In 2003, Tyler Close of Waterken Inc. pointed out
the possibility of using Petname Systems for better
trust management [3]. Waterken Inc. developed the Pet-
name Toolbar for the Firefox web browser. The main
motif was to show the potential application of Pet-
name Systems to counter phishing attacks. According
to Tyler Close, humans are not capable enough to man-
age the transition of trust from one entity to another in
digital communication and this leads to identity-theft
as a result of phishing attacks. The next paragraph ex-
plains his view on the rationale behind Petname Sys-
tems.

Whenever we move from one website to another by
clicking a hyperlink at the first site, there are two types
of transitions that take place. One is the website tran-
sition that takes us to the next website and the second
one is the transition of trust which enables us to retain
or discard the trust relationship with the next web-
site. We have different types of trust relationships with
different entities. We may trust one entity more than
another and with different scopes. As an analogy, when
a user wants to buy something from an e-commerce
website, he may not trust to give his credit card cre-
dentials to that site but he may trust PayPal. In this
case, after choosing the item, the website may take him
to the PayPal webpage and he completes the transac-
tion there. But the problem here is to make sure that
the e-commerce site takes him to the right PayPal site,
not to a fraudulent one. Currently users are supposed to
follow a set of steps to validate the identity of a website:
1) check if the target URL in the address uses the en-



crypted https protocol instead of the unencrypted http
protocol, 2) check if the received server certificate is is-
sued by some trusted authority, and 3) check if the do-
main of the accessed site matches the domain specified
in the certificate. Not only do these steps pose a signifi-
cant mental load on the user, they even fail to consider
whether the website is the one that the users intend
to access [10]. This creates precisely the vulnerability
that makes phishing attacks potent and successful. It is
also observed that security is a secondary consideration
from the user’s point of view [7]. The primary issue is to
conclude the transaction and buy the desired item. This
leads the user to ignore the required steps. The mali-
cious e-commerce site may exploit the technique of typo
squatting, a technique in which similar domain names
that only vary in one or two letters are utilized, e.g. as
represented by PayPal (the last character here is num-
ber 1) instead of PayPal. When the fake website looks
identical to the genuine PayPal website, most users will
be tricked into believing that the fake website is gen-
uine. That is, transition of trust may not take place as
desired. So Tyler Close concluded that it was unwise to
perform both transitions on the recommendation from
a non-trustworthy entity, and therefore suggested to use
Petname Systems to enable manual trust evaluation by
the user while the transition takes place.

It is interesting to note at this point the relationship
between identity management and trust management,
where applying them improperly may lead to identity
theft attacks. A realistic scenarios can be used as an ex-
ample. In the brick-and-mortar world, we come across
different people where the different biological differ-
ences help us identify each person uniquely. Interaction
with them enables us to decide whom to trust. Some-
times recommendations play a crucial role. When our
near and dear tell us not to trust somebody, we usually
do not trust him or her, though this perspective may
change over time. So we usually identify a person at first
and place trust afterwards. Now in the digital world this
scenario is somewhat different. To trust a digital entity,
recommendation is the best and sometime the only op-
tion. We read website reviews, blogs, etc. and receive
advice from relatives and friends on which digital entity
to trust for online transaction. We may learn from them
that there is a website www.paypal.com (there are also
other trusted websites for online transaction) which we
can trust for online transactions, even before having
accessed and identified it. Once the trust is placed, the
only thing remaining is to identify the website which
is truly the recommended one. It can also be the other
way around, as for example when browsing and iden-
tifying unknown websites that are potentially suitable
for a specific transaction, and choose to transact with

a specific one that subsequently will be trusted based
on positive experience. The first way obviously is the
most hassle-free, and the second one requires the user
to accept a certain risk of transacting with an unknown
entity. Whichever is the best option, trust management
and identity management are closely tied to each other
when we try to derive a solution for identity theft. As
we will see, the Petname Model provides a solution for
both scenarios.

In 2005, Marc Stiegler extended the Petname Model
based on Mark Miller’s suggestion and also explained
the detailed interaction among the components of the
Petname Model[16]. He also formalized the properties
and requirements for the Petname Model and gave ex-
amples of some applications of Petname Systems.

The evolutionary timeline in this section illustrates
how the different topics of namespace, identity manage-
ment and trust management are interrelated, and how
they were combined to formulate the Petname Model.

4 The Petname Model
4.1 Rationale

As mentioned in the previous section, Zooko’s trian-
gle visualizes the hypothesis that no identifier can at
the same time be Global, Memorable and Unique, but
can only have two of the properties. Three unique pairs
can be created using these three properties: 1) Global-
Memorable, 2) Memorable-Unique and 3) Global-Unique.
Even if no identifier can have all the three properties, a
naming system can be designed to achieve all the three
properties of the Zooko’s triangle. The Petname Model
represents one such naming system.

4.2 Components

The Petname Model uses three different types of names
that in our terminology are called: Pointer, Nickname
and Petname. These three name types actually repre-
sent the three sides of the Zooko’s triangle and hence
are synonymous to the three pairs discussed above. De-
tailed explanation for each of them are given below.

Pointer. The Pointer type was defined as “True Name”
in Shapiro’s interpretation and as “Key”in Miller’s in-
terpretation. A Pointer implies a globally unique and se-
curely collision free identifier which can uniquely iden-
tify an entity. It inter-connects the Global and Unique
corners of the Zooko’s triangle. The security of the Pet-
name Model mainly depends on two factors: 1) Diffi-
culty to forge a Pointer and 2) Difficulty to mimic a



Petname. A public/private key pair and a fully quali-
fied pathname of a file in an Internet file server are good
examples of Pointers. They are globally unique and dif-
ficult to forge. However, a Pointer (e.g. a public key, IP
address, etc.) may not be memorable to human.

Nickname. The Nickname inter-connects the Global
and Memorable corners of the Zooko’s triangle. It is
an optional non-unique name created by the owner of
the Pointer. The purpose of the Nickname is to aid in
identifying the entity easily. The title of a web page that
is displayed in the title bar of the browser is an example
of a Nickname. Users may remember that webpage by
the title, but another website may have the same title
and can create a collision on the user’s mind. Thus a
Nickname is not necessarily unique.

Petname. The Petname is a name created by the user
to refer to a specific Pointer of an entity. Within the
domain of a single user a bidirectional one-to-one map-
ping exists between Petnames and Pointers. A Petname
connects the Memorable and Unique corners of the tri-
angle. Petnames only have a local scope and may only
be relevant for local jurisdiction. The same Petname
can be used by different users to refer to either the
same Pointer or to different Pointers. The security of
a Petname System also depends on the privacy of Pet-
names and the difficulty to mimic a Petname. Here it
is interesting to note that a Petname does not neces-
sarily mean a text-based name. In addition to text, it
can also be image and sound or any combination of all
of the items in different ways.

The concept of Referral is also related to the Pet-
name Model [16]. A Referral from a third party can
consist of a Pointer and a so-called Alleged Name which
is the introductory/referred name for an entity, like the
Nickname. The distinction between a Nickname and an
Alleged Name is that the Nickname is created by the
owner of the entity and the Pointer, whereas the Alleged
Name is provided by a third party. In the trivial case,
the Nickname and the Alleged Name can be identical.
If your friend sends you a message with the text “Best
e-auction site” with the link www.ebay. com, then it can
be thought as Referral where the text “Best e-auction
site” can be interpreted as the Alleged Name.

4.3 Relationship among the Components

There is a bidirectional one-to-one mapping between
Pointers and Petnames within the domain of each user.
A Nickname has a one-to-many relationship to the set
of Pointers. A Pointer is assumed to map to a single
Nickname, but can map to several Alleged Names in

Global
Legend:
_y Uni-directional
one-to-one mapping
. » Bi-directional
{ one-to-one mapping
Petname

Unique Memorable

Fig. 3 The Petname Model

the global domain. The relationship between Petnames
and Nicknames can be confusing sometimes. In some
situations, a Nickname can be used as a Petname or
in other situations a Petname can be derived from the
Nickname. A single Nickname can always be uniquely
resolved from the Petname, but the Nickname is not
necessarily unique for the Petname. For that reason,
a Petname can not be uniquely resolved from a Nick-
name. Figure 4.3 illustrates this relationship. As seen
from the figure, the Petname Model is actually a nam-
ing convention built on top of the Zooko’s triangle.

It is fascinating to note here that other than pro-
viding a trivial bi-directional mapping, the relationship
between the Pointer and the Petname offers a subtle
indication of the trust transition that was mentioned
previously. Thus a Petname can also be thought of as
a trust indicator for the Pointer. In Sect. 7 it will be
explained how Petnames can act as a trust indicator for
Pointers.

5 Properties of Petname Systems

The properties of a Petname System can be divided
into two broad categories: Functional properties and
Security Usability properties.

5.1 Functional Properties

Functional properties are those basic properties that
are mandatory for a Petname System. The functional
properties are [16]:

F1. A Petname System must consist of at least a Pointer
and a Petname.

F2. Nickname is optional.

F3. Pointers must be strongly resistant against forgery
so that the Pointer can not be used to identify a
false entity.

F4. For every user there must be a bi-directional one-
to-one mapping between the Pointer and the Pet-
name of each entity.



5.2 Security Usability Properties

Security usability will ensure the reliability of using the
system and enables the user to draw conclusion on the
actual security of the system. These properties will en-
sure that the Petname System is not affected by us-
ability vulnerabilities. Usability properties can again be
categorized in two types [9]:

1. A security action is when users are required to pro-
duce information and security tokens, or to trigger
some security relevant mechanism. Security action
enables a user to interact securely with an entity.
For example, typing and submitting a password is
a security action. Properties related to the security
action in the Petname System are [16]:

SA1. It is the user who must assign the Petname
for the each Pointer.

SA2. Users must assign the Petname for the Pointer
with explicit action.

SA3. As the relationship between the user and other
entities evolve, the user should be able to edit
the previously applied Petname for a Pointer to
a new Petname.

SA4. Suggestion on the Petname based on the Nick-
name can be provided as an aid for the user to
select a Petname for a Pointer. If the Nickname
is missing, other criteria could be chosen for the
suggestion.

SA5. If a suggestion is provided and the user wants
to accept it as the Petname, then he must do so
with explicit action.

SA6. Petname Systems must make sure that the
user-selected, created or suggested Petname is
sufficiently distinct from the Nickname so that
the user does not confuse them with each other.®

SA7. Petname Systems must make sure that the
user-selected, created or suggested Petname must
be sufficiently different from existing Petnames
so that the user does not confuse them. This is
needed to reduce the risk of mimicry of the Pet-
name upon which the security of the Petname
System largely depends.

SAS8. If the user chooses a Petname that may resem-
ble a Nickname or other Petnames, he should be
warned explicitly.

5 It might be acceptable that a Petname is equal to the Nick-
name in case a specific Nickname is unique within the user’s local
domain, but it would cause confusion and security usability vul-
nerabilities in case two or more Pointers correspond to the same
Nickname in the user’s domain. An alternative formulation of the
SAG property can therefore be that the Petname System must en-
force that a Petname is different from the Nickname in case the
Nickname is non-unique.

SA9. The User should be alerted to apply a Pet-
name for the entity that involves in highly sen-
sitive data transmission.

2. A security conclusion is when users observe and as-
sess security relevant evidence in order to derive the
security state of systems. Security conclusions en-
able the user to conclude on the security state of
the system by observing security relevant evidence
and assessing this together with assumptions. For
example, observing a closed padlock on a browser,
and concluding that the communication is protected
by TLS is a security conclusion. Properties related
to the security conclusion are [16]:

SC1. The Pointer and the corresponding Petname
must be displayed at all times through the user
interface of the Petname System. This will make
the user confident about his interaction and help
to draw the security conclusion easily.

SC2. The Petname for a Pointer should be displayed
with enough clarity at the user interface so that
it can attract the user’s attention easily.

SC3. The absence of a Petname for a Pointer should
be clearly and visually indicated at the user in-
terface so that the user is surely informed about
its absence.

SC4. The visual indication for suggested Petnames
and Nicknames should be unambiguous enough
so that the user does not confuse them with each
other.

SC5. The warning message that will be provided
when there is a direct violation of any of the
above properties should be clear enough so that
the user can understand the problem and take
the necessary security action.

6 Evaluation of Security Usability for Petname
Systems

The usability of security is crucial for the overall secu-
rity of the system, but is still a relatively poorly un-
derstood element of IT security. Therefore it is impor-
tant to evaluate the Security Usability of Petname Sys-
tems as it is directly related to the security of client-side
Identity Management. A set of general Security Usabil-
ity principles related to Identity Management were pro-
posed in [9]. We will use these principles as a basis to
evaluate the Security Usability of the Petname System
by analyzing if the Security Usability properties of the
Petname System satisfy these principles. The Security
Usability principles are described below:

Security Action Usability Principles:



A1l. Users must understand which security actions are
required of them.

A2. Users must have sufficient knowledge and the abil-
ity to take the correct security action.

A3. The mental and physical load of a security action
must be tolerable.

A4. The mental and physical load of making repeated
security actions for any practical number of instances
must be tolerable.

Security Conclusion Usability Principles:

C1. Users must understand the security conclusion that
is required for making an informed decision.
C2. The system must provide the user with sufficient
information for deriving the security conclusion.
C3. The mental load of deriving the security conclusion
must be tolerable.

C4. The mental load of deriving security conclusions
for any practical number of instances must be tol-
erable.

The Security Usability properties of Petname Systems
can now be analyzed according to these security prin-
ciples. When a Petname System satisfies SA1-SA3 and
SAG6-SA9 of the Security Action properties, it implicitly
implies that principles A1 and A2 are also satisfied, be-
cause the former properties enable a user to select a
unique and unambiguous Petname for a Pointer. This
selection of a unique and unambiguous Petname for a
Pointer can be thought of as the correct security action
as it enables the user to securely identify an entity. Se-
curity Action properties SA4-SA8 will act as the aid for
the user to select a Petname for a Pointer. We believe
that selecting an unambiguous Petname will pose the
most significant mental load for the user in the Petname
System when repeated for several entities. Such mental
load will be reduced significantly if these five properties
are satisfied in a Petname System because users do not
have to think about the ambiguity of the new Petname
with other existing Petnames. Automated suggestion
could also be a great aid in such selection. Therefore
satisfying these five properties will implicitly lead to
the principles A3 and A4 also being satisfied.

To analyze the Security Conclusion properties of the
Petname System, we have to first define Security Con-
clusion in the Identity Management perspective. Secu-
rity Conclusion in the Identity Management perspective
is to correctly identify a specific entity. Displaying the
Petname for a Pointer that points to the desired entity
at the user interface will enable the user to draw con-
clusion that this Pointer and in turn the entity the user
is interacting with is the intended one. The presence
and absence of the Petname will provide the user with

enough information to draw the security conclusion eas-
ily. So whenever a Petname System satisfies SC1-SC3, it
will explicitly satisfy C1 and C2. Different visual tech-
niques should be applied to help the user reduce their
mental load in deriving security conclusion. Using dif-
ferent eye-catching colors to indicate the presence or
absence of a Petname for a specific Pointer can be an
example of one such visual technique. The security con-
clusion properties SC2-SC5 should be applied to enable
a user to draw conclusion with ease and thus if followed
will satisfy principles C3 and C4.

From the above analysis we can conclude that a
complete implementation of all the properties of a Pet-
name System will satisfy all the security usability prin-
ciples.

7 Application Domains

The presence of the Petname Model is so ubiquitous
that people may sometimes be unaware of its existence.
Here we will highlight the possible domains in which
the Petname Model is used, intentionally or uninten-
tionally, or could be used. For each of the applications
we will try to determine the suitability of applying the
Petname Model [16].

7.1 Real World

The principle of the Petname Model is so naturally in-
tegrated in the real world that we do not notice its exis-
tence. Let us first analyze how people actually recognize
each other. This process is very simple and natural to
us: through several physical attributes like face, voice,
physique or maybe combinations of them. These com-
binations can be thought of as the Pointer to uniquely
identify a single person. That single person introduces
himself to us by stating his name XYZ which is actually
a Nickname in the Petname Model terminology. From
then on we may perceive that man’s identity as Mr.
XYZ, which actually represents a Petname. Now if an-
other person also introduces himself as XYZ, then our
mind does not only assign that name as his Petname
because it was already assigned to another person. Here
things may evolve in different directions. One possible
direction can be that our mind distinguishes between
those two persons and changes the Petname for the first
person as Mr. XYZ of London and Mr. XYZ of Paris
for the second person or whatever seems practical.



7.2 Phone/E-mail Contact List

A phone/email contact list is another classic example
of a Petname System. The phone number with inter-
national format (preceding the number with + or 00
and country code) may represent the Pointer and it is
unforgeable and globally unique. We save the number
in our contact book by placing a name for it which is
nothing but a Petname for that number. Nicknames are
absent here. The same analogy applies for email contact
lists. Email addresses represent Pointers. A From-field
in an email header may contain only the email address:
xyz@Qyahoo.com or a given name by the sender with his
email address: Mr. XYZ <xyz@yahoo.com>. Here the
given name (Mr. XYZ) represents the Nickname. After
receiving a mail from a new sender one can save the
sender’s email address in the email contact list. At that
time a Petname is created by inserting a name suit-
able to identify that person, or by simply keeping the
Nickname.

7.3 IM Buddy List

In the domain of a particular Instant Messaging Service
each entity has a unique Id (email Id for yahoo, hot-
mail or passport service) which represents the Pointer
for that entity. But sometimes those Ids can have quite
close resemblance (logicman and logicman, the second
one actually is a 1 not a small L) to each other and thus
can be quite confusing for the user to differentiate. A
better option is used in the interface of the Instant Mes-
senger where one can put a name for each of the IDs.
Such name is actually a Petname. In the user interface
all the interactions with the Id is usually done with the
Petname and thus making the IM Buddy list a good
example of a Petname System. Nicknames are absent
here.

7.4 DNS

As mentioned earlier, that two domain names can be
quite close to each other (typo squatting), intention-
ally or unintentionally, which can lead to phishing or
pharming attacks, Petname Systems can be a useful
tool to thwart this type of attack. The domain name
itself represents the Pointer. The title in the title bar
of the browser for that domain name is the given Nick-
name. In the user interface (the browser), the user can
provide a Petname for each domain name. All the in-
teractions with that domain will be indicated by the
Petname in the user interface. Providing a Petname for
each domain name will impose a trust relationship to

that domain name. Absence of Petname will indicate
the absence of a trust relationship.

On the background of the above scenarios, the e-
commerce transaction scenario of Sect. 3 can be re-
visited. A user frequently shops online and places his
trust in PayPal to process his online transaction. Now
to safely process his transaction he can define a Pet-
name for PayPal in his browser. Assume that the user
visits an e-commerce site that offers an item he wants
to buy, but the users does not trust the site to know his
credit card details. Luckily the site allows him to pay
through PayPal, so he is redirected to www.paypal.com
when the transaction enters the payment phase. Assum-
ing that he has already defined a Petname for PayPal,
his browser should indicate the Petname for it and he
feels confident that it really is PayPal, and authorizes
the transaction. Assuming that the e-commerce site is
fraudulent, and redirects him to www.paypal.com (note
that it is “1”, not a small “L”) to phish him, his browser
will not find a corresponding Petname because the do-
main name does not match. The missing Petname will
alert him that the PayPal site is fraudulent, and that
he should abort the transaction.

7.5 Anti-Phishing Tool

The Petname Model has been utilized effectively in the
anti-phishing tool such as the Petname Tool [6], devel-
oped by Tyler Close, TrustBar [1], developed by the
TrustBar team at the Dept. of Computer Science in
the Bar Ilan University, Israel and Passpet [24], devel-
oped at the CYLAB of the Carnegie Mellon University.
All of them are Firefox extensions and work only with
the Firefox. The Petname Tool uses the hash of the
public key of a website as the Pointer for that site. A
user can assign a Petname for a website that is dis-
played in the browser when he visits it later. It does
not work with non-https sites because it depends on
certificate to retrieve the public key. Passpet extends
the idea of the Petname tool also for non-https sites.
It utilizes the combination of root_key, field_name and
field_value to generate the Pointer. For the https sites,
root_key is the hashed public key of the site, field_name
is “O”and field_value is the organization name if or-
ganization name is available in the certificate, other-
wise field_name is “CN”and field_value is the certifi-
cate’s common name. For the non-https sites, root_key
is empty, field_.name is “D”and field_value is the last
n+1 level for the n-level TLD (Top level domain). Users
can assign a Petname for each site by clicking an icon in
the browser. The domain name represents the Pointer
in case of TrustBar. The TrustBar displays the Petname
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for the domain name as well as the name of the certifi-
cate authority. It allows the user to enter a Petname if
the visited site sends the server certificate for the first
time and that Petname will be displayed when the site
is revisited later. TrustBar also offers various options
to manage Petnames.

7.6 IP Address

Not all IP addresses have domain names. If one would
like to communicate only utilizing IP address, a Pet-
name Model can be applied locally as a substitute for
domain names. IP addresses are hard to remember, and
Petnames will make it easy to refer to them. IP ad-
dresses will represent the Pointer, and the correspond-
ing Petname will be used at the user interface. All com-
munication from the user’s side will be based on Pet-
names.

7.7 CapDesk and Polaris

CapDesk is a desktop environment that apply the prin-
ciple of least authority and utilize the Petname Model
to provide security to the user for applications [4]. When-
ever a new application is installed, CapDesk will feature
a Pet Text and Pet Graphic for that application. The
user may accept it or modify it. Once provided, Pet
Text and Graphics will be used in the window of the
application while it runs. Like CapDesk, Polaris is also
based on the principle of least authority and also uses
Pet Text similar to CapDesk and attaches it to the win-
dow of the application while it runs [17].

7.8 OpenPGP

The OpenPGP key is the Pointer and it carries the
Nickname given by the owner of the Pointer. Some im-
plementations of OpenPGP allow the user to change
the Nickname and implement a Petname System[16].

7.9 Process Handling

Every modern OS runs a number of processes simulta-
neously. ps -e command in Linux or the process tab in
the task manager for Windows shows a long list of pro-
cesses. Some of the process names are so obscure that
it is impossible for the user to understand their func-
tionality. A Petname Model can be applied to improve
the situation significantly. When a process runs for the
first time it will present a short description of what it

will do. Then the user can create an informative Pet-
name for that process. This Petname will be displayed
in the memory map, for example in the process tab
in task manager or with ps -e command. In this case
the Pointer does not have to be global. It is simply the
unique process name or unique command used to run
the process.

8 Evaluation of Security Usability for Petname
System applications

Having formalized the properties of Petname Systems,
and having analyzed security usability issues on a gen-
eral level, the security usability for two of the existing
Petname System applications are analyzed with Cog-
nitive Walkthrough. The applications to be analyzed
are : 1) Petname Tool and 2) TrustBar. Both toolbars
are designed only to work with the Firefox browser,
and are aimed at simplifying client-side management of
SP identities and at providing a better defense mecha-
nism against Phishing attacks. Though the application
domains for the Petname System is much broader, as
described in Sect. 7, we have decided to confine our eval-
uation only to these two in order to focus on managing
SP identities at the client side. These two particular
applications exactly meet this criterion.

The Cognitive Walkthrough method is a usability
evaluation method in which an evaluator or a group
of evaluators participate to identify the usability issues
of an application by visually inspecting the user inter-
face. It focuses on evaluating the understandability and
the ease of use for a user at the user interface to ac-
complish a task using that application. Among several
usability evaluation methods we have chosen the Cog-
nitive Walkthrough as our preferred method because of
its main focus on the understandability of the user at
the user interface [19]. Because Petname Systems affect
the user interface, Cognitive Walkthrough is a suitable
method for evaluating their usability. While perform-
ing the Cognitive Walkthrough for each application, we
will try to note if the application satisfies the usabil-
ity properties discussed in Sect. 5. The degree of com-
pliance with the specified security usability properties
will give an indication of the level of security usability
of each application. For the evaluation we will be using
Firefox version 3.0.7 with Nightly Tester Tool, a Firefox
add-on, installed.
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Fig. 4 The Petname Tool in Firefox

8.1 The Petname Tool
8.1.1 Setup.

The Petname Tool is available as a Firefox add-on in
[5]. The current version of the Petname Tool is compat-
ible with the latest Firefox version, and can be easily
installed by just clicking the “Add to Firefox”button in
the respective Firefox Add-on website. Once installed
the toolbar will look like Fig.4.

8.1.2 Functionality.

The first thing to note about the Petname Tool is its
simplicity. It consists of only a text field in the navi-
gation toolbar of the browser. Its main purpose is to
allow a user to assign a Petname for a website that he
wants to correctly recognize and to display that Pet-
name in the text field when he visits the site later. The
Petname will be absent if the visited site is not the in-
tended one. A user can judge if a webpage comes from a
previously identified website by observing the presence
or absence of the Petname. The Petname Tool utilizes
different font properties and graphical user interface el-
ements to achieve its goal: 1) The text in the text field,
2) The typeface of the text, 3) Color of the text field, 4)
Tooltip and 5) Dialog box. Different texts with different
typefaces are displayed in the text field in different sit-
uations, color of the text field change, different tooltips
are provided accordingly when mouse pointer is placed
over the text field and warnings are displayed using di-
alog boxes.

Some examples can illustrate how the Petname Tool
operates. It is worth noticing here that the Petname
Tool does not work for non-https sites, as it uses the
hash of the public key of a website as the Pointer for
that site. While visiting a non-https site, e.g. www.wiki-
pedia.org, the text in the text field will be unauthen-
ticated with italic typeface and it will be disabled with
grey color so that nobody can assign a Petname for the
site (Fig.5). The corresponding tooltip is: Don’t give
this page sensitive information; it was not received se-
curely (Fig.6). During the visit to a https site for the
first time, e.g. www.paypal.com, the text in the text
field becomes unknown site with italic typeface and the
text field color changes to white (Fig.7) with the cor-

Indication of a non- @

https site

P | unauthenticated

Fig. 5 Disabled text field for a non-https site

‘ =l sl

Tool tip for a non-
https site

P | unauthenticated

&

Fig. 6 Tooltip for a non-https site

Indication of a new https
(www.paypal.com) site

Sign Up | Login | Help | Security Center

Si= Norway (U5 English) ~ ‘ ‘

Fig. 7 Indication of a https site

Tooltip for a new https
(www.paypal.com) site

o | ]|

| Assign a petname to this site before exchanging sensitive information. h

responding tooltip-Assign a Petname to this site before
exchanging sensitive information (Fig.8). At this point,
user can assign a Petname by just writing it in the text
field and hitting the Enter key. The color of the text
box changes from white to light green and type face
becomes normal (Fig.9). When the user visits that site
later, the Petname with normal typeface is displayed in
the green text field. Different dialog boxes are prompted
to warn user whenever something goes wrong.

unknawn site

lorway (U.5. English} ~

Fig. 8 Tooltip for a https site

8.1.3 Evaluation.

As mentioned earlier, the Petname Tool is very simple,
however, one may almost feel that it is too simple. It
does not come with any text label; only a text field to

Assigned petname for a new https
(www.paypal.com) site

Fig. 9 Assigned Petname for a new https site



12

enter Petnames. Absence of a text label can confuse
unfamiliar users because they might not understand its
purpose. The Petname Tool does not work for non-https
sites, therefore it will not be possible for a user to as-
sign Petnames to non-https sites. Many sites with server
certificates do not use https in the initial log-in stages,
though the log-in name and the related password may
be encrypted before transmission. An example is the fa-
mous social networking website www.facebook.com. A
potential vulnerability is caused by Facebook because
email addresses represent user names. People often use
the same passwords for different accounts, so a pass-
word used on Facebook will often allow access to the
user’s web email account. Therefore we think that the
lack of support for non-https sites in the Petname Tool
is a major drawback. Another thing is worth to note
that the Petname Tool uses the hash of the public key
of a website as a Pointer. Therefore if the site receives a
new certificate and thus a new public key, the Petname
Tool will fail to map between the already assigned Pet-
name and the Pointer. A possible solution could be to
let URL or domain name be the Pointer that will also
remove the restriction of applying Petnames for https
sites only.

In the following, the Petname Tool will be analyzed
for compliance with the Petname System properties.
The Petname Tool, obviously, deploys Petnames. The
hash of the public key, derived from the certificate,
represents the Pointer and is strongly resistant against
forgery. Therefore we conclude that the Petname Tool
satisfies F1 and F3. But a serious restriction of the Pet-
name Tool is that it allows users to assign exactly the
same Petname for different entities as demonstrated
in the next paragraph, thus violates the principle of
bi-directional one-to-one mapping for each entity and
therefore also violates F4. It does not deploy Nicknames
and therefore does not satisfy the optional property F2.

The Petname Tool enables users to explicitly as-
sign a Petname for each entity, e.g. to select the text
field, write down a Petname and hit the Enter key. This
satisfies SA1 and SA2. Users can change any Petname
any time, thereby satisfying SA3. No suggestion is pro-
vided for aiding the user to select a Petname, which
is not compliant with SA4 and SA5. Also Nicknames
are not used in the Petname Tool, resulting in non-
compliance with SA6. Whenever a user selects a Pet-
name that closely resembles existing Petnames, the user
is alerted with an informative dialog box (Fig.10). The
dialog box displays the existing Petnames to which the
current Petname has close resemblance. The user can
ignore the alert by clicking the Assign petname button
or he can cancel this current Petname by clicking the
Don’t assign petname button. If a user assigns a Pet-

Existing petnames that have
close resemblance with the

unknown site

i current one with their

Em=a creation dates

~
J‘mu are using a similar petname for another site. \ @

Are you sure this siti E't impersonating one of your known sites?

Ge to "My Fav Em4 ] created: Tuesday, March 24, 2009
Go to "My Uni Wellnail" | created: Thursday, March 26, 2009

I Goto "My WebBanf{ | created: Thursday, March 26, 2009

—
Cancel this warning if you want to choose a different petname for this site.

- Don't assign petname |

I you know this is the right site and the cho ame won't confuse you, override this warning.
T ——— Current closely
Ambiguous petname
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Fig. 10 Dialog box warning about the close ambiguity among
different Petnames
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Fig. 11 Dialog box warn about the similarity between two Pet-
names
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name that is similar to an existing Petname, the Pet-
name Tool displays another dialog box (Fig.11). The
second dialog box contains the name of the existing
similar Petname with its creation date. The user has
the option to discard the current Petname by clicking
the Don’t assign petname button. If the user clicks the
Assign petname button, the Petname will be assigned
for the current entity. In this case, the same Petname
will be displayed for both websites when he visits them
later. Therefore, the Petname Tool is compliant with
SA8 (showing the two dialog boxes with the warning),
but directly violates SA7. Another thing to note is that
two dialog boxes have the same title, though their pur-
poses are quite different. The Petname Tool allows a
user to assign a Petname at his will whenever he feels
and does not show any alert when there is highly sen-
sitive data transmission and therefore indicates the ab-
sence of SA9.

The Petname, if already supplied by the user, is dis-
played on the Petname Tool toolbar, thereby satisfying
SC1. Different typefaces, tooltips and colors have been
used in the Petname Tool to catch the user attention
to indicate the presence or absence of a Petname. In
our opinion, white and light green as used by the Pet-
name Tool is less visible than Red, Yellow or Green,
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Fig. 12 TrustBar installed in Firefox

as suggested in [8]. In addition, blinking text or differ-
ent text colors could be used to draw more user atten-
tion. Nevertheless, we can conclude that the Petname
Tool is compliant with SC2 and SC3. As there is no
suggested Petname or Nickname in the Petname Tool,
it does not satisfy SC4. The Petname Tool provides
warning through dialog boxes when there are conflicts
with other Petnames or if there is ambiguity between
Petnames and thus satisfies SC5. However, it does not
provide a warning message when there is a violation for
other properties.

Apart from security usability issues, there are some
other weaknesses in the Petname Tool. For example,
there is no help button that could explain what the
user has to do to utilize it properly. It does not provide
the standard About menu item that could explain the
purpose of the Petname Tool.

8.2 TrustBar
8.2.1 Setup.

The TrustBar Tool is available as a Firefox add-on in
[1]. The current version of TrustBar is not compatible
with the latest Firefox version. Therefore the Nightly
Tester Tool, another Firefox add-on, was used to re-
solve the compatibility issues. Once installed the tool-
bar looks like Fig.12.

8.2.2 Functionality.

TrustBar consists of a text field, a menu and a Secu-
rity Status field. The text field allows users to enter a
Petname for an entity, the menu provides the user with
options, and the Security Status field provides visual
indication of various security statuses based on the cer-
tificate. Unlike the Petname Tool, it also allows user to
assign a logo that represents as a Petname for an entity.
When a logo is used, an image replaces the text field
and such logos can be called Petlogos. A user can assign
a Petname text or Petlogo for a website that he wants
to correctly recognize and to display that Petname or
Petlogo when he visits the site later. The Petname or
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Fig. 13 Components of TrustBar
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Fig. 15 Assigning a Petname for a non-https site in TrustBar

Petlogo will be absent if the visited site is not the in-
tended one. A user can judge if a webpage comes from a
previously identified website by observing the presence
or absence of the Petname or Petlogo. TrustBar utilizes
different graphical user interface elements to achieve its
goal: 1) The Petname field for text or logo, 2) Color of
the Petname field, 3) Drop down menu, 4) Tooltip and
5) Security Status field. The Petname field keeps chang-
ing as a user visits different sites. At the same time the
color of the Petname field changes and different tooltips
over the Security Status field are provided. The Security
Status field provides a visual indication of the status of
the server certificate, and changes according to different
circumstances. Options in the menu allows users to set
the Petname or Petlogo, to edit the Petname or Petl-
ogo, remove the defined Petname(s), report fraudulent
websites and display help regarding TrustBar (Fig.13).
The menu also contains an About menu item that, if
clicked, displays some relevant information regarding
TrustBar, e.g. what is TrustBar, why is it used for, etc.

Some examples can illustrate the TrustBar function-
ality. Unlike the Petname Tool, TrustBar works both
with https and non-https sites. When users visit a non-
https site, e.g. www.wikipedia.org, the Petname field
contains the domain name for that site (Fig.14). A user



14

@' Microsoft Outlook Web Access - Log Off - Mozilla Firefox (Build 2009032609)
i Universitetsstudiene pa Kjelle ~ /) Ident fwd’fo DigiCert Inc

Eile View History Bookmarks Tools Help

__ |
@ c . Q L] I_’|ttps:.f_r'web/maﬂ/ .nufawa_r'auth.f\og_‘
Organization CA

name

Show CA Logo
Set CA Logo
Forget CA Logo
Don't trust CA

Options..,
Help

About TrustBar
=

Fig. 16 TrustBar interaction with a https site in TrustBar

econd menu an
1ts items

\ & -] |G-

Display... v Omit the entire 'Identified by:' field for this site
Forget all Data Omit the entire Tdentified by:™ field for any site identified by DigiCert In
Report Fraud Omit the text Tdentified by:'

@' Microsoft Exchange - Outlook Web Access - Mozilla Firefox (Build 2009032609)

] UNIK

= ' Identified By: DigiCertinc ~

History Bookmarks T_mrs Help

Fig. 17 Assigning a Petname for a https site in TrustBar

can assign a Petname by writing directly in the text
box and hitting the enter key. The color of the text
field will turn from white to light green. The Security
Status filed displays a No lock icon indicating that the
site does not have a server certificate and that TLS
is not used, and also provides the tooltip This site is
not protected. Click here for more information (Fig.15).
Clicking the icon will redirect the user to the TrustBar
website that explains the necessary concept on Trust-
Bar. A user can edit the Petname later just by writing
the new one and hitting the enter key. The drop-down
menu also provides methods to assign, edit or delete
Petnames. Assigning and editing a Petlogo happens in
a similar way, except that the user has to select an im-
age from his computer. When the user visits a https
site, e.g. mail.yahoo.com, the text field contains the
organization name from the certificate. The color of the
text field turns to pale yellow. The Security Status field
is modified with a lock icon and the text Identified By:.
The name of the CA and another drop-down menu are
displayed adjacent to the Security Status field. This
second menu allows the user to set, edit or delete a
logo for CA, to ignore the CA, and some other options
(Fig.16). The user can assign a Petname or Petlogo to
override the organization name like before. Once a Pet-
name is assigned, the Petname field turns to light green
(Fig.17).

8.2.3 Evaluation.

TrustBar overcomes some of the shortcomings of the
Petname Tool. For example, it works for non-https sites,
provides an excellent “Help” feature and also comes with
the standard About menu item that provides a short de-
scription of what it does.

The following simple analysis of TrustBar gives an
indication of how it satisfies the properties of the Pet-
name Model. TrustBar utilizes Petnames, and thereby
complies with F'1. The domain name or URL represents
the Pointer and is strongly resistant against forgery.
Therefore we conclude that TrustBar satisfies F1 and
F3. TrustBar also displays a Nickname in the form of
the organization name, if a certificate is available or
in the form of the domain name for non-https sites
and thus satisfies F2. However, a serious restriction of
TrustBar is that it allows users to assign exactly the
same Petname for different entities as demonstrated
in the next paragraph, thus violates the principle of
bi-directional one-to-one mapping for each entity and
therefore violates F4.

TrustBar enables a user to assign a Petname for
each entity so he has to act explicitly, e.g. select the
text field, write down a Petname and hit the Enter
key, to enable the Petname and this satisfies SA1 and
SA2. Users can change any Petname any time and thus
TrustBar meets the requirement of SA3. A suggestion
is provided in the form of a Nickname for aiding the
user to select a Petname if a server certificate is avail-
able and this satisfies SA4 partially, and the user has to
act explicitly, e.g. by hitting the Enter key so the text
field turns to light green (an indication for accepting
the Petname) to accept the Nickname as the Petname.
This satisfies SA5 too. However, it is important to note
here that if the Nickname is accepted as the Petname
without any modification then it represents a tempo-
rary Petname, because when the user visits it again,
the Petname turns into the Nickname, also indicated
by the pale yellow color of the text field. This means
that TrustBar tries to ensure S6. But we feel that this
approach is rather contradictory and think that a bet-
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Table 1 Comparison between the Petname Tool and TrustBar

F SA SC
ToolName 1 2 3 4 1 2 3 4 5 6 7 8 9 1 2 3 4 5
Pethame Tool | Y N Y N|Y Y Y N N N N Y N|Y Y Y N Y
TrustBar Y Y Y N|Y Y Y Y Y Y N N N|Y Y Y Y N

ter approach could be taken that would not allow users
to accept the Nickname as the Petname without any
modification. As mentioned earlier, a serious restriction
of TrustBar is that it allows users to assign ambiguous
Petnames or even equal Petnames for different entities.
It does not provide any sort of warning to users about
the ambiguity or similarity of the Petnames and thus
directly violates SA7 and SA8. TrustBar allows a user
to assign a Petname at his will whenever he feels and
does not show any alert when there is highly sensitive
data transmission and therefore violates SA9.

The Pointer and the related Petname in the Trust-
Bar, if already supplied by the user, are displayed all
the time in the browser toolbar, thereby satisfying SC1.
Different icons, tooltips and colors have been used in
the TrustBar to catch the user attention to indicate
the presence or absence of Petnames. In our opinion
it would have been better to use more flashy colors
like Red, Yellow or Green instead of pale yellow and
light green. Blinking text or different text colors could
be used to draw more user attention to potential se-
curity problems in websites. Nevertheless, we can con-
clude that TrustBar satisfies SC2 and SC3. White, pale
yellow or light green color has been used to differenti-
ate among non-https Nicknames, https Nicknames and
Petnames respectively, thereby satisfying SC4. Trust-
Bar does not provide any sort of warning to the user
and this indicates the complete absence of SC5.

8.3 Summery

Table 1 clarifies the distinction between the Petname
Tool and TrustBar in terms of the properties of Pet-
name Systems.

It can be noted that TrustBar satisfies more prop-
erties of the Petname model than the Petname Tool,
though TrustBar has one major shortcoming: absence
of any type of warning message. Both tools suffer from
the absence of the crucial property F4. As neither of
them satisfy all the main properties of Petname Sys-
tems, we can conclude that none of them fully satisfies
the security usability principles.

9 Future Work

No tool is currently available for Petname based iden-
tity management that satisfies all the properties of Pet-
name Model and the corresponding security usability
principles, as indicated by our analysis in the previ-
ous section. Developing a Petname Model based tool
that satisfies the security usability principles should be
a priority in future research and development.

As the Petname Model is based on Zooko’s triangle,
any shortcut in the triangle may collapse the relation-
ships among the components of the Petname Model
or may create a new dimension of relationship. Bob
Wyman in his web blog proposed to update the Zooko’s
triangle into a pyramid by inserting a new attribute
called “Persistent”and connecting it to the other cor-
ners. The new attribute was proposed to signify the
longevity of each name [23]. This proposal to change
the shape of Zooko’s triangle can be another potential
topic for research which could give Petname Systems
additional security properties.

Smart phones are becoming increasingly popular and
the number of people that access the Internet from
their smart phones is growing every day. Investigations
into how the Petname Model can be implemented and
adapted for the tiny screen of a mobile phone can be a
challenging task and another scope for future research.

10 Conclusions

The Petname Model is naturally embedded in human
perception to identify different entities. Implementing it
in computer networks and system is a natural extension
of human cognitive capabilities and represents a great
aid for humans in digital environments. This fact has
been demonstrated through several applications, exper-
iments and proposals. A large scale adaptation of the
Petname Model is therefore timely.

This paper has focused on providing a brief overview
of Petname Systems starting from the history and evo-
lution of the Petname Model. We have formally defined
the properties of Petname Systems and explained how
this set of properties can satisfy essential security us-
ability principles. It is our belief that if these proper-
ties are followed in developing applications based on
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the Petname Model, it will improve the user experi-
ence and improve overall security by removing secu-
rity vulnerabilities related to poor usability. The paper
has also analyzed two available Petname-based applica-
tions for server identification management and shown
that they represent an improvement in usability, but
unfortunately do not satisfy all the specified security
usability principles.
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