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Abstract. Several nations and organisations have published frameworks for as-
surance of user authentication in the context of eGovermnent. This reflects the
importance that governments see in guaranteeing that only authorized users can
access eGovernment services. However, in order to ensure trustedonline inter-
action it is equally important to obtain assurance of authentication of service
providers. Unilateral authentication is obviously insufficient for securing two-
way interaction, so both user authentication assurance and service provider au-
thentication assurance must be considered. Unfortunately there are currently no
satisfactory frameworks for service provider authentication in the eGovernment
context. This paper first describes and compares some of the current eAuthenti-
cation frameworks for user authentication. Then it proposes an eAuthentication
framework for service provider authentication, and discusses how thetwo types
of frameworks can be integrated and aligned.

1 Introduction

Entity authentication gives certainty about identities between interacting parties during
online transactions. An entity is e.g. a person, organisation or a system. The entity’s
digital identity is a set of digitally encoded attributes that have been assigned to, or that
characterise the entity. In order for an entity to be uniquely recognizable based on its
digital identity, it is normally required that one of the attributes is a unique name, typi-
cally called an identifier, within a specific name space. A username typically represents
a person’s digital identity within a local network or service domain. An Internet do-
main name typically represents an organisation’s digital identity in the global domain
of DNS (Domain Name System). These examples show that entities at each side of an
online interaction typically source their identifiers fromdifferent name spaces, which
has implications for how they mutually authenticate each other.

Entity authentication is a fundamental security componentfor trusted online inter-
action. Failed authentication, where an attacker is able totake on the identity of another
entity, is a serious security threat that can have significant negative consequences. Au-
thentication assurance expresses the certainty of correctauthentication in a network or
domain. From a business perspective it is necessary to consider the cost of authentica-
tion, which increases with the the level of assurance, so requiring high assurance must

⋆ 3rd International Workshop on Quantitative Aspects in Security Assurance (QASA 2014),
Wroclav, Poland, September 2014. In: J. Garcia-Alfaro et al. (Eds.), DPM/SETOP/QASA
2014, LNCS 8872, pp. 26–44, 2015.



2 A. Jøsang

be based on a real business need. The basic principle is that higher risk associated with
authentication failure must be mitigated by requiring higher authentication assurance.

The term IAM1 (Identity and Access Management) denotes the security technolo-
gies that enable the intended authorized individuals to access the right resources at the
right times for the right reasons. IAM can be described in terms of three separate phases
where each phase contains a set of steps, as illustrated in Figure 1.
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Fig. 1. Phases of Identity and Access Management

The configuration phase covers the registration, provisioning and authorization steps.
Authorization consists of specifying the entity’s access permissions in the form of an
AC (Access Control) Policy. Authorization must obviously be specified, or delegated,
by an authority in the organization, and results in the definition of AC rules in the
system that controls access to resources. After initial completion of the configuration
phase, the entity is able to enter into the operation phase ofIAM, and can engage in
trusted interactions. The configuration phase is revisitedwhenever necessary for updat-
ing identity, credentials or authorization attributes. Although authentication can be seen
as a single step in the operation phase, the correctness of authentication depends not
only on the correctness of the authentication step, but alsoon the registration step, and
on the provisioning step during the configuration phase. Should any of these steps fail,
then authentication will fail in general. Similarly, the correctness of access control re-
quires that the correct identity has been authenticated, that an appropriate access policy
has been defined in the authorization step, and that this policy is correctly enforced in
the access control step. This paper focuses on the steps required for authentication, not
on access control, so Figure 1 is only intended to show how authentication and access
control are complementary components of the IAM process. The termination phase is
included in Figure 1 for completeness, but is not directly relevant to the present study.

The termsclient andserverare typically used to denote the peer entities in a com-
munication session. In reality, client and server systems are only agents for legal and/or
cognitive entities such persons or organisations. The human user and the SP (Service
Provider) organisation are both legal as well as cognitive entities. A person is assumed
to be a cognitive entity because is possesses its own non-deterministic free will, in con-
trast to system entities that are considered to be deterministic without a free will. An

1 http://www.gartner.com/it-glossary/identity-and-access-management-iam/
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organisation can also be considered to be cognitive, in the sense that its actions are
governed by persons who in turn are cognitive entities.

By taking into account the distinction between system entity (client or server) and
legal/cognitive entity (person or organisation) there are(at least) two entities on each
side of a communication session. For authentication between the client side and the
server side these entities can be connected with 4 separate bidirectional edges, which
thereby represent different forms of entity authentication.

Service Provider (P)

Server System (S)

User Side

User (U)

Client (C)

Server SideAuthentication 
Classes

Trusted 
Interactions
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P C 
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S C 
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Fig. 2. General mutual entity authentication classes

Figure 2 shows the2×4 different classes of entity authentication resulting fromthe
distinction between the human user and the client system on the user side, as well as be-
tween the SP organisation and the server system on the SP side. These 8 authentication
classes are listed in Table 1.

Authentication of user-side entities:

U→P: User authentication by the SP
U→S: User authentication by the server (commonly calledUser authentication)
C→P: Client authentication by the SP
C→S: Client authentication by the server

Authentication of SP-side entities:

P→U: SP authentication by the user
P→C: SP authentication by the client
S→U: Server authentication by the user (defined asCognitive server authentication)
S→C: Server authentication by the client

Table 1.Entity authentication classes
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Some of the entity authentication classes in Figure 2 and Table 1 are relatively
impractical, such as C→P and P→C, but the figure illustrates the generality of entity
authentication when assuming that both the user side and SP side are non-atomic. U→P
is e.g. practiced when authenticating customers over the phone by asking questions
about address, date of birth, customer number as well as by dialing credentials such as
PIN codes directly on the phone.

For Internet and Web services applications, the entity authentication classes U→S
and S→U in Figure 2 are the most important due to the requirement of end-to-end
security in web service applications. In the typical case where a human user accesses
an online service, semantic end-to-end communication takes place between the human
user and the server system. It is therefore pragmatic to require mutual authentication
between those two entities, as illustrated in Figure 3.

Service Provider (P)

Server System (S)

User Side

User (U)

Client (C)

Server Side

Fig. 3.Pragmatic end-to-end authentication

Authentication type U→S, commonly known asuser authentication, is a funda-
mental component of IAM on the Internet. User authentication is extensively studied
in the literature, with a multitude of solutions in practical use, such as passwords, OTP
(one-time password) devices, and biometrics.

Entity authentication type S→U in Figures 2 & 3 has largely been ignored by re-
searchers and industry. Authentication type S→U, which we callcognitive server au-
thentication, focuses on how a human user can verify that a server belonging to the
correct and intended SP is at the other end of an Internet connection. The lack of robust
practical solutions for cognitive server authentication is a serious vulnerability which
brings exposure to various types of attacks.

The TLS security protocol [9] combined with server certificates is commonly con-
sidered to provide server authentication. However, the TLSprotocol alone can only
provide server authentication type S→C in Figure 2, because the authenticity of server
certificates, and thereby of the server, are validated by theclient system, not by the hu-
man user. In that sense, authentication based on TLS alone provides an inferior form of
server authentication which we call syntactic server authentication. Additional elements
as part of the user interface must be combined with TLS to enable cognitive server au-
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thentication type S→U, i.e. to enable the human user to authenticate the server system,
and indirectly the SP, in a reliable way.

The concept ofauthentication assuranceexpresses the certainty of correct authen-
tication. Several governments have articulated and published frameworks for user au-
thentication assurance, with specific assurance levels defined as a function of factors
such as identity registration assurance and authentication mechanism strength. Unfor-
tunately, no similar frameworks have been articulated for server authentication.

This paper gives an overview of current eAuthentication frameworks for user au-
thentication, and also proposes a framework for SP authentication, where each specific
authentication assurance level is a function of a set of assurance factors. It is also pro-
poses how frameworks for user and SP authentication can be integrated and aligned.

2 Frameworks for User Authentication

There exist several frameworks for user authentication in eGovernment contexts. They
typically specify UAALs (User Authentication Assurance Levels) from UAAL-1 to
UAAL-4, where the strongest authentication is UAAL-4. Someframeworks also define
UAAL-0 for services where“no assurance” in real identity is required. The require-
ments for each UAAL is roughly harmonized across the variousnational or regional
frameworks, although there can be minor differences in terminology interpretation.

The risk level of a specific service reflects the potential negative impact in case
of failed authentication. The required authentication assurance level shall balance that
risk, meaning that if the risk of failed authentication is high, the required authentication
assurance level must be correspondingly high too. The user authentication frameworks
below specify authentication assurance levels according to this principle.

– NIST SP800-63 (USA).Title: Electronic Authentication Guideline[6]. This frame-
work describes technical requirements for user authentication assurance levels that
are specified in the E-Authentication Guidance for U.S. Federal Agencies [5].

– FANR (Norway). Title: Framework for Authentication and Non-Repudiation in
Electronic Communication with and within the Public Sector2 [27]. This is the of-
ficial framework for user authentication in the the Norwegian Government sector.
It is clearly inspired by the NIST framework above, but contains far less details.

– STORK QAA (EU). Title: STORK (Secure Identity Across Borders Linked) QAA
(Quality Authentication Assurance)[16], where the assurance levels were adopted
from the 2007 IDABC report: Identities for Authorities, Businesses and Citizens:
Proposal for a multi-level authentication mechanism and a mapping of existing
authentication mechanisms [12]. The STORK QAA has been adopted in the 2014
EU regulation eIDAS [10].

2 Norwegian title: Rammeverk for autentisering og uavviselighet med og i offentlig sektor
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– NeAF (Australia). Title: National e-Authentication Framework[8], which is well
structured and quite comprehensive when compared to previous frameworks. NeAF
includes UAAL-0 aimed at anonymous access as well as pseudonymous user au-
thentication.

– e-Pramaan (India).Title: e-Pramaan: Framework for e-Authentication[26]. This
framework by the Indian Government represents an importantcompanion for the
Indian UID (Unique Identity) project and the biometric authentication program [4].
It includes UAAL-0 similarly to the earlier Australian NeAF. Pramaanis Hindi for
validation.

– ISO 29115.Title: Entity authentication assurance framework[17]. This interna-
tional standard from 2013 is to a large extent based on STORK QAA, but is also
inspired by the other frameworks mentioned above.

The assurance level alignment of the above referenced authentication frameworks
is illustrated in Table 2. It can be seen that there is a general consensus among the
frameworks regarding the levels, although some of the frameworks use specific terms
differently, so that e.g. level 4 can be described as giving ‘High’, ‘Very High’ or ‘Sub-
stantial’ assurance, depending on the particular framework. This might be a source of
confusion, so that practitioners who need to map the authentication assurance levels of
systems between e.g. USA and Australia, or between EU and India should be aware of
the meaning behind the terms used in the respective frameworks.

Authentication 

Framework
User Authentication Assurance Levels

OMB / NIST

USA 2004 / 2011

Little or no assurance

(1)

Some

(2)

High

(3)

Very High

(4)

FANR / FAD

Norway 2008

Little or no assurance

(1)

Low

(2)

Moderate

(3)

High

(4)

STORK QAA

EU 2009

No or minimal

(1)

Low

(2)

Substantial

(3)

High

(4)

NeAF

Australia 2009

None

(0)

Minimal

(1)

Low

(2)

Moderate

(3)

High

(4)

e-Pramaan

India 2012

None

(0)

Minimal

(1)

Minor

(2)

Significant

(3)

Substantial

(4)

IS 29115

ISO/IEC 2013

Low (Little or no)

(1)

Medium 

(2)

High

(3)

Very High 

(4)

Table 2.Correspondence between assurance levels in user authentication frameworks

The user authentication frameworks listed in Table 2 describe various factors that
contribute to the robustness of the overall user authentication solution, as illustrated in
Figure 4 below, where the rectangles on the left-hand side represent assurance factors
and the rectangle on the right-hand side represents the resulting assurance level which
is dictated by the least level of all factors.
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Fig. 4.Factors for user authentication assurance

The terms used to describe each factor are generic for the purpose of this study.
Other specific terms are often used in the frameworks listed in Table 2, but their inter-
pretations are the same as those of the terms of Figure 4. For example, the terms used
in ISO 29115 and the corresponding terms in this study are listed in Table 3:

ISO79115 terms Terms used in this paper

Enrollment = User Identity Registration
Credential Management = User Credential Management

Entity Authentication = User Authentication Method

Table 3.Corresponding terms for the authentication factors in ISO79115 and in thispaper

The three user authentication factors are briefly describedbelow.

– User Identity Registration Assurance (UIRA) refers to the thoroughness of the
process for enrolling new entities that are to be authenticated by the system. In case
an entity is to be registered with identity attributes from other identity domains,
such as name and postal address, then the registration strength will depend on the
correctness of these attributes when they are imported.

– User Credential Management Assurance (UCMA)refers to the the estimated
reliability and security of creation, distribution, usageand storage of the authenti-
cation credentials such as passwords, tokens and biometricprofiles.

– User Authentication Method Strength (UAMS) refers to the intrinsic robustness
of the specific solution used for authentication, such as password based, token based
or biometrics based authentication, as well as any combination of these to form 2-
factor solutions.

Figure 4 illustrates how the overall UAAL is a function of thethree authentication
assurance factors UIRA, UCMA and UAMS, according to the principle of the weakest
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link, meaning that the UAAL reflects the weakest the three factors. In practice, each
UAAL dictates specific requirements for the UIRA, UCMA and UAMS factors, so that
a specific UAAL is obtained only when all the requirements forthat level are satisfied.
For example, the UIRA requirements for UAAL 4 typically dictate that the user must
present herself in person and produce official documents that get verified by the regis-
trar. In contrast, there are typically no UIRA requirementsfor UAAL 1, so that a user
can simply register any name during online registration. Some of the frameworks of
Table 2 above do not include all three authentication factors. This is e.g. the case for the
Norwegian FANR where user identity registration assurance(UIRA) is ignored because
the correct registration of citizens is assumed as a prerequisite.

3 Motivation for Service Provider Authentication Assurance

TLS [9] provides cryptographically strong server authenticated in a technical sense.
Unfortunately, typical implementations of TLS only offer syntactic server authentica-
tion by the client system, and not cognitive server authentication by the user. In order
to provide meaningful server authentication, a method thatexplicitly allows the user to
authenticate the server system or the SP organisation is needed. The difference between
server authentication by the client and server authentication by the user, which can be
seen in Figure 2, might seem subtle and insignificant, but is nevertheless absolutely
crucial [19,21].

By analysing the security solution of TLS from a security usability perspective,
it can easily be seen that there are serious usability vulnerabilities that can easily be
exploited by phishing attacks [20,19]. This is briefly explained below.

The standard implementation of TLS in web browsers providesvarious information
elements to the user. Unfortunately this information is often insufficient to make an
informed conclusion about the identity of the web server.

The closed padlock in the corner of a typical browser represents one element of
security information indicating that the web traffic is encrypted with TLS, normally
based on a server certificate. However, the lack of information about the identity and
nature of the server is a security usability vulnerability.

Additional security information is contained in the servercertificate that can be
inspected e.g. by double-clicking on the padlock icon. The mental load of analysing the
content of a server certificate is intolerable for most people, which represents another
security usability vulnerability.

In case of Extended Validation (EV) Certificates, the green address bar is also acti-
vated in all major browsers, in addition to displaying the padlock icon. The EV identity
verification process requires the applicant organisation to prove exclusive rights to use
a domain, confirm its legal, operational and physical existence, and to prove that the
organisation has authorized the issuance of the Certificate. Paradoxically however, EV
certificates do not eliminate confusion about the entity’s identity. Figure 5 below shows
the address bar of the UK bank NatWest in case a) of its normal website (at the top), and
b) of its corresponding secure website equipped with an EV certificate (at the bottom).

The bottom of Figure 5 shows the green address bar with EV certificate and do-
main namewww.nwolb.com which is completely different from the domain name
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a)  Normal website without encryption
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Fig. 5. Address bars of NatWest for normal website and for secure website with EV certificate

personal.natwest.com on the address bar of the normal website. This is very
misleading, and is unfortunately quite common because organisations often choose to
operate secure websites with different servers and domain names than those of their
normal websites. In addition, corporate names of organisations are often completely
different from names used in public marketing, as can be seenon the address bar of
the EV certificate which indicates the corporate name “The Royal Bank of Scotland”
which is very different from “NatWest”. To include a corporate name in the certificate
and display it on the address bar therefore has minimal valuefor server authentication.

Criminal organisations can of course buy EV certificates by simply registering a
cover business with physical presence. Names of such businesses can be chosen to
be similar to those of legal organisations selected as targets of cyber attacks. In this
way EV certificates for cover businesses can give web visitors who mistakenly access
the criminal organisation’s website a false sense of security. A criminal organisation
targeting NatWest bank could e.g. buy the domainwww.natwestbank.com and set
up a business e.g. with corporate name “National Westbank Group”. Paradoxically, a
corresponding EV certificate would for most people appear more genuine than the real
server certificate of the genuine NatWest bank.

From the user’s perspective, the ordinary name and graphical logo represent the
primary identity of the service provider. From the client browser’s perspective only the
server domain name represents identity, because graphicallogos and ordinary names
can not be interpreted by TLS. The mismatch between the identifiers assumed by the
user and by the client computer can be exploited by attackersto trick the user.

Another vulnerability is that distinct domain names can appear very similar, for
example differing only by a single letter, or looking very similar, so that a false domain
name may pass undetected. The following confusing domain names illustrate this.
www.bell-labs.com
www.bellabs.com
www.belllabs.com.

Confusion between similar domain names is easy to induce andcan be very diffi-
cult to prevent. A realistic experiment was conducted during trial e-voting at municipal
elections in Norway in 2011. In a few select municipalities,citizens were invited to cast
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their votes online on the websiteevalg.stat.no. Two researchers set up a false
e-voting website with the similar domain nameevalg-stat.no, and were able to
trick several hundred people in their municipality to cast their votes through the false
website [28]. This experiment demonstrated that despite cryptographically strong secu-
rity, poor security usability made it simple for the researchers to obtain people’s voting
intentions, and to prevent people from actually voting, which is extremely serious. This
experiment clearly shows the that the assurance of SP authentication is unsatisfactory.

One might think that domain name confusion can be avoided by combining the do-
main names with EV certificates, but this is not the case. The research laboratory “Bell
Labs” has a server certificate for the domain namewww.bell-labs.com containing
the corporate name “Alcatel-Lucent USA Inc”, which for mostpeople appears totally
unrelated. This example shows that EV certificates do not assist users in understand-
ing the identity of SP organisations. EV certificates can even be used to mislead while
giving a false sense of security. Some organisations, such as financial institutions, feel
pressured to buy EV certificates in order to make their onlinepresence appear trust-
worthy, which in our opinion should be labeled trust extortion [21]. EV certificates
are significantly more expensive than normal server certificates, so trust extortion is a
necessary part of the business model for selling EV certificates.

The fundamental problem is that, although domain names are designed to be read-
able by humans, they provide poor usability for identifyingorganisations in the real
world. Company names such as “NatWest” are suitable for dealing with organisations
in the physical world, but not for global online identification and authentication. The
consequence of this mismatch between names used in the online world and in the phys-
ical world is that users do not know which unique domain name to expect when ac-
cessing online services. Server authentication becomes meaningless when users do not
know which domain name to expect.

Another problem with the current implementation of TLS is its dependence on the
browser PKI that has a relatively large number of CAs (Certificate Authorities). This
model creates many single points of total failure for Internet security. Several authors
describe problems related to the browser PKI [13,22,30], where one major problem
is that any CA can sign any certificate they want, which amplifies the threat of false
certificates appearing in the wild [23] and [24]. This problem is related to how the
Browser TLS PKI is set up and governed, and not to the TLS protocol itself.

DNSSEC is a solution to ensure that the domain name given by the domain name
system (DNS) is not modified to redirect a user to another place than originally intended
by the owner of the domain name. DNSSEC builds on asymmetric cryptographic sign-
ing of DNS records in the name servers [3]. This is a strong hierarchical public key in-
frastructure, where the root-key is managed by The InternetCorporation For Assigned
Names and Numbers (ICANN) [1]. ICANN also manage the root-servers for all top
level domain names. DNSSEC (if checked by the user or its client) makes it hard for an
attacker to make false DNS records and misleading a client system to a wrong server [2].
The recent RFC6698 [15] proposes the ‘DANE TLSA’ protocol which uses DNSSEC
as a basis for distributing certificates for TLS. This would allow the elimination of trust
required in third party CAs, and would therefore provide a significantly stronger secu-
rity assurance than that which currently can be provided by the browser PKIX [7], the
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PKI with X.509 certificates currently used with web browsers. With a proper implemen-
tation and widespread deployment of the DANE TLSA protocol it would be possible to
phase out the problematic browser PKIX described below.

In summary, our analysis of current server authentication has exposed serious vul-
nerabilities that continue to be exploited by criminals to mount successful phishing
attacks. A framework for server authentication assurance is needed to address these
vulnerabilities.

4 Proposed Framework for Server Authentication

The existing authentication frameworks listed in Table 2 donot specifically focus on
how users can make sure that an accessed online service actually is hosted by the cor-
rect and intended SP organisation. The Indian e-Pramaan framework describes a method
based on ‘watermarks’ [26], whereby the user selects an image and/or text during reg-
istration to a SP. When the user accesses the SP with their use name the next time, then
the server of the SP shows the image and text (if it exists), which gives the user a way
to confirm that this is the previously accessed SP before the user enters their password.

Research into the usability of such a system has shown that most users do not react
if the ‘atermark’ is replaced with a text describing that theservice is undergoing an
upgrade, and will enter their passwords anyway [29]. In addition it would be simple
to imagine attacks where the image is extracted by some kind of proxy server, and
delivered to the user by a malicious website.

US NIST SP800-63 describes similar examples of personalization measures to be
implemented by the services. They also mention that there isno foolproof way to pre-
vent the user (Claimant) from revealing any sensitive information to which he or she
has access [6].

Because these documents focus on server side solutions, they are missing important
points, which are the authentication of the server by the user. The frameworks propose
applying simple methods for the user to authenticate the server and try to highlight some
‘best practices’, at the same time pushing the technology for the user authentication to
its limit. However, a specif framework for server authentication assurance would have
to specify a more complete set of methods and principles for server authentication.

4.1 Identity Cognition and the Petname Model

The concept of identity cognition means that the relying party actively makes a judg-
ment about the authenticated party’s identity, and decideswhether characteristics of the
entity comply with the relying party’s explicit or implicitsecurity policy. A basis for
identity cognition is to understand the meaning of names, which can be challenging as
explained in Section 3 above.

Three fundamental desirable properties of names describedby Bryce ‘Zooko’ Wilcox-
O’Hearn [33] are to be global3, unique4 and memorable5. To be memorable a name has

3 Calleddecentralizedin [33]
4 Calledsecurein [33]
5 Calledhuman-meaningfulin [33].
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to pass the so-called‘moving bus test’[25] which consists of testing whether an aver-
agely alert person is able to correctly remember the name written on a moving bus for
a definite amount of time, e.g. 10 minutes after the bus has passed. A name is unique if
it is collision-free within the domain [31].

Wilcox-O’Hearn states with supporting evidence that no name space can be de-
signed where names generally have all three desirable properties simultaneously. A
visual analogy of this idea is created by placing the three properties at the three cor-
ners of a triangle. In this triangle, dubbed Zooko’s Triangle, the three corners are never
connected by a single line, only pairs of corners are connected. The edges joining the
corners then illustrate the possible properties that a namespace can have.

Wilcox-O’Hearn’s idea was to design name spaces of global and unique names
(pointers), and name spaces of memorable and unique names (petnames), and create
mappings between the two types of name spaces. This is thepetname modelwhich
consists of mapping a common name space of pointers to individual name spaces of
petnames, which thereby combines all three desirable properties of names. Apetname
systemis a system that implements the petname model.

The TrustBar [14] for the Firefox browser is a software solution that incorporates
a petname system. The TrustBar solution consists of personalising every server cer-
tificate that the user wants to recognise by defining a personal petname for it [11]. The
petname can e.g. consist of an image or a audible tune that theuser can easily recognise.
Unfortunately solutions like the TrustBar are not widely used.

A hardware-based implementation of the petname model is theexperimental Off-
PAD device [32]. During the TLS handshake, the petname system on the OffPAD re-
ceives server certificates relayed via NFC communication from the client computer. In
order to support cognitive server authentication, the server domain name (pointer) –
received in a certificate – is mapped to a user-defined petnamerepresenting the service
provider. The server certificate is also validated in the traditional way, which provides
syntactic server authentication. Strengthened authentication assurance can be obtained
by having server certificates signed under DNSSEC, which would give a very high
Server Authentication Assurance Level according to the server authentication require-
ments described in Section 4.4 below.

4.2 Authentication Modalities

According to the X.800 standard, entity authentication is“the corroboration that a
peer entity in an association is the one claimed”[18]. Here, ‘association’ means a
connection, a session or a single instance of communication. We use the term ‘interac-
tion’ as a general term for the same thing. So in case a victim user intends to connect
to https:\\www.paypal.com, but is tricked into connecting to a phishing web-
site calledhttps:\\www.peypal.com, then the server certificate claims that the
server identity iswww.peypal.com which then is correctly authenticated according
to X.800. However, something is clearly wrong here, and the failure to capture this
obvious security breach indicates that the above definitionof entity authentication is
inadequate. What is needed is a richer modality of authentication.
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We define three authentication modalities wheresyntactic authenticationis the poor-
est, wheresemantic authenticationis intermediately rich, and wherecognitive authen-
tication is the richest modality, as described next.

– Syntactic entity authentication: The verification by the relying entity that the
identity of the entity in an interaction is as claimed.

This basic form of entity authentication is equivalent to peer-entity authentication
as in X.800. Syntactic authentication alone does not provide any meaningful secu-
rity and can e.g. not prevent phishing attacks since the relying party is indifferent
to the identity of the authenticated entity.

– Semantic entity authentication: The verification by the relying entity that the
identity of the remote entity in an interaction is as claimed, and in addition the
verification by the relying entity that the remote entity hassemantic characteristics
that are compliant with a specific security policy.

Semantic entity authentication can be enforced by an automated system e.g. with a
white list of identities that have been authorized for interaction.

– Cognitive entity authentication: The verification by the cognitive relying party
that the identity of the remote entity in an interaction is asclaimed, and in addition
the verification by the relying entity that the remote entityhas semantic character-
istics that are compliant with a specific security policy, and in addition the appro-
priate presentation of semantic characteristics of the remote entity in a way that
makes a cognitive relying party able to examine the true nature of the remote entity
and to judge policy compliance.

Cognitive entity authentication requires the relying party to have cognitive reason-
ing power, such as in humans, animals or advanced AI systems.This authentication
modality effectively prevents phishing attacks because users recognise the server
identity and decides whether it is the intended one.

Technologies for service provider authentication are verydifferent from those of
user authentication, so mutual user and service provider authentication is highly asym-
metrical. User authentication (class[U → S]) typically takes place at the application
layer, e.g. with automated verification of passwords by the server system. On the other
hand, service provider authentication (class[S → C]) typically takes place at the trans-
port layer, e.g. with TLS authentication, where automated verification by the client
system alone is insufficient, so that human cognitive involvement might be required.

4.3 Factors for Server Authentication Assurance

It is important to involve the user when he or she registers toa new service, both to check
if the place is correct and to show the user what to expect the next time. As most of
the technical authentication processing is transparent, the users are easily deceived. It is
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therefore important to have solutions that allow users to understand the processes taking
place during the authentication. As [29] pointed out, all 63subjects who participated in
an experiment, entered user name and password even when TLS was not used, because
they did not know the difference between the browser using TLS (as indicated by https)
and not using TLS (as indicated by http).

Users have to understand how the security mechanisms work, not in detail, but have
a general overview, and need to know and understand the required security actions
and security conclusions [19]. The higher the authentication risk level, the more this
understanding is required.

The three assurance factors for user authentication assurance, as indicated in Fig-
ure 4 does not cover the concept of identity cognition, because the authentication is
executed by a system which simply applies syntactic identity recognition. However, for
server authentication by humans it is necessary to introduce the assurance factor SICA
(Server Identity Cognition Assurance). Identity cognition by the human user consists of
paying attention to the presented server identity, understanding its nature, and making
a decision whether it is the expected or desired identity forthe specific communication
session. Similarly to the case of user authentication frameworks, the assurance factors
SAMS (Server Authentication Method Strength), SCMA (Server Credential Manage-
ment Assurance) and SIRA (Server Identity Registration Assurance) are also used in
case of server authentication frameworks as indicated in Figure 6 where where the
rectangles on the left-hand side represent assurance factors and the rectangle on the
right-hand side represents the resulting server authentication assurance.

Server Authentication Method 

Strength (SAMS)

Server Authentication 

Assurance Level

(SAAL)

Server Credential Management 

Assurance (SCMA)

Server Identity Registration 

Assurance (SIRA)

Min[ SIRA, SCMA, SAMS, SICA ] =

Server Identity Cognition 

Assurance (SICA)

Fig. 6. Factors for server authentication assurance

The purpose of introducing the additional SICA assurance factor in Figure 6 is to
explicitly require that the human user take a conscious choice after having recognised
the specific server identity with its unique name. High SICA is not needed in case of
low SAAL. It is acceptable to have a low SAAL when it would havelittle consequence
that the user misunderstands the server identity and accesses the wrong server without
knowing it. However, the SAAL must be higher when the consequence of accessing the
wrong server is more severe. This also forces the SICA to be higher, which puts stronger
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requirements on the authentication methods and their usability, so that that human users
can be certain that they access the intended server.

The security of a service extends beyond the server system and SP domain, and
should include all users enrolled into it. This is difficult to achieve when serving mil-
lions of users. The responsibility to educate the users on how to use the services with
adequate identity cognition assurance lies with the SP, as the SP can not expect all their
users to have this knowledge prior to enrollment. When planning a service, there is al-
ways a trade-off between cost and security level, where ensuring SICA and educating
users might be seen as a significant cost, but it may be worth the effort when the risk of
wrong server authentication is high.

The required SAAL dictates the input factors (SIRA, SCMA, SAMS, SICA) which
must have at least the same level as SAAL. Another way to express the same idea is to
say that SAAL follows the principle of the weakest link, i.e.that SAAL is derived as
the minimum level of SAMS, SCMA, SIRA and SICA as illustratedin Figure 6.

4.4 Requirements for Server Authentication Assurance Levels

The present study is relatively high level, so a more thorough study is obviously nec-
essary for specifying detailed requirements for the four factors of server authentica-
tion assurance levels illustrated in Figure 6. The requirements we describe below are
therefore intended as suggestions and input to the discussion around this topic. Server
authentication assurance levels with their correspondingrelative risk levels are briefly
described first, followed by the requirements for each server authentication factor.

Server Authentication Assurance Levels (SAAL)

– SAAL-1. Minimal server authentication assurance is required when wrong server
authentication would have minimal or no negative impact forservices in this level,
and attackers have little incentive to spoof the server, e.g. because the user does not
provide sensitive information to the SP.

– SAAL-2. Low server authentication assurance is required when wrongserver au-
thentication would have some negative impact for services in this level, and attack-
ers could have some incentive to spoof the server to mislead or steal user credentials
or user information.

– SAAL-3. Moderate server authentication assurance is required whenwrong server
authentication would have significant negative impact, andattackers could have
strong financial or political incentive to spoof the server to mislead or steal user
credentials or user information.

– SAAL-4. High server authentication assurance is required when wrong server au-
thentication would have severe negative impact for services in this level, and attack-
ers could have strong financial or political incentive to spoof the server to mislead
or steal user credentials or user information.

At this point in time there exist several different server authentication methods that
can be used for the different assurance levels, some are not widely deployed, although
theoretical and implemented solutions exist. The list below is indicative for possible
server authentication method strengths.
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The management of server authentication credentials is quite different from that of
user authentication credentials. The list below is indicative for possible server creden-
tials management assurance.

Requirements for Server Credentials Management Assurance (SCMA)

1. SCMA-1. No specific requirements.
2. SCMA-2. Online installation on the client systems of PKI root publickeys used

for server certificate validation. Private server keys can be stored in server memory
with adequate protection.

3. SCMA-3. Online installation on the client system of the the DNSSEC PKI root
public key used for server certificate validation. Private DNSSEC server keys can
be stored in server memory with adequate protection.

4. SCMA-4. The same requirements as for SCMA-3 above, but the PKI root public
key must be installed manually on client systems, and private server keys must be
installed, stored and processed in trusted hardware.

Requirements for Server Authentication Method Strength (SAMS)

1. SAMS-1. The server is identified by its domain name or IP address. Otherwise
there are no specific requirements.

2. SAMS-2.It is sufficient to have a TLS/SSL connection with a valid TLS certificate.
It must be possible to check if the certificate is valid, and toinspect the unique
domain name of the SP.

3. SAMS-3. Server certificates based in DNSSEC is required in order to avoid the
weakest link vulnerability of the browser PKI. DNSEC also ensures that results
returned by DNS are authentic. Currently, DNSSEC is not widely implemented,
and is not supported by all web browsers.

4. SAMS-4. The same requirements as for SAMS-3 above. In addition, a petname
system is required to support identity cognition for the SP identity and name.

Incremental requirements for Server Identity Cognition Assurance (SICA)

– SICA-1. It is required that the unique name of the server can be inspected, e.g. on
the browser address bar. This enables casual authentication.

– SICA-2. It is required that the server has a certificate validated by the browser, and
that the domain name is displayed. This enables syntactic authentication.

– SICA-3. It is required that authentication policies for specific server identities are
specified and enforced. This enables semantic authentication.

– SICA-4. It is required to use a petname system. In addition it is required that the
user explicitly approves the petname in order to indicate satisfaction with the exact
server identity in the communication. This enables cognitive authentication.

5 Concluding Remarks

It is important to observe that unequal assurance levels foruser authentication and
server authentication can be detrimental to the overall security of online service provi-
sion. For example, assume that a user is required to use strong user authentication when
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accessing an online service, while at the same time being unable to authenticate the ser-
vice provider’s identity. An obvious attack in this situation is to trick and direct the user
to a false server, which would enable the attacker to collectuser credentials which in
turn could be used to masquerade as the user. It is therefore obvious that the assurance
levels for user and server authentication need to be alignedin Internet mediated service
access. Frameworks for user authentication and server authentication should therefore
be considered in conjunction, and we encourage national governments with programs
for online service provision to consider frameworks for both user authentication as well
as server authentication, and to consider their relationship and inter-dependencies.

The lack of focus on service provider authentication by the user is currently a blind
spot in the academic and industry information security communities. The intention of
this paper is to create awareness for the need to have symmetry and balance in the
assurance of mutual user and server authentication. With the recent publication of sev-
eral mature frameworks for user authentication assurance,now is the time to establish
frameworks for server authentication assurance.
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