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Abstract. Lack of consumer trust in e-commerce merchants, e-commerce technology, and
the social, financial and legal infrastructures of the e-commerce environment, poses a major
challenge to the large-scale uptake of business to consumer e-commerce. Most traditional cues
for assessing trust in the physical world are not available online. This paper gives an overview
of some of the work being done to devise alternative methods for assessing, communicating
and establishing trust in this environment. Examples are drawn from a wide range of disci-
plines including human-computer interaction, usability, marketing, information technology,
mathematics, linguistics and law. Industry, self-regulatory and government initiatives aimed at
building consumer trust and confidence in e-commerce are also discussed.
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1. Introduction

Trust is a catalyst for human cooperation. It allows people to interact spon-
taneously and helps the economy to operate smoothly. Lack of trust on the
other hand is like sand in the social machinery. It makes us waste time and
resources on protecting ourselves against possible harm and thereby clogs up
the economy. Fukuyama (1995) describes the role mutual trust plays in the
formation of social structures. However distrust can also serve as a useful
state of mind, as it enables us to avoid harm when confronted with unreliable
systems or dishonest people and organisations.

Consumers perceive the Web as a world of chaos, offering both oppor-
tunities and threats (Cheskin Research & Studio Archetype/Sapient, 1999).
Factors affecting trust in e-commerce for consumers include security risks,
privacy issues, and lack of reliability in e-commerce processes in general.
Studies and reports by consumer associations and government organisations
show that some of these fears are well founded. A study by Consumers Inter-
national (1999) involved researchers from 11 countries placing 151 orders at
sites in 17 countries. They found that 9% of goods ordered never arrived. In
20% of cases the amount actually charged was higher than expected, and there
were problems obtaining a refund in 21% of purchases, despite the fact that
the sites in question advertised that refunds were available. The US Federal
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Trade Commission reports a rapid rise in the number of online fraud and
deception complaints from consumers. In 1997, fewer than 1000 complaints
were received and in 2000 the number had increased to over 25 000 (US FTC,
2001). However it has been shown that media attention given to security risks
and online fraud amplifies consumer fears, and concern about the security
of credit card information in particular is seen by some to be irrationally
exaggerated (Pichler, 2000).

It is in this environment of risk and uncertainty that e-commerce mer-
chants must develop strategies for establishing trustworthiness, and that sys-
tems should be developed to assist consumers in assessing the level of trust
they should place in an e-commerce transaction. This paper presents a se-
lection of technologies and strategies that we believe are valuable and have
potential for further development.

Web interface elements, including trustmark seals, are discussed in terms
of their effect on the perceived trustworthiness of web sites. Anonymisers,
payment intermediaries, insurance providers and alternative dispute resolu-
tion systems, are discussed as mechanisms that may enhance system trust
(McKnight and Chervany, 1996), increasing the likelihood that a consumer
will engage in an e-commerce transaction due to their trust in the e-commerce
infrastructure, regardless of whether or not they trust the online merchant.
Reputation systems, mathematical trust models and to some degree, trustmark
seals and the W3C’s Platform for Privacy Preferences project, are discussed
in terms of their potential for assisting consumers to make more informed
decisions about the trustworthiness of their e-commerce interactions. Security
strategies are examined in terms of their crucial role in improving the ac-
tual trustworthiness of e-commerce interactions. Current work on Embodied
Conversational Agents is highlighted as an area of research that may provide
valuable clues for improving the e-commerce interfaces of the future.

2. The Nature of Trust and e-Commerce Transactions

Numerous models for the way trust is established and maintained in an e-
commerce setting have been proposed. The Cheskin Research & Studio Arch-
etype/Sapient eCommerce Trust Study (1999) describes trust as a dynamic
process that deepens or retreats as a function of experience. It states that once
consumers have been provided with a sense of security, their focus changes
to five signifiers of trust: brand, navigation, fulfilment, presentation and tech-
nology. Nielsen (1999) points out that real trust builds through a company’s
actual behaviour towards its customers over time. Trust is seen to be difficult
to build and easy to lose (Nielsen et al., 2000).

Egger and de Groot’s model of trust for e-commerce (MoTEC) (2000)
has four main components: factors affecting trust before the site is accessed,
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including brand reputation, previous off-line experiences with the merchant,
and differences between individuals in their general propensity to trust; inter-
face properties such as graphic design and layout, content organisation and
usability; informational content including information the merchant provides
about products and services, privacy policies, and privacy practices; and rela-
tionship management, including post-purchase communication and customer
service.

Since trust is based on experience over time, establishing initial trust can
be a major challenge to newcomers in e-commerce, particularly those who
do not have well established off-line brands (Pichler, 2000). Without initial
trust, merchants cannot build a good transaction history - and without a good
transaction history, consumers may not build trust in these merchants. Pich-
ler (2000) describes how, to some extent, merchants can ‘buy’ trust though
advertising: this evidence of financial investment implies to consumers that a
firm will not engage in quick gain deception. However, a high entry barrier
for new merchants, particularly for small and medium sized enterprises, will
remain unless effective reliance mechanisms aimed at enhancing system trust
are developed. This paper outlines a number of new and emerging consumer
reliance mechanisms.

Pichler (2000) also describes e-commerce transactions as distance trans-
actions that have much in common with mail order catalogues and telephone
orders. Distance transactions often provide insufficient information about the
merchant and about the goods and services offered. He highlights the fact
that they also require consumers to accept the “risk of prior performance”,
which can leave them in a vulnerable position (Pichler, 2000). The consumer
generally has no opportunity to see and feel products, or to evaluate a service
in detail before making a purchase decision. Information about the physical
location of a merchant is often missing, as are the body language and gestures
of customer service staff (Pichler, 2000). The information deficiencies inher-
ent in distance transactions provide valuable clues for developing strategies
to communicate trustworthiness through the Web interface and to generate
confidence in the e-commerce experience.

3. Communicating Trustworthiness Through the Web Interface

A number of researchers have investigated Web interface properties in terms
of the effect they have on perceived trustworthiness. Fogg et al.’s quantita-
tive study (2001a) identified the extent to which 51 Web elements affected
peoples’ perceptions of credibility. From these results they describe seven
guidelines for creating highly credible Web sites. They suggest designing
Web sites to convey the ‘real world’ aspect of the organisation by, for ex-
ample, including physical address details and high quality photographs of
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employees; making Web sites easy to use; including evidence of expertise,
for example, by listing an author’s qualifications; communicating the honest,
unbiased nature of the Web site, for example, by linking to outside sources;
tailoring the experience for the user; avoiding amateur design glitches such
as typographical errors and broken links; and avoiding overly commercial
elements, such as making advertisements difficult for users to differentiate
from content (results indicate that this practice reduces perceived credibility
more than any other factor included in the study).

A further study by Fogg et al. (2001b) found that banner ads with low
reputability had a much greater destructive effect on the credibility of Web
content than banner ads with high reputability, and suggests that high quality
author photographs will increase credibility more than author bylines.

The Nielsen Norman Group’s E-commerce User Experience study (Nielsen
et al., 2000) also makes recommendations for communicating trustworthi-
ness. These include providing: company information that is easy to find;
pricing, including taxes and shipping costs, early in the interaction; balanced
information about products; professional Web site design with human error
messages; clear and friendly privacy, security and return policies; appropriate
requests for personal information and clear explanations for why information
is being sought; alternative methods of ordering; and access to helpful people
through email or live chat.

The Cheskin/Sapient study (1999) states that effective navigation is nec-
essary for communicating trust in e-commerce Web sites, and that quality of
navigation is used as a measure by consumers to judge how well a site is likely
to meet their needs. The study also examines the importance of brand and the
role that seals of approval play in enhancing perceived trustworthiness.

4. Privacy Strategies

Public surveys indicate that privacy is the major concern for people using the
Internet (Cavoukian and Crompton, 2000). Privacy related complaints that
are made to the US Federal Trade Commission include complaints about
unsolicited email, identity theft, harassing phone calls, and selling of data
to third parties (Mithal, 2000).

One attempt to address privacy concerns and thereby increase user trust in
the Web is the W3C’s Platform for Privacy Preferences (P3P) Project (Cranor
et al., 2002). P3P enables Web sites to express their privacy practices in a
standardised, XML-based, format that can be automatically interpreted by
user agents such as a Web browser. The aim is that discrepancies between a
site’s practices and the user’s preferences can be automatically flagged. While
it is difficult to predict how widely the P3P specification will be adopted by e-
commerce Web sites, it is interesting to note that the recently released version
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(V6.0) of Microsoft’s Internet Explorer is P3P enabled (Benner, 2001). Nine
aspects of online privacy are covered by P3P, including five that cover data
being tracked by the site: who is collecting the data; what information is being
collected; for what purposes is it being collected; which information is being
shared with others; and who are the data recipients. Four topics explain the
site’s internal privacy policies: can users make changes in how their data is
used; how are disputes resolved; what is the policy for retaining data; and
where can the detailed policies be found in a ‘human readable’ form.

P3P is unable to guarantee or enforce the privacy claims made by Web
sites. However, the W3C states that future versions of P3P may incorporate
XML signatures to allow for non-repudiation of agreements between users
and Web sites. Future versions may also incorporate a mechanism to allow
user agents to negotiate and transfer user data. Despite its potential, detrac-
tors say that P3P does not go far enough to protect privacy. They believe
that the aim of privacy technology should be to enable people to transact
anonymously (Dutton, 2000).

Private privacy service providers or anonymisers are emerging (The Economist,
2000). One example is iPrivacy, a New York based company that professes on
its Web site, “not even iPrivacy will know the true identity of the people who
use its service”. To utilise the technology, users first download software from
the Web site of a company they trust, for example a bank or credit card com-
pany. When they wish to purchase a product online, they use the software to
generate a one-off fictitious identity (name, address and email address). Users
are given the choice of collecting the goods from their local post office (their
post or zip code is the only part of the address which is correct) or having the
goods delivered by a delivery company or postal service that has been sent a
decoded address label. Originally the iPrivacy software generated a one-off
credit card number for each transaction. The credit card issuer matched the
credit card number it received from the merchant with the user’s real credit
card number and then authorised payment. However, this proved to be a major
job for banks to integrate and is no longer offered by iPrivacy. There are still
other companies such as Orbiscom and Cyota that do offer one-off credit card
numbers, but these have captured limited use to date.

Another type of privacy provider or infomediary is emerging which sells
aggregated buyer data to marketers, but keeps individual identifying infor-
mation private (The Economist, 2000). One example of this is Lumeria, a
Berkley based company that provides royalties to people who participate. In
the Lumeria system, users download free software that encrypts their profile
and stores it on Lumeria’s servers. The user accesses the Web via a Lume-
ria proxy server, which shields their identity from merchants and marketing
companies whilst enabling marketing material that matches their profile to be
sent to them.
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To be maximally effective, technological and self-regulatory privacy so-
lutions need to operate within adequate legislative frameworks. However,
the major driver of e-commerce, the US, does not have rigorous manda-
tory privacy protection legislation in place (Cavoukian and Crompton, 2000).
Consumer protection in the global e-commerce environment will remain a
challenge while there is so much variation in privacy legislation between
countries.

5. Self-Regulation and Trustmark Seals

A number of Trustmark seals have been developed to provide assurances
about Web business practices and policies through the Web interface. One ex-
ample is TRUSTe, which audits a site’s stated privacy policies and allows sites
to display the TRUSTe seal if privacy policies and disclosure meet specific
standards. BBBOnline has a similar privacy seal and also offers an online re-
liability program that incorporates a dispute resolution mechanism. The CPA
WebTrust seal was developed by accounting organisations in Canada and the
US. It originally certified sites’ stated privacy, security, and business prac-
tices including order processing, shipping times, and return policies. Despite
attempts by accounting professionals to introduce the WebTrust seal to Aus-
tralia, it has not been widely adopted. The e-commerce market in Australia
is relatively small, and businesses reported that the seal was too inflexible for
their needs. To meet market demand, most of the large accounting firms now
offer merchants the option of individual modules of online assurance as an
alternative. The most popular modules are security and privacy. Firms provide
an online report in conjunction with their seal, and as with CPA WebTrust,
the site is re-audited every ninety days. Cheskin/Sapient’s US study (1999)
found that where trustmark seals were recognised, they increased consumer
perceptions of a site’s trustworthiness. Although it is not a trustmark seal,
the VeriSign logo was recognised by one third of respondents. Of these, over
one-half claimed it would increase their trust in a Web site. This is due to
transference of trust from the seal to the merchant. A later study (Cheskin
Research, 2000) found that there was little increase in trust through trustmark
seals in Latin America and Brazil, where the seals were largely unrecognised.
As with P3P, the seals generally do not guarantee that e-commerce merchants’
stated policies reflect their actual practices. The seal providers themselves are
not subject to independent objective monitoring and remain more advocates
for industry than for consumers (Cavoukian and Crompton, 2000).
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6. Security Strategies

The great Internet innovation that has led to the e-commerce revolution over
the past decade has been the result of an open and flexible network environ-
ment with ever increasing connectivity and functionality. Unfortunately this
has also created many security vulnerabilities which represent a threat to users
of the Internet and to e-commerce merchants. It is commonly accepted that
people will only trust and embrace e-commerce if they perceive that sufficient
security is in place, and considerable effort is therefore being put into the
development and deployment of security services. What is often ignored is
that there is a trade-off between functionality and security. The e-commerce
industry is driven by functionality, and therefore security is often seen as an
obstacle to e-commerce innovation (Fontana, 2000). The current insecurity
of commercial systems is thus perfectly rational from the economists’ view-
point, however undesirable from the users’ (Andersen, 2001, p.519). In order
to satisfy the need to build trust on one hand, and to support innovation on the
other, there is a danger that the e-commerce industry will promote ‘perceived’
security rather than ensuring ‘real’ security.

Important requirements for e-commerce security are the need to protect
sensitive information that is stored on computers before and after an e-commerce
transaction, to verify the identity of the other party in the transaction, to en-
sure that no one can intercept the information being exchanged during the
transaction, and in general to prevent disruption of services and applications.
Satisfying only one of these requirements in isolation (like e.g. communi-
cation security without system security) often has limited value because the
overall level of security can not be stronger than the weakest link. The secu-
rity expert Gene Spafford has illustrated this by saying: “Using encryption on
the Internet is the equivalent of arranging an armored car to deliver credit-
card information from someone living in a cardboard box to someone living
on a park bench.”

Although data transmitted on the Internet can be intercepted, researchers
maintain that cryptographic communication security is adequate, when used
correctly, to protect against “all but the most highly motivated criminal inter-
ceptor” (Dutton, 2000). The importance of system security is best illustrated
by the fact that almost all reported attacks are targeted against e-commerce
servers. System security can be addressed by installing firewalls and intrusion
detection systems, by monitoring security alerts and prompt implementation
of security patches. However this requires skilled system administrators to
continuously look after systems, which is relatively labour intensive.

The issues of authenticating the identity of remote transaction partners
and non-repudiation of transactions can theoretically be solved by public-key
cryptography. It is predicted that every organisation and individual on the
Internet will have their own public/private key pair, which will form the basis
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of their digital identity. This requires the secure generation and distribution
of potentially hundreds of millions of key pairs which poses formidable key
and trust management challenges. Private keys must be kept secret by their
owners. Public keys are stored in public directories and distributed in the
form of public-key certificates, which are signed by Certification Authorities
(CAs), to ensure their authenticity. CAs must be trusted to do thorough key
owner identification and key owners must be trusted to keep their private
keys secure. But what if a CA issues a certificate without properly checking
owner’s identity? This already happened when VeriSign, the worlds largest
CA, issued false certificates in the name of Microsoft, because it failed to
correctly identify the owners (Microsoft, 2001). What if a private key is stolen
or leaked to the public by accident, or intent? Private keys are often stored on
Web servers, and because Web servers are often successfully attacked, these
keys are vulnerable to theft and misuse. Such events could lead to systems
and users making incorrect assumptions about identities, especially as current
Web browsers are not enabled to access Certificate Revocation Lists.

Human factors and user interface issues pose a major challenge to infor-
mation security today. Otherwise secure systems are regularly defeated by
simple social engineering (Andersen, 2001 p.37 and Lemos, 2000), and e-
commerce systems need to be designed to be as robust as possible against
such attacks. One of the few published research papers to deal empirically
with user interface issues in security is “Why Johnny can’t Encrypt: A Usabil-
ity Evaluation of PGP 5.0” (Whitten and Tygar, 1999). PGP(Zimmermann,
1995) is regarded as having a good user interface by general standards. How-
ever the researchers concluded that PGP 5.0 was inadequate in terms of us-
ability to provide effective security for most computer users. They argued
that a different usability standard is required for security, and that current
software interface design techniques are not appropriate to security (Whitten
and Tygar, 1999). Given that most security failures are caused by human error,
increased emphasis on human factors in security is required.

7. Mathematical Trust Models

Research in formal trust models has mostly taken place within the informa-
tion security community. Trust models defined by e.g. PGP (Zimmermann,
1995), Maurer (1996), Abdul-Rahman and Hailes (1997), and Jøsang (1999),
mainly address the problem of trusting an entity’s identity by using crypto-
graphic mechanisms for propagating trust measures. These models may also
be used to derive trust in entities themselves, and thereby provide a similar
type of evidence to reputation systems.

People tend to have difficulties in determining the numerical trust mea-
sures that are needed as input. One approach to this problem is to use a
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discrete set of verbal tags as input, such as strong trust, weak trust, uncertain
trust, weak distrust, and strong distrust, and to either let the system work
directly with these (as in PGP) or translate them into numerical values. The
trust models aim to make the derivation of trust measures both intuitive and
mathematically sound. The goal is to develop systems that in an automatic
fashion are able to reason about trust in a similar way to humans while at
the same time being robust against manipulation and avoiding typical human
reasoning fallacies. Practical implementation and empirical testing is needed
to determine the suitability of this approach.

8. Payment Intermediaries and Insurance Providers

A payment intermediary is often the only party in an e-commerce transaction
that is able to verify the merchant’s identity and location (Pichler, 2000).
Pichler (2000) claims that credit card companies are in an influential position
because of this. Because merchants rely on them for payment, they are in a
position to sever services to fraudulent merchants. He advocates expanding
their role, and sees opportunities for the development of new types of payment
intermediaries as a means of increasing consumer confidence in e-commerce.
Payment intermediaries can assist consumers by alleviating the ‘risk of prior
performance’, which typically leaves the consumer in a vulnerable position
in online transactions (Pichler, 2000). Payment intermediaries can also help
new merchants overcome the problem of establishing initial trust.

Escrow services are one form of payment intermediary currently used in
B2C, C2C, and B2B e-commerce. They hold payments from the buyer until
the buyer has received and accepted the goods, at which point payment is
made to the seller. New types of credit cards are also emerging, which offer
consumers online shopping guarantees. For example ‘Amex Blue’ offers to
refund the price of goods if a customer is unhappy with them, regardless
of whether the Internet merchant has a refund policy. There is a $300 refund
limit per item and a $1000 refund limit per year. Insurance companies are also
emerging to provide insurance for e-commerce transactions. For example a
German insurance company, Gerling, offers insurance and provides a ‘trusted
shop’ seal to participating e-commerce sites (Pichler, 2000).

9. Reputation Systems

Reputation systems have also emerged as a method for fostering trust amongst
strangers in e-commerce environments. A reputation system gathers, dis-
tributes, and aggregates feedback about participants’ behaviour. Resnick et
al. (2000) state that these mechanisms can help people make decisions about
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who to trust and provide an incentive for honest behaviour. They may also
have some influence on deterring dishonest parties from participating.

Past experience with a remote transaction partner is projected into the fu-
ture, giving a measure of their trustworthiness. This effect has been called the
‘shadow of the future’ by political scientist Robert Axelrod (1984). Without
such systems, where strangers are interacting in an e-commerce setting, the
temptation to act deceptively for immediate gain could be more appealing
than cooperation.

The first Web sites to introduce reputation schemes were on-line auction
sites such as eBay. They are now also used by company reputation rating
sites such as BizRate, which ranks merchants on the basis of customer rat-
ings. Consumer Reports Online’s eRatings, rates merchants on the basis of
test purchases carried out by Consumer Reports staff. Product review sites
have also emerged, such as Epinions.com, in which reviews themselves are
actually rated by other reviewers. Except for eRatings, most of the systems
do little to overcome the issue of establishing initial trust for new merchants
in the e-commerce arena, as strong reputation ratings generally require time
to develop (Pichler, 2000).

In the physical world, capturing and distributing feedback can be costly. In
comparison, the Internet is extremely efficient. However reputation systems
still encounter significant challenges. Feedback can get erased if an entity
changes its name, and a dishonest participant can use this to start fresh every
time it builds up a bad reputation. People may not bother to provide feedback
at all, negative feedback can be difficult to elicit, and it is difficult to ensure
that feedback is honest (Resnick et al., 2000). One example of dishonesty
through reputation systems is the attempt by three men to sell a fake painting
on eBay for $US135,805 (Young, 2001). The sale was abandoned just prior
to purchase when the buyer became suspicious. It was shown that two of
the fraudsters actually had good Feedback Forum ratings, developed through
rating each other favourably, and by engaging in honest sales prior to the
fraudulent attempt. It emerges that reputation systems have a multitude of
complex facets, and their study is becoming a fertile ground for research1 .

10. Humanoids

Linguistics researchers, who have an understanding of the way trust is built
through conversational rituals, are working with information technology re-
searchers, to create computer-generated agents in a human-like form, with

1 The Reputations Research Network is a forum for people conducting research into how
reputation systems should work in theory, how they actually work in practice, and how they
could work better (http://databases.si.umich.edu/reputations/).
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the ability to engage in social dialogue. They use gesture, gaze, posture, in-
tonation and other elements, to emulate the experience of human face-to-face
interaction. Researchers at MIT’s Media Lab (Bickmore and Cassell, 2001)
have developed prototypes called Embodied Conversational Agents (ECAs).
One of their prototypes is designed specifically for the e-commerce domain
of real estate. Other studies on conversational agents have been done by e.g.
Beskow and McGlashan (1997), and Van Mulken et al. (1999).

Bickmore and Cassell’s prototype, REA, or Real Estate Agent (2001), is
able to engage in small talk and monitor feedback from its conversational
partner. It is able to keep track of conversational topics and execute conver-
sational manoeuvres, such as guiding a conversation from general talk about
the weather, to talk about the weather in Boston, to a conversation about real
estate prices in Boston. Conversations are only permitted to move to more
sensitive task talk, such as the size of home or price range being sought, once
a predefined solidarity rating for that topic has been reached. In one exper-
iment, participants are shown two virtual apartments and either engage in a
conversation with small talk leading to task talk, or with task talk alone. They
complete a questionnaire that includes measures of perceived competence,
likeability, intelligence, and a standard measure of trustworthiness. Results
so far indicate that many users find the agent more competent, reliable, and
knowledgeable when it uses small talk than when it engages only in task talk
(Bickmore and Cassell, 2001).

11. Alternative Dispute Resolution

Alternative dispute resolution mechanisms (ADRs) are also being explored as
a means of improving trust and confidence. The assumption is that the uptake
of e-commerce by consumers will increase if people feel confident that they
will have recourse to a fair, reliable and effective process, if a dispute arises
that is not able to be sufficiently resolved by the business’s own customer
relations processes.

While ADR stakeholders agree that both merchants and consumers should
have access to the legal system at all times, the legal system is seen as inap-
propriate for many e-commerce disputes (Carblanc, 2000). Problems include
substantial legal costs, which often outweigh the value of the items in dispute,
and the fact that the court process can be lengthy. It can also be difficult to
determine which law applies to e-commerce disputes, which authority has
jurisdiction over a dispute, and whether or not the decision is enforceable
across borders. ADR provides a solution to many of these issues. Generally
the ADR process begins when a party files a complaint with an ADR provider
who then notifies the other party or parties that a complaint has been made.
Next, a series of interactions occur between the parties with the intervention
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of the neutral third party, as they attempt to come to a resolution. ADR can
be human-assisted or fully automated. It can vary from assisted negotiation,
in which a third party guides the disputing parties to a mutual decision, to
arbitration, where facts are handed over to a third party who makes the final
decision.

More than 39 online ADR systems have been identified (Carblanc, 2000).
Generally agreed upon principles for ADR are that it should be accessible,
timely, neutral, voluntary, free or cheap for consumers, and transparent in
terms of its practices, costs, and types of disputes handled. The Trans-Atlantic
Consumer Dialogue, a forum of US and EU consumer organisations, sug-
gests that an international online clearinghouse for publishing details of all
ADR cases should be established, which would be accessible to law en-
forcement agencies and the public (Carblanc, 2000). The Global Business
Dialogue on Electronic Commerce, an international group of chief executive
officers, has stressed that while governments should encourage the uptake
of ADR programs by industry, they should avoid establishing mandatory ac-
creditation schemes for ADR providers (Carblanc, 2000). However, although
they have not established mandatory schemes, countries such as the United
Kingdom have established umbrella schemes (e.g. TrustUK), that endorse
trustmark programs only if they provide acceptable ADR mechanisms and
meet particular standards (Bond, 2000).

It has been suggested that businesses that take part in ADR, should have
links from their Web sites to one or more ADR providers, stating clearly
that if a customer is not completely satisfied, they have recourse to the ADR
system. Governments, consumer organisations, and trade associations could
also provide links from their Web sites to ADRs to make it easy for consumers
to find help (Carblanc, 2000).

One of the major challenges for ADR involves the enforceability of deci-
sions. An extremely controversial issue, even within groups of stakeholders,
is determining whether, or under what conditions, an ADR arbitration de-
cision should be binding on one or more parties (Dorskind, 2000). It has
been suggested that, if ADR systems are operated by trade associations or
other industry groups, compliance with decisions should be a requirement for
maintaining membership. Others who facilitate merchant sales, for example,
online auction sites and payment intermediaries, would be encouraged to
deny services to a merchant that did not abide by ADR decisions (Carblanc,
2000).

12. Future Work

Trust issues and their effects on e-commerce uptake provide a rich and com-
pelling impetus for further work. While trust is seen as an important issue
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in online buying behaviour, more work needs to be done to determine how
trust interacts with other factors, including consumer motivation. It would
be valuable to look at how strategies for communicating trust and credibility
through the Web interface might be tailored for different types of industries,
professions and businesses, and to describe and measure the actual effects
on buyer behaviour and sales, when various trust communicating strategies
are implemented. Fine-tuning and strengthening of privacy protection legis-
lation for the online environment is required in many countries, to ensure that
technological and self-regulatory privacy solutions are maximally effective
and enforceable. Future versions of P3P may go some way towards more
enforceable privacy if digital signatures are included in the specification to
provide non-repudiation. Research into practical applications of mathemati-
cal trust models may provide the basis for tools to help consumers make trust
decisions in e-commerce. Further research into trust-building conversation
rituals and fine-tuning the conversational abilities of Embodied Conversa-
tional Agents, may result in improved e-commerce Web interfaces, and may
provide a ‘human’ touch that improves usability. While communication secu-
rity is relatively easy to implement, work is required to make it more simple
for e-commerce participants to achieve strong system security. Since the ma-
jority of security failures occur through human error, it would be valuable to
conduct more research into security management practices, usability issues
in security, and improving security user interfaces. As discussed, work is
currently being carried out to improve the metrics used in reputation systems.
More work is needed to devise ways of protecting these systems from manip-
ulation by dishonest participants. If alternative dispute resolution mechanisms
are to provide increased trust in global e-commerce, further work is needed
to determine how effective these mechanisms actually are within different
cultures, and to utilise emerging technologies, such as voice recognition and
translation technology in multilingual disputes. It will also be valuable to
study new trust-building solutions as they emerge in the private sector. So-
lutions to privacy concerns are already emerging, and it will be interesting
to see whether new types of payment and insurance solutions tailored to the
e-commerce environment become widely adopted.

13. Conclusion

Without the ability to trust we hesitate. Consumer reluctance to engage in
e-commerce is partly due to a lack of trust in e-commerce merchants, e-
commerce technology and business processes, and the lack of reliable, en-
forceable systems to provide redress should things go wrong. This paper has
reviewed a wide range of technologies and strategies that attempt to overcome
these problems, and has presented some suggestions for future research that
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will hopefully result in improved trust assessment tools for consumers, and
increased consumer confidence in e-commerce as a whole.
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