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Abstract. Online banking and electronic payment systems on the Inter-
net are becoming increasingly advanced. On the machine level, transac-
tions take place between client and server hosts through a secure channel
protected with SSL/TLS. User authentication is typically based on two
or more factors. Nevertheless, the development of various malwares and
social engineering attacks transform the user’s PC in an untrusted device
and thereby making user authentication vulnerable. This paper investi-
gates how user authentication with biometrics can be made more robust
in the online banking context by using a specific device called OffPAD.
This context requires that authentication is realized by the bank and
not only by the user (or by the personal device) contrary to standard
banking systems. More precisely, a new protocol for the generation of
one-time passwords from biometric data is presented, ensuring the se-
curity and privacy of the entire transaction. Experimental results show
an excellent performance considering with regard to false positives. The
security analysis of our protocol also illustrates the benefits in terms of
strengthened security.

Keywords: e-payment, biometrics, online banking security, strong
authentication.

1 Introduction

Electronic commerce on the Internet is more and more used for online payment
and online banking. In the same time, the fraud for these transactions is a major
problem for financial institutions [11, 3]. Although the online payment only rep-
resents a small percentage of transactions, it concentrates a major loss for banks
[19]. Many directives are related to online payments, such as the European direc-
tive 2000/31/EC on e-commerce security [6]. The Directive on Payment Services,
[7], provides an european wide single market for payments and a legal platform
for SEPA (Single Euro Payment Area, [8]). The 3D-Secure protocol is the pay-
ment protocol proposed by the industry and reduces the fraud in online payment.
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In the usual case of e-commerce, the customer wants to purchase an online
service, with a credit card, through a website. At a high level, the transaction
generally begins with an authentication and a secure connection between the
customer’s client host and the service provider (SP) host, using a protocol such
as SSL/TLS. In a second time, the user sends to the SP bank, through the SP
host, his/her bank information: Personal Authentication Number (PAN), Card
Verification Value (CVX2) and expiry date. SSL/TLS protocols enable to secure
transaction between user’s client host and the SP host. Nevertheless, there is no
direct user’s authentication in this scheme.

Security challenges in e-commerce are numerous, particularly related to user
authentication, because the merchant and the cardholder are not in the same
place during the transaction. So-called strong authentication is typically based
on two-factor authentication. For example, an additional secret, sent by mobile
phone, as for the 3D-Secure protocol [27] or an additional device as a CAP reader
[12, 10] are required for electronic payments and online banking. The user’s
authentication system is traditionally realized by the user’s bank (because the
financial risk falls on the bank). Authentication should also take into account
man-in-the-middle attacks (such as described in [3]). However, this paper is
centered on user’s authentication and such attacks are out of scope.

This paper presents an alternative method for user’s authentication based
on biometrics. The proposed system generates one-time passwords from finger-
prints. The biometric data is not directly stored in the device and the generated
password is different for each transaction in order to avoid replay attack.

The paper is organized as follows. Section 2 briefly presents state-of-the-art
authentication solutions for e-payment. We define in Section 3 the security and
privacy issues that the proposed solution should address. In Section 4, we present
the OffPAD concept, a secure device to ensure secure Machine to Machine (M2M)
transactions. We present in Sections the proposed authentication protocol. Some
experimental results and security analysis are given in Section 6. Finally, we
conclude and give some perspectives of this study.

2 E-payment Architectures

The Secure Electronic Transactions (SET, [24]) protocol, developed by VISA [1],
and MasterCard [2], was a protocol for securing e-payment transactions by credit
card. User authentication in SET was based on a public-key certificate installed
on the client computer. VISA and MasterCard realised that the management
of certificates was too complex for customers, so a simpler 3D-Secure protocol
designed by VISA in 2001 was proposed as a solution to replace SET.

The 3D-Secure protocol [27] is the current authentication and payment ar-
chitecture for credit cards on the web. It was first adopted by VISA, then
other financial organizations developed their own implementations of VISA’s
3D-Secure licensed architecture, such as MasterCard with its MasterCard Se-
cureCode, American Express with SafeKey. A comparison between 3D-Secure
and MasterCard SecureCode is proposed in [21]. The 3D-Secure protocol is com-
posed of nine steps exchanged between five actors (Fig.1):
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Fig. 1. The 3D-Secure protocol

A. The user sends to the SP his/her purchase intention, with his/her bank in-
formation: PAN (Personal Account Number), expiration date, CVV2 (Card
Verification Value). These data are intended for a dedicated module called
MPI (Merchant Plug In) implemented into the merchant website.

B. MPI queries the directory server with the VEReq (Verify Enrollment Re-
quest) message.

C. The directory server checks the SP identity, the card number and the user’s
bank and recovers the ACS (Access Control Server) managing the card.

D. The message VERes (Verify Enrollment result) contains the response of mes-
sage. The ACS checks if the users’s bank is enrolled in the 3D-Secure program
and sends the cardholder authentication URL to the MPI.

E. MPI sends the PAReq (Payer authentication request) message to the given
URL. This message contains the details of the authorized purchase. MPI also
opens on the client computer a pop-up window to the ACS.

F. The user provides the necessary information for authentication from the
bank.

G. ACS sends to MPI a confirmation of user authentication through PARes
message.

H. MPI records PARes message as confirmation of user authentication by ACS.
I. SP authenticates to the bank. The bank verifies the nature of the transaction

from the user’s bank and confirms the payment authorization from the SP.
The SP gets his/her payment and the users’s bank stores payment informa-
tion to ensure non-repudiation of the transaction.
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The main security flaw of 3D-Secure implementations, underlined in [19], con-
cerns user authentication (step F). Some banks have used in the past the date
of birth or other trivial secrets. Many banks have replaced these solutions by a
strong authentication mechanism (e.g. challenge is sent to user’s mobile phone)
which then is a two-factor authentication scheme (based on the possession of
the mobile phone and the knowledge of the PIN code for the logical access to
it). However we argue that this user authentication scheme has significant vul-
nerabilities. We therefore propose a new approach based on biometrics which
eliminates these vulnerabilities.

User authentication solutions, as CAP readers, TAN generators or the
lightweight system proposed in [17], are Knowledge and Possession based ap-
proaches. We argue that only biometrics can direct authenticate users, whereas
solutions based on knowledge and possession only authenticate users indirectly.
The main reason is related to the particular relationship between the user and
its authenticator. There are f course specific problems related to biometrics, such
as mentioned below:

– A biometric data is very sensitive as it cannot be revoked in general. Its
encryption is necessary but not sufficient (as the data should be decrypted for
the matching process in general and as the lifetime of this data is very high).
For these reasons, using central storage of biometric data is problematic.

– The matching process could make errors for genuine users but also impostors
could be falsely accepted. This is not the case for password verification as
long as the correct password is typed (but there is no proof that it has been
typed by the genuine user).

– Biometric data could be intercepted during its transmission. This could lead
to security problems, such as replay attacks and privacy attacks based on
linkability. For these reasons, the biometric data should be cancelable and
dynamic (changing at each transaction).

In this paper, we propose a new solution that solves these problems. To achieve
a security and privacy compliant solution, we combine two elements: the first
one is a specific device owned by the user called OffPAD, and the second is a
protocol using biometrics and cancelable algorithms. In the next section, we list
the security and privacy requirements of the proposed solution.

3 Security and Privacy Requirements

In electronic payments, four main actors are present: The user C, who has an
OffPAD, wants to purchase an online service with a credit card, through the
website of a service provider SP. The user has an issuer bank and the SP
has an acquirer bank. In this paper, we also call these payment providers:
user’s bank and SP bank. A fifth actor is often involved. It is the trusted party
as a third-party cashier or the Directory used in 3D-Secure. The role of this fifth
actor is various but generally allows to authenticate the banks. The proposed
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protocol is concentrated on user authentication and the user’s registration with
the SP.

During an online payment, numerous personal data are involved and must be
protected against several threats, [4]. In order to preserve privacy and security
properties, a list of ten requirements Ri is defined. These requirements should
be taken into account during the user authentication/registration step in the
e-payment architecture:

– R1: Confidentiality of transactions requires that each exchanged data
must be encrypted in order to protect these data against external entities.

– R2: Integrity of transmitted information allows the accuracy of the
content and so the non-alteration of data during transmission or storage.

– R3: User authentication by a trusted party ensures the identity of the
customer. Depending on the situation, the authentication can be realized
thanks to a biometric data.

– R4:Authentication of the user’s device ensures the device is valid within
the application. This authentication can be realized thanks to an identifier
of the device.

– R5: Proof that the device belongs to the user ensures the device pre-
vents device replacement attacks.

– R6: SP authentication by the user or by a trusted party ensures the iden-
tity of the SP.

– R7: Bank authentication by a trusted party ensures the identity of SP
bank and customer’s bank.

– R8: Unlinkability of realized transactions prevents linking different trans-
actions of the same customer.

– R9: Confidentiality of customer information CI (data minimization
principle) ensures only authorized persons access to this information. This
requires the user’s biometric data are unknown to the banks and SP.

– R10: Data sovereignty means that personal data associated with the cus-
tomer can only be processed with his/her control and consent.

In the next section, we present the OffPAD concept as secure device for en-
suring the security of sensitive operations.

4 OffPAd Concept

The PAD (Personal Authentication Device) is described by Jøsang and Pope
[13] as a secure device external to the client computer platform. The PAD is
the conceptual predecessor to the OffPAD. The OffPAD (Offline Personal Au-
thentication Device) described by Klevjer et al. [16] and Varmedal et al. [26] is
an enhanced version of the PAD, where an essential characteristic is to guaran-
tee offline security (Machine to Machine communications). The OffPAD repre-
sents local user-centric identity management because it enables secure and user
friendly management of digital identities and credentials locally on the user side.
The OffPAD supports authentication of both user and service provider identi-
ties (i.e. mutual authentication) and can in addition support data authentication.
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For access to the OffPAD, the user must unlock the device by using e.g. a PIN,
pass phrase, biometrics or other adequate authentication credentials. A possible
OffPAD design is illustrated in Figure 2.

Fig. 2. OffPAD concept [26]

Fig. 3. BioHashing scheme

The OffPAD is a trusted device, meaning that it is assumed to function as
intended and to be adequately protected against relevant attacks. The OffPAD
has limited connectivity to client platforms. These communication channels must
therefore be carefully controlled, e.g. by sanitizing the received data. Protection
against attacks resulting from physical theft is to have traditional access con-
trol based on PIN and biometrics, combined with some level of physical tamper
resistance. However, it is not necessary that the OffPAD operating system and
applications are free from vulnerabilities that are typically found in online sys-
tems, because it is assumed that attackers will not be able to exploit such vul-
nerabilities since the OffPAD is offline most of the time. In that sense, a specific
software bug which would have been a vulnerability in an online system is strictly
speaking not a vulnerability in the OffPAD because it can not be exploited. The
OffPAD may have several interfaces for communication. Microphone and camera
may be used for voice and face recognition, and a fingerprint reader may be used
for both authenticating to the device and elsewhere. The requirement of being
offline does not exclude electronic communication with the OffPAD, but means
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that the communication follows controlled formats and takes place in short, re-
stricted time periods. This decoupling from networks improves security of the
device, as it is less vulnerable to outside attacks.

Any specific electronic communication should normally be disconnected, and
should only be connected whenever it is needed for authentication or for manage-
ment of the device. NFC with a backup USB connection is a suitable for OffPAD
connectivity. This limits the threat of a man-in-the-middle attack when connect-
ing an OffPAD to a computer. The first connection to the OffPAD builds upon
the concept of Trust-On-First-Use (TOFU). On first use, there is no crypto-
graphic way to verify the connection between the device and the client platform,
the trust must simply be based on the physically observed set-up. On the first
connection, some kind of pairing between the device and computer occurs, so
that the subsequent connections can be verified to be between the same device
and computer.

We use this secure device for online banking and electronic payment following
an original protocol with biometrics. The following section explains the Biohash-
ing algorithm used in the proposed protocol. Then, the section 6 details this new
original protocol.

5 BioHashing Algorithm

The BioHashing algorithm transforms a real-valued vector of length n (i.e. the
FingerCode, resulting from a feature extraction method) into a binary vector of
length m ≤ n (i.e. the BioCode), as first defined by Teoh et al. in [25].

It consists of projecting the FingerCode on an orthogonal basis defined by
a random seed (considered here as a secret), to generate the BioCode. The
template transformation uses the following algorithm, where the inputs are the
random seed and the FingerCode F and the output is the BioCode B:

1. For i = 1, . . . ,m, m ≤ n pseudorandom vectors vi of length n are generated
(from the random seed) and are gathered in a pseudorandom matrix.

2. The Gram-Schmidt algorithm is applied on the m vectors vi of the matrix,
for the generation of n orthonormal vectors V1, . . . , Vm.

3. For i = 1, . . . ,m, m scalar products pi =< F, Vi > are computed using the
FingerCode F and the m orthonormal vectors Vi .

4. The m-bit biocode B = (B0, . . . , Bm) is finally obtained, using the following
quantization process:

Bi =

{
0 if pi < t
1 if pi ≥ t,

where t is a given threshold, generally equal to 0.

When used for authentication the Reference BioCode (computed from the
FingerCode after enrollment and after exhibiting the secret) is compared with
the Capture BioCode (computed from the FingerCode computed after a new
capture with the secret) with the Hamming distance. If this value is lower than



186 A. Plateaux et al.

a specified threshold set by the system administrator, the identity of the user is
verified. Roughly speaking, the first part of the algorithm, including the scalar
products with the orthonormal vectors, is used for the performance requirements
and the last step of the algorithm is used for the non-invertibility requirements
of the BioHashing algorithm. As mentioned before, the random seed guarantees
the diversity and revocability properties.

The user authentication protocol applies multiple times the BioHashing algo-
rithm which we detailed in the next section.

6 Proposed Authentication Protocol

The proposed authentication protocol uses biometric data that must be pro-
tected through the capture with the OffPAD device and template protection
algorithms. Biometric template protection schemes are a group of technologies,
included in privacy enhancing technologies, used to enhance both privacy and
security of biometric data. Therefore, any template protection approach should
allow to revoke a biometric data in case of interception, and should be carefully
designed, with a strong security analysis. Among the different solutions in the
literature, template protection can be achieved using biometric cryptosystems
[15, 14, 9, 20] or by transforming the biometric feature data [22, 5, 25, 23]. As
detailed in the next section, BioHashing is one popular scheme that belongs to
this second category and allows to revoke a biometric template.

The proposed protocol is detailed with fingerprints but could be used for any
other biometric modality (face, iris...). As we use biometrics, two main steps are
required: enrollment and authentication.

Fig. 4. Enrollment step
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Fig. 5. Authentication step

Enrollment. This step has for objective to collect Alice’s reference template. In
our case, the template is given by a BioCode called Reference BioCode computed
from a FingerCode (feature vector computed on the fingerprint) and a secret
(user’s secret concatenated with the serial number of the OffPAD device). User’s
secret could be a password or a random value stored in the OffPAD device (of
course, it is protected by the biometric authentication to the device). Once the
Reference BioCode has been computed, it is sent to the Alice’s Issuer Bank
through a SSL channel. Concerning an organizational point of view, this step
could be done in a branch after identity checking by a physical person. Figure 4
details the enrollment process. There is no privacy issue to store the Reference
BioCode by the Issuer Bank as this template is cancelable and as the BioHashing
process is invertible.

Authentication. During an electronic payment, the Issuer Bank has to au-
thenticate Alice (e.g. 3D-Secure process). A challenge is sent to Alice (number
displayed on the computer or directly sent to her OffPAD). Alice has to pro-
vide her fingerprint and her password (that is not known by the Issuer Bank).
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A Capture BioCode is computed given the FingerCode on the capture biomet-
ric data, the password and the OffPAD serial number. The Challenge Capture
Biocode is computed by applying the BioHashing algorithm on the Capture
BioCode with the challenge sent by the Issuer Bank as secret. The Issuer Bank
computes also the Challenge Reference Biocode by applying the BioHashing al-
gorithm on the Reference BioCode with the challenge. The Hamming distance
is used to make the comparison of these two Challenge BioCodes and if the
distance is lower than a predefined threshold, Alice is authenticated. Figure 5
details the whole process.

Discussion. The challenge sent by the Issuer bank allows us to define a One
Time Biometrics authentication solution. We assume in this solution that the
OffPAD is a secure device. In this solution, the Issuer bank controls the decision
on Alice’s authentication.

7 Analysis of the Proposed Method

In this section, we analyze the proposed authentication protocol considering two
aspects: performance analysis (considering biometric errors) and security and
privacy issues.

7.1 Performance Analysis

In this section, we analyze the performance of the protocol to avoid false rejection
and false impostor. We start by defining the experimental protocol.

Experimental Protocol. In this study, we used three fingerprint databases,
each one is composed of 800 images from 100 individuals with 8 samples from
each user:

– FVC2002 benchmark database DB2: the image resolution is 296×560 pixels
with an optical sensor ”FX2000” by Biometrika ;

– FVC2004 benchmark database DB1: the image resolution is 640×480 pixels
with an optical Sensor ”V300” by CrossMatch ;

– FVC2004 benchmark database DB3: the image resolution is 300×480 pixels
with a thermal sweeping Sensor ”FingerChip FCD4B14CB” by Atmel.

Figure 6 presents one image from each database. We can see that fingerprints
are quite different and representative of the different types of fingerprint (ac-
quired with sensors using different technologies).

These databases have been used for competitions (Fingerprint Verification
competition) in 2002 and 2004. Table 1 presents the performance of the best
algorithms on these databases1. The Equal Error Rate (EER) computes the

1 http://bias.csr.unibo.it/fvc2002

http://bias.csr.unibo.it/fvc2002
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(a) (b) (c)

Fig. 6. One fingerprint example from each database: (a) FVC2002 DB2, (b) FVC2004
DB1, (c) FVC2004 DB3

Table 1. Performance of the best algorithm for each database (see http://bias.csr.
unibo.it/fvc2002)

Databases EER ZeroFMR

FV C2002 DB2 0.14% 0.29%

FV C2004 DB1 0.61% 1.93%

FV C2004 DB3 1.18% 4.89%

compromise error rate when genuine users have been falsely rejected and impos-
tor falsely accepted. ZeroFMR is the value of False Non Match Rate (FNMR)
when no impostor is falsely accepted. These values define the complexity of each
database and give some elements of the performance what we can expect on
these databases.

As FingerCode, we used Gabor features (GABOR) [18] of size n=512 (16 scales
and 16 orientations) as template. These feature are very well known and permit
a good texture analysis of a fingerprint. For each user, we used the first Fin-
gerCode sample as reference template. Others are used for testing the proposed
scheme. BioCodes are of size m=256 bits. In order to quantify the performance
of the One Time Biometrics approach, we computed 1000 comparisons (with
the Hamming distance) between the challenge Reference BioCode and challenge
Capture BioCode for each user. We obtained 100.000 intraclass and interclass
scores for the performance analysis of the proposed scheme.

Experimental Results. We applied the previous protocol to the proposed au-
thentication solution. On the three databases, we reach an EER value very close
to 0%. In order to illustrate this efficiency, we show in Figure 7 the distribution
of intraclass and interclass scores for each database. We clearly see that there
is no overlap between the two distributions and a threshold near 60 (meaning
maximal 60 different bits between the capture and Reference BioCodes is toler-
ated) could be used. In the last column of Table 2, we present the EER value
by considering an impostor has in his/her possession the OffPAD device and the

http://bias.csr.unibo.it/fvc2002
http://bias.csr.unibo.it/fvc2002
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Fig. 7. Distribution of intraclass and interclass scores for each database: (a) FVC2002
DB2, (b) FVC2004 DB1, (c) FVC2004 DB3

Table 2. Performance of the proposed algorithm for each database

Database EERwithoutattack EERwithattack

FV C2002 DB2 0% 25.85%

FV C2004 DB1 0.00093% 23.95%

FV C2004 DB3 0.00023% 16.12%

user password (worst case). In this case, the impostor can apply the Zero effort
attack by providing his/her biometric data to impersonate the genuine user. We
tested 100.000 attacks for each database and this attack is successful from 16% to
25% of the cases. In classical approaches (two-factor authentication), this attack
is always successful.

7.2 Security and Privacy Analysis

The proposed protocol is more respectful of the users’ privacy than that of 3D-
Secure protocol. We propose an analysis of the proposed protocol in this section.

Data Security and Authentication. The secure channel between actors and
the encryption schemes ensure the confidentiality of exchanged data and the
data integrity during the protocol. Consequently, the requirements R1 and R2

are ensured. Entities authentication is also realized through SSL for the SP
(R6) and the banks (R7), whereas user authentication (R3) is realized thanks to
the strong authentication through Biohashing algorithm. Moreover, thanks to
the challenges during user authentication, this authentication is an One Time
Biometrics authentication solution. Consequently, the different transactions of
a same user cannot be linked. The requirement R8 is thus guaranteed. The
device is also authenticated by its serial number and a proof of the user’s device
ownership is provided. Consequently, the requirements R4 and R5 are ensured.
Moreover, for the user authentication solution, the user only needs to produce
what he/she is (biometric data) and what is known (password).
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Privacy Analysis. During our authentication process, several sensitive infor-
mation items are exchanged and stored, such as biometric data and password.
Their storage should not be centralized. However, thanks to the use of the
BioHashing algorithm, the template is cancelable. Thus, the knowledge of the
BioCode does not given knowledge concerning a user’s personal information. In
our case, the knowledge of the Reference BioCode does not involve the knowl-
edge of the biometric data, the fingerprint. Only the relevant and necessary data
are sent and stored. Thus, the minimization principle (R9) is also respected.
Moreover, for each user’s authentication, the user must present his/her finger
and give his/her password. These actions involve the user who gives his/her
consent to use this data which he/she can control thanks to the computations
of the Capture BioCode and the storage of the Reference BioCode. The data
sovereignty principle (R10) is consequently respected.

8 Conclusion and Perspectives

The proposed solution uses an extra device, which has a non negligible cost.
Nevertheless, we consider the financial risk of on-line banking or payment is
important and strongly increases. Consequently, this additional device is not a
porblem for a real world deployment. In this paper, a new authentication pro-
tocol called ”One Time Biometrics” for online banking and electronic payment
authentication. We protocol consists of two main components. The first compo-
nent is a specific device called OffPAD that ensures many security and privacy
issues. The second component is the use of a biometric template protection al-
gorithm to make possible the storage of a biometric data in a centralized way
by the Issuer Bank. A challenge-based protocol is then proposed to prevent re-
play attacks. The user authentication scheme is usable for users as they do not
have to remember different passwords. The protocol demonstrates very good
performances on three benchmark fingerprint databases and good properties
considering security and privacy issues.

Future perspectives of this study are numerous. We plan to use multiple bio-
metric data in order to avoid the use of a password in the proposed protocol,
and we also plan to design a biometric data authenticaiton protocol.
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