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Abstract Limited energy supply is a major concern when dealing with wireless
sensor networks (WSNs). Therefore, routing protocols forWSNs should be designed
to be energy efficient. This chapter considers a learning-based routing protocol
for WSNs with mobile nodes, which is capable of handling both centralized and
decentralized routing. A priori knowledge of the movement patterns of the nodes is
exploited to select the best routing path, using a Bayesian learning algorithm. While
simulation tools cannot generally prove that a protocol is correct, formalmethods can
explore all possible behaviors of network nodes to search for failures. We develop a
formal model of the learning-based protocol and use the rewriting logic tool Maude
to analyze both the correctness and efficiency of the model. Our experimental results
show that the decentralized approach is twice as energy-efficient as the centralized
scheme. It also outperforms the power-sensitive AODV (PS-AODV), an efficient but
non-learning routing protocol. Our formal model of Bayesian learning integrates a
real data-set which forces themodel to conform to the real data. This technique seems
useful beyond the case study of this chapter.
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1 Introduction

Wireless sensor networks (WSNs) consist of sensor nodes which collaborate with
each other to gather data and transmit the data to sink nodes. Sensor nodes usually
have limited energy resources. They use routing protocols to find the path to transmit
data to a designated sink node. Transmission is one of the most energy expensive
activities in WSNs. So, routing protocols should be designed to be efficient. The
nodes store the total paths in a routing table. Having such routing tables is not
always feasible, especially in large-scale ad-hoc networks. If nodes move frequently,
the cost of finding paths increases dramatically. In addition, the rate of packet loss
increases because of the frequent disconnection between the nodes. In these cases,
learning methods could increase the system’s performance. These methods predict
the best action, by learning from previous actions.

Protocol evaluation is usually done through simulators, e.g. NS-2. Instead, we
use formal techniques, which provide us with an abstract way to model protocols.
Formal techniques can prove the protocol’s correctness, by inspecting all reachable
states of a system. Simulators cannot prove the correctness of protocol’s properties,
due to non-deterministic behaviors of WSNs (e.g. mobility and timing), but provide
quantitative information about the protocol.

This chapter introduces an approach to formally model the learning methods in
WSNroutingprotocols. For this purpose,we aim tohave a generalmodel for learning-
based routing protocols. This model is used to analyze and validate these kinds of
protocols both quantitatively and formally. The motivation is to have a simplified
model which includes the important features of the learning and adapting protocols
and additionally the movement patterns of the nodes. We define routing protocols
which estimate the most probable routing path for mobile WSNs, considering the
Nodes’ frequent movement. Each node’s movement may have a pattern which is
calculated, for every pair of nodes, as the probability of being connected. These
probabilities are used to find the most probable existing path. We define a centralized
and a decentralized approach for the routing protocol. In the centralized protocol, the
routing paths are computed centrally by so-called processing nodes, using Dijkstra’s
Shortest Path Algorithm [1]. They have information of the whole network. Nodes
request the best and most available routing path from the processing node. The
processing node uses a modification of Dijkstra’s Shortest Path Algorithm [1]. The
notion of best is determined as a function of the cost of the links, i.e., communication
links between the nodes of the network. In our model, these costs are determined
based on the likelihood of availability and reliability of these edges. The best route is
the one with the highest probability of successful message delivery. The centralized
protocol is not very efficient because of the interactions between nodes and the
processing node(s). In the decentralized protocol, nodes are responsible for finding



Formal Modeling and Analysis of Learning-Based Routing 129

the path. We model a protocol in which each node learns which neighbor has the best
transmission history by using the Bayesian learning method [2].

We design and develop a formal, executable model of our protocol as a transition
system in a SOS style. This model is analyzed using Maude [3], i.e., a formal model-
ing tool based on rewriting logic [4]. To have a more realistic analysis of our model,
we introduce the concept of facts in our model. Facts are deterministic actions that
must occur according to prescheduled times, complementing the non-deterministic
actions in the model. Probability distributions are applied to abstractly model the
probabilistic behaviors of the network. We feed our model with the real data-set as
a fact-base. By feeding a model with real mobile traces, we obtain a more reliable
analysis, in addition to taking advantage of the formal analysis. Note that using facts
does not restrict the actions that can be performed in the model, it only adds extra
actions that are expected to happen. Our model is used to analyze both performance
and correctness.

This chapter is an extended version of a previous workshop publication [5]. The
extensions include improving the presented formal model by modifying some of
the rewrite rules, and adding more details about the implementation of the model
in Maude. Also more experiments and more in depth analysis on the results of the
model’s performance are included in this chapter.

Related Work. The efficiency of routing protocols are discussed in several recent
research studies. The authors of [6] provide an overview of features and mecha-
nisms of energy-aware routing protocols. Studies, such as [7] and [8], aim at reduc-
ing the power consumption of the routing process, using cluster head election and
multi-hop transmission. Another energy aware localized routing protocol is intro-
duced in [9], and is based on distance-based power metrics. In [10], an energy-aware
routing protocol for disruption-tolerant networks is introduced. In the case of a net-
work disaster, this protocol uses the rescue vehicles (nodes) to reduce the required
number of message transmissions. The routes are chosen based on the transmission
delays. There are a few works which consider frequent movements of the nodes
and its role in the successful message transmission and the energy efficiency of
the network. Q-probabilistic routing [11] is a geographical routing algorithm which
uses Bayesian algorithm to find the routing path. This protocol achieves a trade-off
between the network’s energy usage and the number of message retransmission.
Parametric Probabilistic Sensor Network Routing Protocol [12] is another protocol
which uses probabilities, based on the nodes’ distances, for message retransmission.
The PROPHET protocol [13] introduces the delivery predictability factor to choose
the messages which are sent to the other nodes, in networks which do not guarantee
fully connected networks. Recently, reinforcement learning methods have been used
in the network protocols to improve their efficiency and adaptability. Papers [14] and
[15] propose WSN protocols that adaptively learn to predict optimal strategies, in
order to optimize their efficiency. There are centralized and also decentralized routing
protocols. We have defined an adaptive and learning-based centralized and decen-
tralized protocols, to be able to propose a general framework to model the learning
observables in WSNs and performing the required analyses and comparisons. These
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protocols are based on the main features of the energy-efficient and learning-based
routing protocols. In the routing protocol used in this chapter, we consider a WSN
with mobile nodes. The links between nodes may exist with different probabilities.
This protocol uses the Bayesian reinforcement learning method. The most similar
protocol to the protocol used in this chapter is the Q-probabilistic routing protocol
[11] which uses the Bayesian algorithm. This protocol achieves a trade-off between
the energy usage and the number of retransmissions. The main difference between
our protocol and the Q-probabilistic protocol is that we assume that nodes are mobile
and do not have any information about their location, whereas the Q-probabilistic
protocol does not talk about mobility of nodes and assumes that each node knows
its location and the distance to the destination.

Formal methods are much less explored with respect to analysis of WSNs, but
recently start to appear. The TinyOS operating system has been modeled as a hybrid
automaton [16], and the UPPAAL tool has been used to model the LMAC proto-
col [17] and also to verify the temporal configuration parameters of radio commu-
nication [18]. A CREOL extension for heterogeneous environments includes radio
communication [19]. Ölveczky and Thorvaldsen show that Maude is a well-suited
modeling tool for WSNs [20]. Maude is used to model and analyze the efficiency of
the OGCD protocol [20] and the LMST protocol [21]. A process algebra has been
introduced specifically for active sensor processes such as sensing [22]. We follow
this line of research and use Maude as a tool to develop a learning-based routing
protocol for WSNs. There are very few works which study learning techniques in
formal methods. A reinforcement method (Q-learning) which is used in a Q-routing
protocol is modeled in [23], using the SPIN model checker. In contrast to our work,
this chapter does not introduce a generalization for learning rules in the context of
formal models. The results of the formal model in [23] are only qualitative, while we
provide a realistic analysis both qualitatively and quantitatively, using a real dataset.

Paper Overview. Section 2 introduces reinforcement learning. Section 3 presents the
generalized routing protocol which ismodeled later in this chapter. Section 4 presents
the main contribution of the chapter, which is integrating learning of observables in a
probabilistic model. Section 5 discusses the modeling of the routing protocols, using
the learning rules. Section 6 describes the implementation, the case study and the
analysis results. Section 7 concludes the chapter.

2 Reinforcement Learning

Reinforcement learning is concerned with predicting the actions which maximize
the accumulated rewards for agents [24]. Agents learn which actions to choose by
observing the rewards obtained from previous actions. Figure 1 represents the inter-
actions of an agent and the environment. The actions are chosen by agents and change
the states. As a result, agents receive a reinforcement learning signal in the form of a
reward. Reinforcement learning is formulated as a Markov Decision Process, which
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Fig. 1 A learning flowchart

consists of a tuple (ST, A, P, R) where ST is a set of environment states, A is a set
of actions, P(st ′|st, a) is the probability of being in state st ′ after choosing action a
in state st , and R(st, a, st ′) is the reward associated with this action.

Bayesian inference is an extension of reinforcement learning which updates the
probability estimation of actions (called hypotheses), based on Bayes rules [25]. In
Bayesian inference, a set of actions is defined and agents learn to estimate the prob-
ability of the actions and choose the action with the highest probability. Assume that
there are k actions A = {a1, a2, ...ak}, and D is the set of training actions (including
the information which is obtained from the accumulated history of observations).
P(a) denotes the prior probability of action a (before any observation from the set
of training actions), P(D|a) is the probability of D given action a (indicating the
perceived likelihood of observing the action which is actually observed), and P(D)

is the prior probability of the set training actions which is obtained from the previous
actions (P(D) = ∑

a∈A P(D|a)P(a)). Then, P(a|D) is the probability of action
a given the set of actions D. The Bayesian method finds the maximum posteriori
action aM AP , which is the most probable action a ∈ A:
aM AP = argmaxa∈A P(a|D), which is equal to argmaxa∈A(

P(D|a)×P(a)
P(D)

), and con-
sequently

aM AP = argmaxa∈A(P(D|a) × P(a)), (1)

where, argmaxa∈A P(a|D) returns the action a ∈ A for which P(a|D) attains its
maximumvalue.Note that the action a whichmaximizes the value of P(D|a)×P(a),
also maximizes the value of P(D|a)×P(a)

P(D)
. We use the Bayesian method for predicting

the best action for routing.

3 The Selected Routing Protocol

This section explains the general learning-based routing protocols for WSNs, based
on the node movement patterns and the probability associated to the communi-
cation links. Assume that we have a WSN with nodes which move frequently.
We want to find the best routing path between the sensor and the sink. We con-
sider the best path to be the one which is the most reliable and has the high-
est probability of availability during the message transmission. We assume that
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a WSN is a graph G = (S, L), where S = {n1, n2, ..., nN } is the set of nodes
and L = {li, j | ∀i, j ∈ S s.t. ni is within radio range of n j } is the set of the
communication links in G. We want to find the path that is most likely to deliver a
message between two nodes. Each link in the graph has a weight, in terms of a set
of probabilities which specify the effectiveness of the link in the message transmis-
sion. We define the links’ weight as a combination of the in-range probability of the
link and the reliability of the link. The link’s reliability is important, as well as its
availability. If a link is available but it is not reliable, messages may get lost. Each
link li, j ∈ L has a probability which we call the in-range probability or E Pli, j . This
probability is calculated using the history of the availability of the network links.
We note that if two nodes are not within radio range from each other, a link between
them is not available, because nodes cannot receive each others’ messages. Nodes
meet when they enter the radio communication range of each other. Assume that an
initial probability is defined for each link li, j , between two nodes i and j . The chance
that two moving nodes meet each other (be in each others’ range) during a period of
time could increase or decrease the initial probability using the following definition
similar to [26]:
E Pli, j = E Pli, j × (1 − f ) + f if i and j meet within a predefined time interval T ,
E Pli, j = E Pli, j × (1 − f ) otherwise,
where f , the adapting factor 0 < f < 1, is a predefined value which specifies the
rate of probability update. The factor f , the initial probability of the links, and the
time interval T , depend on the specific properties of a network. The specification
can range from conservative, e.g. E Pli, j = 0 f or all i, j ∈ S, to optimistic, e.g.
E Pli, j = N × (πω2/c) f or all i, j ∈ S, where ω and c are the radius of the radio
range and the total area under study, respectively. Here, we assume all nodes are
uniformly distributed within the area of study. The reliability of a link depends on
different factors. For example, the physical nature of the environment between two
nodes changes the reliability of their link in time. For simplicity, we consider the
average historical reliability of the link li, j as a probability R Pli, j , which is obtained
from the network’s history based on the observed reliability so far in the commu-
nication between the nodes i and j . The probability which is assigned as weight to
each network link li, j , denoted as Pli, j , is the combination of these two independent
probabilities: R Pli, j and E Pli, j , namely Pli, j = R Pli, j × E Pli, j .

When the total information of the routing paths is not available, specially in
the decentralized approaches where the knowledge of each node for transmitting a
message is limited to its neighbors, we use acknowledgment (ACK) messages to
infer the probability of availability of the routing paths to each destination node.
The source node s can calculate the acknowledgment probability APs,e,d for the

messages to the destination d through the neighbor node e, as APs,e,d = ack Nume
s,d

msgNume
s,d
,

where msgNume
s,d and ack Nume

s,d are the total number of the sent data messages
from node s to d and the total number of the ACK messages from node d to s,
respectively, in both cases through the neighbor node e. In the case of not having the
total information of the routing path, we use the Bayesian learning method to predict
which path has the highest chance to deliver a message successfully, based on the
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acknowledgment probability. Assume M = {e1, e2, ..., em} is the set of neighbors
of node s. According to the Bayesian learning method, there are m hypotheses H =
{he1, he2 , ..., hem }, each refers to selecting neighbor node ek ∈ M . We need to find
hM AP based on Formula 1. In our protocol, for each source node s and destination
node d, P(D|hek ) is the rate of successful message transmission, if node s chooses
neighbor node ek to transmit the message toward d, which means P(D|hek ) =
APs,ek ,d . and P(h) is initially assigned to Pls,ek

= R Pls,ek
× E Pls,ek

.
Each time that node s wants to send a message, it calculates P(D|hek ) for all

neighbors ek ∈ M and chooses the hypothesis (neighbor node) with the highest
probability. If the message is transmitted successfully, an acknowledgment is sent
from d to the source node s. By receiving this message, s is rewarded by updating the
reward table (ack Nume

s,d ). This reward affects the next predictions by improving
APs,e,d . This ratio can give us an estimate about the probability of the availability of
a path. The accuracy of this estimation improves during the time, by observing more
transmissions. Consequently, this ratio shows the chance of a successful transmission
through that path. We assume that the learning time is less than the movement time
to avoid possible learning failures (e.g. missing a movement).

To compare centralized and decentralized learning, we define two versions of this
protocol, one centralized and another, more robust and flexible, which is decentral-
ized. There is a trade-off between using these approaches. In the centralized approach,
central nodes needs to have information about the total system. Gathering and storing
the information are costly, and sometimes impossible. The decentralized approaches
are often less accurate, but more efficient. When processing nodes are not reachable,
the decentralized protocol is the only feasible option.

3.1 The Centralized Approach

In the centralized approach, we use a modified Dijkstra’s algorithm to find the most
probable path. Thismodification returns all the nodes in the best path,whileDijkstra’s
algorithm only returns the best path’s weight. To calculate a link’s weight, we use
the links’ probability, instead of the nodes’ distance which is used by the original
Dijkstra algorithm. This is a centralized process which is performed in the processing
node. When sensor nodes move, they inform the processing node about their new
position. Each time a node needs a path, it sends a message to the processing node
and asks for the path. The processing node sends a reply message to the node which
includes the result path.

3.2 The Decentralized Approach

In the decentralized protocol, each node decides locally which node should be chosen
as the next node in the routing path. Nodes only have the information of themselves
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and their neighbors, not the total information of the network. There are some meth-
ods which can be used in these situations, such as the “ant colony” [27]. But these
methods frequently rebroadcast messages asking for routing paths, which makes
them less energy-efficient. Instead, we let each node collect information from previ-
ous transmissions to learn how to predict the best route. We note that nodes do not
have all the information ideally needed to decide about the total path, but use what is
available to them, to pass a message to the node about which path to the destination is
the most probable. In the decentralized approach, each node uses the Bayesian learn-
ing method to predict the neighbor with the highest chance of successful message
delivery.

4 Integrating Learning of Observables in a Probabilistic
Model of WSNs

This section integrates the reinforcement learning aspects discussed in the Sect. 3.2
with a probabilistic WSN model, presented in SOS style [28]. An SOS rule has the
general form

(Rule Name)

Conditions
conf −→ conf ′

This rule locally transforms configurations or sub-configurations which match
conf into conf ′ if the premisesConditions hold. In a probabilistic rule theConditions
or conf ′ may depend on a sample drawn from a probability distribution. Non-
determinism may be controlled by such rules. As an example, such a rule may look
like

(Rule Name)

Conditions
smp = sample(π)

conf −→ if smp then conf ′else conf

where π is a Boolean valued probability distribution. This rule locally transforms
configurations or sub-configurations which match conf into conf ′ if the Conditions
hold and if the sample drawn from π is true.

By controlling all sources of non-determinism by probabilistic rules, one may
obtain a model which gives rise to representative runs. One may then perform statis-
tical model checking on the model, simply by statistically analysing the results of a
sufficient number of representative runs. This is the approach taken in this chapter.
The presence of non-deterministic rules may result in non-representative rules (as
typically is the case with Maude simulations) and we therefore avoid such rules in
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our model. As a consequence we need to control the independent speed of distributed
nodes probabilistically.We do this by including the scheduling of nodes in themodel.

For our purposes, a configuration is a multiset of nodes, messages and time infor-
mation. Following rewriting logic conventions, we let whitespace denote the associa-
tive and commutative constructor for configurations, andwe assumepatternmatching
modulo associativity and commutativity. Distributed computing is modeled by rules
involving only one node, together with messages and time information. Nodes and
messages have respectively the form

• obj (o, n, r t), where o is the node’s identifier, n is the list of neighbors, and r t is
the reward table.

• msg(m, s, d), where m is the content of the message (its name and parameters),
and s and d are the source and the destination nodes.

In order to handle scheduling of the nodes, a discrete time is added to the global
configuration of the system, and execution marks and scheduled execution marks sorts
are added as subsorts of Configuration. The global time has the form t ime(t), where
t has a floating point value. Execution marks have the form exec(o) and scheduled
execution marks have the form [t, exec(o)] where o is the node’s identifier and t is
the scheduled time.

The auxiliary function sampleBe(δ) samples the Bernoulli distribution with rate
δ; and sampleExp(δ) samples an exponential distribution with rate δ. These distri-
butions are assumed to be predefined. The sampleBe(δ) function returns a Boolean
value and the sampleExp(δ) function returns a float value, by considering the expo-
nential probability distribution with rate δ. Their definition can be found in standard
textbooks, e.g. [29].

Generic Execution Rules for Enabled Transitions We use a ticketing system to
obtain probabilistic schedulingof enabled transitions, adapting an approachusedwith
PMaude [30]. The idea is that a node needs a ticket to execute, after which its ticket
is delayed for some time determined by an exponential probabilistic distribution.
The probabilistic scheduling works in combination with time advance: time cannot
advance when a node has an enabled ticket, and time can only advance until the next
scheduled time/ticket in the configuration. Object execution is captured by a set of
rules with the general form of

(Rule Name)

Conditions
exec(o) obj (o, n, r t) −→ done(o) obj (o, n′, r t ′)

where the left-hand and/or the right-hand side may additionally involve messages
and the global time. We let done(o) indicate that node o has been executing and
can be rescheduled. If more than one transition is needed to describe the activity
of o at a given time, one may use additional rules with a conclusion of the form
exec(o) obj (o, n, r t) . . . −→ exec(o) obj (o, n′, r t ′) . . ., taking care that any non-
determinism is resolved probabilistically, and that there are rules producing done(o)
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when the activity of o at time t finishes. (In a Maude implementation, one may use
equations to describe such activity, leaving exec(o) −→ done(o) as a rule, which
then will be used after the equations.)

The scheduling is done in the Probabilistic ticketing rule, where δ is a predefined
value used in the exponential probabilistic distribution. The tickets are enabled one
by one, using the Enabling rule. The Tick rule advances the time, to that of the next
execution ticket, as defined by the function maxTimeAdv. We let maxTimeAdv(conf )
return the maximum possible time advance (i.e., the minimum scheduled time), but
such that it returns 0 if there are any exec messages in conf . Note that this rule must
consider the whole system in order to not miss any scheduled execution tickets. Thus
we need a way to express that conf is the whole system, not just a subconfiguration.
For this purpose we define a system to have the form {conf }, i.e., a configuration conf
enclosed in curly brackets, where (as above) conf is a multiset of nodes, messages,
and time information, and with exactly one global time, t ime(t). The Tick rule is the
only rule about the whole system in our model.

(Probabilistic ticketing)

t ′ = t + sampleExp(δ)
done(o) time(t) −→ [t ′, exec(o)] time(t)

(Tick)

t ′ = maxT imeAdv(conf ), t ′ > t
{conf time(t)} −→ {conf time(t ′)}

(Enabling)

[t, exec(o)] time(t) −→ exec(o) t ime(t)

The Rule for Lossy Links Links may be lossy. It means that in the model, each
link has an associated probability which reflects the link’s reliability. Therefore,
the chance of losing messages sent between nodes o and o’ depends on the link
between o and o’. Message loss is captured by rule Lossy Link. Messages are lost
if sampleBe(δ) is true, otherwise they are not lost.In our model, send(M, o, o′)
represents messages not yet delivered, whereas msg(M, o, o′) represents messages
being successfully delivered.

(Lossy Link )

haslinkProbability(conf , o, o′, )
noLoss = sampleBe(δ)

send(M, o, o′) conf −→ if noLoss then msg(M, o, o′) conf else conf

In the rule, haslinkProbability(conf , o, o′, ) expresses that information about relia-
bility of the link from o to o′ can be found in conf and that the link probability is δ.
We will not model a general theory for link probability, and how such information



Formal Modeling and Analysis of Learning-Based Routing 137

can be embedded in a configuration, but we give details on this for our case studies
(letting each link have a fixed probability).

In order to ensure that applications of the Lossy Link rule are not delayed, which
may give rise to non-determinism, we redefine the maxTimeAdv function such that
maxTimeAdv(conf ) gives 0 if there are any send messages in conf , thereby ensuring
that a send message produced by o at time t is lost or delivered at time t . As no
other object o′ can execute at time t , the message cannot be received at time t , which
means that message delivery to o′ may not happen while o′ is active (which could
cause non-determinism).

4.1 The Rule for Reinforcement Learning

Regarding the learning theory (Fig. 1), we define three categories of rules to model
a learning process.

The Rule for Forcing Observed Facts In contrast to non-deterministic configuration
changes, there are some deterministic actions in the system (we call them facts),
that must be forced to perform according to prescheduled points in time. In this
model, facts are specified in a fact-base F B. These facts represent actions that are
observed from the environment (e.g. the movement of nodes in a real network). So
we schedule them to happen in the model as they happen in reality. These actions
should be performed at the prescheduled times. Actions in F B have the general form
of action(o, data, t), where data is defined based on the system which is under
study. In this case study, actions in F B are defined as node movements which cause
a node tomeet new nodes. Here, data represents the neighbors which node omeets at
time t . In the Facts rule, node o modifies its neighbor list n when receiving an action
message, by appending the new neighbors mentioned in data to n. By including F B
in the configuration, the maxTimeAdv(conf ) function (in the Tick rule) considers the
smallest time of unexecuted actions in F B as well as the nodes’ execution tickets to
choose the maximum possible time advance. Thereby we avoid missing any action
in F B.

(Facts)

F B ′ = F B\{action(o, data, t)}
action(o, data, t) ∈ F B
n′ = append(n, data)

obj (o, n, r t) time(t) F B −→ obj (o, n′, r t) t ime(t) F B ′

The Rule for Predicting Actions When node s wants to send data to node d, it
generates a message. This message is transmitted through a path of nodes leading
to d. Each time a node o in the path transmits a message (with source node s and
destination d), it needs to predict which neighbor o′ ∈ n has the best chance to
pass the message successfully. This prediction is based on the Formula 1 and by
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having the previous reward information (in the reward table r t) which is updated by
the rewards that were obtained from the previous successful transmissions (through
acknowledgment messages). The reward table r t has a row corresponding to the
delivery rate to destination d if choosing neighbor o′. The value stored, i.e., r t[(o, d)]
is a pair (u, v) where u is the number of successful transmissions and v is the total
number of transmissions.

We use two auxiliary functions, reward and incSum, to update a reward table r t
of an object o for a given neighbor o′ and destination d, increasing the number of
successful transmissions and the total number of transmissions, respectively:

reward(r t, o′, d) = r t[(o′, d) �→ (u + 1, v)]
incSum(r t, o′, d) = r t[(o′, d) �→ (u, v + 1)]

where u and v are given by r t[(o′, d)] = (u, v). The rule for prediction is then

(Predict)

o′′ = prediction(n, r t, d)
r t ′ = incSum(r t, o′′, d)

msg(data(s, d, path), o′, o) exec(o) obj (o, n, r t)
−→ send(data(s, d, (path; o)), o, o′′) done(o) obj (o, n, r t ′)

More details on the prediction function can be found in the Sect. 5.

The Rule for Rewards Each node is rewarded after a successful action when receiv-
ing an acknowledgment message. The reward table of a node stores the information
of the message transmissions, captured by the Reward rule.

(Reward)

o′ = next (o, path)
r t ′ = reward(r t, o′, d)

msg(ack(path), d, o) exec(o) obj (o, n, r t) −→ done(o) obj (o, n, r t ′)

In the case that the path contains loops, one should not reward a node several
times, and the next function should be relative to the last occurrence of o in path,
returning the next node in the path. This will be detailed in the Sect. 5.

The application of these general rules are shown in the model of the centralized
and the decentralized protocols.

5 Application of the Learning Rules

We have applied the learning rules in a case study, which includes the generalized
learning-based routing protocol of Sect. 3. The case study is implemented in rewriting
logic, using the Maude tool. In this section, we present SOS style rules for the
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decentralized protocol reflecting the learning process in a more abstract way. In this
model nodes have the form

node(o, e, n, r t)

where o is the node’s identifier, e is a pair of (power, energy), where power is
the power capability and energy is the total remaining energy in the node, n is the
node’s neighbor information, and r t is the reward table. The execution rules for
enabled transitions, the rules for lossy links, and the Facts rule, can be used in this
case study as they are presented in Sect. 4. The Predict and Reward rules depend on
the protocol and need some modifications to reflect the details and requirements of
different protocols. According to the requirements of this case study, the prediction
rule is split into three rules. The Predict1 rule performswhen the destination node is in
the neighborhood. The second rule is related to the situation that the destination is not
in the neighborhood and the node uses the learning method to choose a node to pass
the message. In the Predict3 rule, there is no neighbor to transmit the message, and
the data being sent is lost. Each unicast message transmission is sent by consuming
the minimum message transmission power of the nodes. When the destination node
receives a data message, it broadcasts an ack message to all the nodes in the routing
path, using its maximum transmission power (theAcknowledgment rule).We assume
that destination nodes (e.g. sink nodes in a WSN) have unlimited power available to
be able to send ack messages using their maximum transmission power. The ackAll
function is used in theAcknowledgment rule to send ack messages to useful transfers,
letting a node o be rewarded with respect to a neighbor o′ if there is a tail part of
the path going from o to o′ and reaching the destination without revisiting o. The
Reward rule updates the reward table of nodes after receiving an ack message.

(Predict1 )

d ∈ n
rt ′ = incSum(r t, d, d)

e′ = (power, energy − powermin)

msg(data(id, s, d, path), o′, o) exec(o) node(o, e, n, r t)
−→ send(data(id, s, d, (path; o)), o, d) done(o) node(o, e′, n, r t ′)

(Predict2 )

n\{o′} �= nil
d /∈ n

o′′ = prediction(n, r t, d, o, o′, t, 0, 0)
r t ′ = incSum(r t, o′′, d)

e′ = (power, energy − powermin)

msg(data(id, s, d, path), o′, o) exec(o) node(o, e, n, r t)
−→ send(data(id, s, d, (path; o)), o, o′′) done(o) node(o, e′, n, r t ′)
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(Predict3 )

n\{o′} = nil
msg(data(id, s, d, path), o′, o) exec(o) node(o, e, n, r t)

−→ done(o) node(o, e, n, r t)

(reward)

e′ = (power, energy − powermin)

r t ′ = reward(r t, o′, d)
msg(ack(id, o′), d, o) exec(o) node(o, e, n, r t)

−→ done(o) node(o, e′, n, r t ′)

(acknowledgement)

e′ = (power, energy − powermax )

msg(data(id, s, d, path), o, d) exec(d) node(d, e, n, r t)
−→ ack All(id, d, path) done(d) node(d, e′, n, r t)

ack All(id, d, [o]) = ∅
ack All(id, d, (o; o′; path)) = if o ∈ path then ack All(id, d, (o′; path))

else msg(ack(id, o′), d, o) ack All(id, d, (o′; path))

The Predict2 rule uses the prediction function. It is a recursive function which
chooses one of the node’s neighborswith the best estimation regarding the related link
reliability(lr ) and in-range probability(ep) and the accumulated rewards in the reward
table regarding each neighbor. It also calls the calcRew function which calculates the
stored rewards in the reward table for each neighbor node. The ; symbol connects an
element or a sublist to a list, and [o] denotes the singleton list of o alone. Functions
firstNode(r t), secondNode(r t), numOfRecMsg(r t), and numOfSentMsg(r t), return
the node’s neighbor, the destination, the number of messages sent through this neigh-
bor, and the number of these messages received by the destination, respectively.

function prediction((n1; n2), r t, o, o′, o′′, t, i, f ) =
if f ′ > f and t < time(n1)

then prediction(n2, r t, o, o′, o′′, t, nodeI D(n1), f ′)
else prediction(n2, r t, o, o′, o′′, t, i, f )

where f ′ = (calcRew(r t, i, o) × (lr(n1) × ep(n1))).
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function calcRew((r t1; r t2), o1, o2) =
if firstNode(r t1) = o2 and secondNode(r t1) = o2
then numOfRecMsg(r t1)/numOfSentMsg(r t1)

else calcRew(r t2, o1, o2).

6 Implementation and Analysis

In order to implement and analyze the proposed model, we transform the SOS style
model to rewriting logic (RL) [4]. It can be executed on the rewriting logic tool
Maude, which provides a range of model verification and analysis facilities. As
before, a system configuration is a multiset of objects and messages inside curly
brackets. Following rewriting logic (RL) conventions, whitespace denotes the asso-
ciative and commutative constructor for configurations. In our Maude model, the
term

〈O : Node | Attributes〉

denotes a Node object, where O is the object identifier, and Attributes a set
of attributes of the form Attr : X where Attr is the attribute name and X the
associated value. RL extends algebraic specification techniques with transition rules:
The dynamic behavior of a system is captured by rewrite rules supplementing the
equationswhich define the term language. From a computational viewpoint, a rewrite
rule t −→ t ′ may be interpreted as a local transition rule allowing an instance of
the pattern t to evolve into the corresponding instance of the pattern t ′. In our model,
successful messages have the general form

(M from O to O’)

where M is the message body (possibly with parameters), O the source, and O’ the
destination. In broadcast messages, the destination is replaced by all which is a
constructor indicating that themessage is sent to all nodes within range. In ourmodel,
each link has a probability which reflects the link’s reliability. Therefore, the chance
of losing messages depends on that link, captured by the rule

rl (send M from O to O’)
−→ if sampleBernoli(LinkP(O,O’)) then (M from O to O’) else None fi .

letting send M from S to O’ represent messages not yet delivered, and where
LinkP(O,O’) is the probability reflecting the reliability of the link between Nodes
O and O’, and None is the empty configuration.

A complete set of Maude rules of both the centralized and the decentralized
protocol is presented in [31].

We used the dataset of iMotes devices in the Intel Research Cambridge Corporate
Laboratory [32] to evaluate the performance of the centralized and the decentralized
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models. An iMote is a small and self-contained device, which is able to communicate
with the other iMotes through radio links. This dataset represents Bluetooth sightings
of the iMotes nodes which are carried by some 16 admin staff and researchers of
Intel’s lab for six days, in January 2005. One iMote is placed at a kitchen as the
stationary node. Only the information of 9 iMotes are available, because the others
had been reset frequently. Each row of the dataset includes a pair of these iMote nodes
which meet (are within each others’ radio communication range), in addition to the
starting time and the length of this meeting. The information about the reliability of
links is not available in the dataset. So, we assigned the same value of 3/4 to all the
links between all the nodes. That is, we assume that the links are fairly reliable, which
is a reasonable assumption, otherwise the very attempt to use such a WSN should be
questioned. Note that as mentioned in Sect. 3, links may be available but not reliable
(e.g. because of environmental conditions such as foggy weather). In other words,
a message that is transmitted between two nodes which are in each others’ range,
may still be lost because of link unreliability. In the decentralized protocol, a sender
node chooses a neighbor node from its current set of neighbors. In the centralized
protocol, the path is already chosen by the processing node. If the next node in the
path is not in the neighborhood, the message will be lost.

We assume that nodes use a given transmission power to reach their neighbors (the
node’s minimum power), and also that this transmission power is two times larger
than the cost of receiving a message; broadcasting is done with the maximum power.
Using such power ratio frees our experiment from any particular radio model. In our
experiments, we assume all nodes can reach a processing node and nodes (except the
stationary one)move according to the dataset’s specification. Every node has an initial
energy budget of 1000 units. Finally, we run experiments to investigate the protocol’s
efficiency (energy-cost), effectiveness (delivery rates) and also to investigate some
of its formal properties.

6.1 Investigating the Protocol’s Efficiency

In the first experiment, each node sends one single data message to the sink. The
purpose of this experiment is to study the overhead cost of the learning phase in these
protocols, as well as the cost incurred by the nodes in the centralized approach in
updating the processing node every time they move. Figure 2 compares the average
remaining energy of all the nodes which send the data message by using centralized
and decentralized protocols after running the simulation for 3000 time ticks. The
figure shows that the decentralized protocol consumes nearly 1/3 less energy than
the centralized protocol at the end of simulation run. Since there is one message
being delivered, we claim that the process of keeping the processing node updated
is to be blamed as a non-trivial consumer of energy. One could argue that we should
have compared our protocols with another protocol, for instance the power-sensitive
AODV [33] (a modified version of AODV which finds the cheapest routing path
instead of the shortest one). We argue that we would not learn anything because the
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Fig. 2 The comparison of the average energy consumption of the centralized and the decentralized
routing protocols for one data message

power-sensitive AODV does not have a learning phase and since there is only one
message being sent, therefore the comparison of the power-sensitive AODV would
not be realistic.

We did another experiment to study the power consumption of the network when
all the nodes regularly send data messages. This experiment which studies several
data messages, includes a comparison to the power-sensitive AODV protocol. In
this experiment, each node sends 50 data messages. The data messages are sent from
different nodes to the sink node, at random times during the simulation. Figure 3 rep-
resents the average of the remaining energy of all nodes during running the decen-
tralized, the centralized and the power-sensitive AODV routing protocol models.
Again, each simulation runs for 3000 time ticks, and we assume there is no message
interference in the network. This experiment, which is more faithful to the normal
operation of a WSN, allows one to better appreciate the cost of the route requests in
the centralized protocol (in addition to the cost of maintaining the processing node
up-to-date).

For comparison with our protocols, we now add the power-sensitive AODV pro-
tocol to our experiment. In the power-sensitive AODV, we assume that the links are
not probabilistic and they always exist and the messages always reach the sink. Note
that those are rather optimistic assumptions. In the power-sensitive AODV, each time
that a node needs to send a message after it moves, it needs to request a new routing
path to the sink. This process is done by broadcasting several route request messages
through intermediary nodes. These messages are followed by route reply messages.
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Fig. 3 The comparison of the average remaining energy of nodes in the decentralized protocol, the
centralized protocol (1) and the centralized protocol (2)

This routing path discovery process is costly for the network. We assume that nodes
also use their minimum power to broadcast the messages in the power-sensitive
AODV. As before, both the centralized and the decentralized protocols spend some
time in the beginning for learning. We also investigated two scenarios for the cen-
tralized protocol. In the first scenario (denoted as “centralized protocol (1)”), we
assume, as in the previous experiment, that communicating with the processing node
is as costly as communicating with a neighbor node. The second scenario (denoted
as “centralized protocol (2)”) has similar situation as the first scenario except that
nodes use twice as much power to communicate with the processing node. While
this improves the chances that a processing node is reached, it also consumes more
energy, i.e., these scenarios investigate the power consumption of the network when
the cost of reaching the processing node increases. The results show that in the long
term the decentralized protocol consumes 45.9, 53.5 and 59.7% less power than the
first and second scenarios of the centralized protocol and the power-sensitive AODV
protocol, respectively. In addition, we note that (i) the centralized and the decentral-
ized protocols consume less energy than the power-sensitive AODVprotocol, and (ii)
the decrease in the average amount of remaining energy is relatively less pronounced
for the decentralized protocol, which is a desirable feature as well. For a better repre-
sentation of the protocols’ energy consumption characteristics, we generated graphs
which show themaximum, average andminimum amount of the energy consumed by
all the nodes in a simulation. The scenario is the same as considered in Fig. 3. These
graphs are generated for the decentralized protocol (Fig. 4), the centralized protocol
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Fig. 4 The comparison of maximum, average and minimum amount of the remaining energy of
the nodes in the decentralized protocol

Fig. 5 The comparison of maximum, average and minimum amount of the remaining energy of
the nodes in the centralized protocol (1)
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Fig. 6 The comparison of maximum, average and minimum amount of the remaining energy of
the nodes in the centralized protocol (2)

(1) (Fig. 5) and the centralized protocol (2) (Fig. 6). As expected the gap between
maximum and minimum is relatively tighter in the centralized version, suggesting
that it is more robust.

In our last experiment in this section, all nodes continue moving and sending
messages at random intervals until the first node dies, i.e., it runs out of energy. In
both the centralized and the decentralized protocols, we show the minimum amount
of energy among all nodes. Here we compare only the centralized protocol (1) and
the decentralized protocol. Figure7 shows that the first node dies in the centralized
protocol after approximately 5000 time ticks, while the most deplete node in the
decentralized protocol still has almost half of its initial energy budget. This exper-
iment suggests that the life time of the network when applying the decentralized
protocol is at least twice as long than when using the centralized protocol.

6.2 Investigating the Protocol’s Delivery Rate

While the above experiments explain the energy efficiency of the discussed routing
protocols we also need to consider their effectiveness, i.e., what are their actual
delivery rates. After all a highly efficient protocol that does not lead to a good
delivery rate is of very little practical use.
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Fig. 7 The comparison of minimum remaining energy of nodes in the decentralized and the cen-
tralized protocol

Considering the successful message transmission rate as the metric of interest,
the centralized protocol, as expected, is more effective than the decentralized. On
average, the successful message transmission rate of the centralized protocol is
87.1%, while it is 83.6% for the decentralized protocol. According to the average
power consumption in Fig. 3, the decentralized protocol uses nearly 50% less power
than the centralized protocol at the cost of being merely about 4% less effective.
We believe this is quite acceptable trade-off. Furthermore, we note that even though
the decentralized protocol made wrong decisions in a few cases, in other cases the
centralized approach was not able to deliver its message due to unreachability of the
processing nodes. That is, the decentralized protocol revealed itself as a very good
alternative to the centralized one, as well to the power-sensitive AODV protocol.

6.3 Investigating the Formal Properties of the Protocol

In addition to the quantitative analysis of the performance of the discussed routing
protocols,we took the advantage of the formalmodelingmethods to prove the validity
of the model, according to a correctness property. The correctness of the routing
protocols is formalized as a Linear Temporal Logic (LTL) formula

�(MSG(m, s, d) ⇒ MPP(m, s, d))
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The predicate MSG(m, s, d) is true if a data message m is sent from node s to
node d. The predicate MPP(m, s, d) is true if the chosen routing path for m is the
most probable path between nodes s and d. Note that this formula does not guarantee
the delivery of messages (due to the unreliability of links). This formula means that
in all states of the system, the most probable paths (based on the information up to
the current time) are chosen for messages. MPP is defined separately for the two
versions of protocol. The centralized protocol uses available global information and
the decentralized one uses available local information to calculate the value of MPP.
The Maude environment has a search tool that searches for failures (the negation of
the correctness property) through all possible behaviors of the model. We used this
tool to search all the reachable states of the system to find out if the most probable
path is always chosen. For this experiment, nodes only send one message to have a
limited search state space. The search tool did not find any violation of the property,
meaning that the expected routing path is chosen in all the reachable traces of the
model’s run, thus asserting the correctness of the learning-based routing protocol.

7 Conclusion

In this chapter, we have proposed a model for learning-based protocols. We have
integrated the rules required for learning the observables with a probabilistic model
of WSNs. The model includes the concept of a fact-base, which consists of the
scheduled actions that happen in certain orders. We have defined a routing protocol
which includes the Bayesian learning method to predict the best routing path. This
protocol has centralized and decentralized versions. We have used Maude to model
the routing protocol and to formalize theBayesian learningmethod. Besides applying
Maude facilities to analyze themodel, we providedmore realistic analysis by feeding
the model by a real dataset andmanaging quantitative data analysis. The results show
a trade-off between two versions of the protocol. The centralized one is slightly more
effective (higher delivery rate), while the decentralized one is much more efficient.
Both versions of the protocol outperform the PS-AODVprotocol in term of efficiency
and are also more robust, especially the decentralized one. We have qualitatively
analyzed the protocol and proved that the protocol satisfies its correctness property.

In future work, we are going to refine the protocol by capturing more detailed
patterns from the node movements, e.g. temporal patterns. We also plan to perform
probabilistic reasoning of the model via statistical model checking.
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