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Abstract 

The rapid digitizing of society has led to a high demand for information security expertise. 

Managing information security has become increasingly challenging as information systems 

are growing bigger and more complex. Many systems have implemented open source 

components in their software. Other projects have gone even further by using open source 

software as main basis for their product and only build smaller extensions to make it fit to 

their needs. This can make security management more complicated, because the software’s 

security is depending on the security of the open source platform vendor, intermediate 

vendor, and system owner. Different information security best practices describe how 

information security should be treated in a development process. But at the same time, 

security reports state that the number of vulnerabilities in open source software is increasing. 

The security practices have been criticized for their limited applicability in open source 

projects. The development process of an open source extension faces different challenges 

and benefits related to security than traditional proprietary software. But there has not been 

performed much research on the topic. Through a case study following the development 

process of an open source extension, this research project seeks to explore security aspects 

around open source extensions. The thesis tries to answer the research question: What are 

the security-related benefits and challenges when developing an open source extension for 

antimicrobial resistance (AMR) surveillance in India? To answer this, a case study has been 

completed. I have spent one year participating in a development process of an open source 

extension. The extension was developed by an IT company in Delhi, India, and the software 

being extended was the open source health platform District Health Information System 2 

(DHIS2). The data was collected through observations, interviews, document analysis, 

seminars and software analysis. The learnings from this thesis contributes to insight about 

security in the DHIS2 community and the users of their software. The case is also relevant for 

others implementing AMR surveillance systems. The thesis attempts to contribute with 

theoretical knowledge in the field of security in open source extensions and health 

information systems.  
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1. Introduction 

1.1. The Bigger Problem 

The introduction of the internet brought more possibilities than anyone could imagine at the 

time. More and more parts of life are happening online. New ways of using data are being 

invented all the time, and data has become a valuable and popular resource. The health sector 

has also benefited from digitizing. Electronic patient journals have made it easier for clinicians 

to get the documents they need fast and easy, communication between hospital departments 

and patients requires less effort and electronic surveillance of epidemics makes it possible for 

decisions makers to get information fast.  

 

But moving systems online is not all good news. With increased digitizing comes new 

challenges like privacy management and data security. Physical locks on the archive doors are 

no longer enough. Criminals have also been given more opportunities by the internet. Stealing 

data and selling it on the dark web, or spreading ransomware are examples of how criminals 

can make money from data. According to a 2019 report by the American cyber security 

company Carbon Black, a stolen health care card can be bought on the dark web for around 

USD 60 (McElroy and Kellermann 2019). Data breach is not just bad news for the patient 

whose information is stolen, but it is also expensive for the company who is victim of it. 

According to a report by the Ponemon Institute the global average total cost of a data breach 

was USD 3.92 millions in 2019 (IBM Security and Ponemon Institute 2019). The industry with 

the highest average cost was the healthcare industry.  

 

There are, unfortunately, endless examples of data breaches in the health sector. In February 

2019, 6.8 million health records containing patient information, personal identifiable 

information, doctor information and credentials was stolen from an India-based healthcare 

website (FireEye 2019). In January 2019 confidential information about more than 14 000 HIV 

positive citizens in Singapore was stolen and leaked (“Singapore Ministry of Health News 

Highlights” 2019). According to the 2019 Data Breach Investigation Report by Verizon, 15 

percent of data breach victims are healthcare organizations (Verizon 2019). 
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Open source software permits anyone to modify and extend the software. This leads to great 

possibilities and enables innovation. But maintaining security can be particularly complicated 

in open source extensions, because open source communities are complex organizations. The 

person or group managing the extension need to navigate between being a customer of the 

open source software and a vendor of the extension. Depending on someone else’s software 

product is common, but it makes security management more complicated. Vulnerabilities in 

open source software can have big consequences, because it is often implemented in other 

software products.  

 

1.2. The Particular Problem in This Project 

This research project explores a case where open source software is implemented and 

extended by an independent party. The intersection between the open source project and 

the group extending it reveals many interesting aspects related to security. I have followed 

the development process of an extension of the open source platform District Health 

Information System 2 (DHIS2), which is the biggest open source health information system in 

the world. The functionality of DHIS2 covers reporting, analyzing and dissemination of health 

data. The platform core is maintained and supported by a team located at the University of 

Oslo. The extension is being developed by an IT company in Delhi, India. 

 

The purpose of the extension is to perform surveillance of antimicrobial resistance (AMR). 

AMR is a global problem leading to antibiotics becoming ineffective. Data is a prerequisite to 

make the right decisions in the battle against AMR. Today there is a lack of data on AMR in 

large parts of the world. Existing AMR surveillance systems have limitations in functionality, 

and it is hard to analyze data from the different systems together. A flexible AMR surveillance 

system that supports both direct data entry, as well as importing and aggregating data from 

other systems can be a big step in the right direction. Because the system is an extension of 

an open source platform, the extension itself will also be open source. The hope is that this 

system will be implemented in many countries and contribute towards a rich global database 

of aggregated AMR data. But if the system is going to be a success it will need a high level of 

security. It needs to prevent data loss and assure data integrity and confidentiality. The 
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system takes lab results as input and can be used to monitor how AMR develops. The dataset 

includes patient data, and the data aggregate is valuable. Security therefore needs to be taken 

seriously. I found it interesting to look at the development process and the context around 

the AMR surveillance system, as these factors affect the system.  

 

Since the surveillance system is an extension to an open source platform, I wanted to explore 

how this might affect the security. What are the benefits and challenges of developing the 

AMR surveillance system as an open source extension? I was also curious whether the country 

of development could affect the security in any way. If it did, then this would be useful 

knowledge for later implementations in other countries.  

 

1.3. Relevance 

It has become common to implement open source software components when developing 

software, and the use of open source code is accelerating (Snyk 2019). By using open source 

components projects can save time, because they don’t have to implement everything from 

scratch themselves. Some projects rely mainly on open source software, and just develop 

smaller extensions in order to adapt it for their needs. In these cases, the open source project 

will provide maintenance for most of the software, while the implementor only needs to 

maintain the extension themselves.  

 

While open source software has led to new opportunities in software innovation, 

vulnerabilities are also increasing. There has been an 88% growth in application vulnerabilities 

in the last two years, and node package manager (npm) vulnerabilities grew by 47% in 2018 

(Snyk 2019). According to open source security platform WhiteSource the number of reported 

open source vulnerabilities increased by almost 50% in 2019 (WhiteSource 2020). 

Implementing open source software in a secure way requires the right skills, and the security 

of extensions needs to be managed properly to avoid creating vulnerable attack surfaces.  

 

Security related to open source is a frequently discussed topic. During the work on this thesis 

open source security became part of the public debate in Norway. The reason for this was 

that the Norwegian Institute of Public Health (FHI) launched a mobile app to monitor and 
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prevent the spreading of the infectious coronavirus. The application was monitoring the users’ 

movements, and it would warn the user if they had been close to an infected person for more 

than 15 minutes. FHI decided not to publish the source code for the application. Their 

arguments for this was that publishing the code would lead to an increased risk for data 

breach (Simula Research Laboratory 2020). Others criticized FHI for the closed source decision 

and said that openness was crucial when making a central database about citizens’ 

movements (Indregard 2020). 

 

1.4. Literature Gap 

Statistics on vulnerabilities in open source projects are easy to find. Because the code is public, 

anyone can investigate it and publish their findings. Cybersecurity platform Snyk scanned 

millions of GitHub repositories when doing research for their report “The State of Open 

Source Security 2019”. From these statistics we can see that there is an increasing number of 

vulnerabilities in open source software (Snyk 2019). But there is less literature to be found 

about the reasons behind this.  

 

There exist a lot of helpful literature describing best practices for information security 

management. ISO 27000 series and Microsoft Secure Development Lifecycle are good 

examples of this. But these best practices most often focus on proprietary software 

development, and have been criticized for their limited validity and application for the context 

of open source software (Wen 2017). There is a need for more research with a socio-technical 

perspective on open source security.  

 

There are few real-world cases to learn from in the field of information security. The reason 

behind this might be that details about security management are traditionally keep secret. 

Companies also tend to keep their experiences from security incidents hidden from the public. 

They might be worried about damaging their reputation. As a result, the researchers might 

struggle to get access to the field. 

 

The case in this research project can be seen as an example of independent software vendors 

implementing or extending open source software. There are few contributions in the security 
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research community describing this situation. But the tech industry shows interest for the 

issue. For example, in 2019 GitHub launched a new initiative called GitHub Security Lab 

focusing on security in open source software that others rely on (“GitHub Security Lab” n.d.). 

One of their goals is to build a community of security researchers. The project is supported 

by many giants in the tech world, for example Microsoft and Intel.  

 

1.5. Research Question 

The research question for this thesis is: 

What are the security-related benefits and challenges when developing an open source 

extension for antimicrobial resistance (AMR) surveillance in India? 

 

The research considers the case from a socio-technical perspective and is open for the fact 

that the environment around the software such as human, organizational and national factors 

can impact the security. There are many actors involved in the project, and the research is 

open to explore benefits and challenges from the different perspectives. Still, the main focus 

is on aspects that affect the security level of the AMR surveillance system in either a positive 

or a negative way. The term “open source extension” refers to an implementation where the 

open source platform is being used in the form that is distributed from the core team, and 

new applications are being connected to it via for example an application programming 

interface (API). These applications are being referred to as “the extension” in this thesis. Open 

source extensions rely heavily on open source code from the platform they extend, and the 

extension itself might be open source. Because of this, it is relevant to explore security aspects 

related to open source code. At the same time, the security management of the extension 

needs to be considered. The type of data collected by a system affects the security 

requirements and might be regulated by law. Understanding the data the system collects and 

how it can be interpreted is therefore also relevant.  

 

To address this research question, I have performed a case study where I have followed the 

development process of the AMR surveillance system for one year (Jan-Dec 2019). The system 

is being developed by an IT company in Delhi, India. For anonymization purposes I have 

chosen to call them Alpha Consulting in this thesis. I have spent more than fourteen weeks in 
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India participating in the project and collecting data. As tool for analyzing the findings I have 

chosen recognized security frameworks such as Open Web Application Security Project 

(OWASP) and Microsoft Secure Development Lifecycle (SDL). 

 

1.6. Contributions 

1.6.1. Practical 

The AMR surveillance system case can be used as learning by others who are managing 

security in the implementation of information systems, for instance in the health sector. Since 

AMR is a growing problem, we can expect several new AMR surveillance systems in the years 

to come. It is also natural to expect these systems to be implemented in developing countries, 

as many of these currently do not have systems for AMR data collection at all. The case is also 

relevant for other types of information systems that include personal data or big datasets. 

Non-profit projects like the AMR surveillance system need good security management just as 

much as commercial projects with a lot of money to spend. A master’s thesis can thus be a 

useful contribution in a project like this.  

 

The literature about DHIS2 has a big gap when it comes to information security. This thesis is 

a contribution to security in the development process of the DHIS2 community, as well as in 

other open source communities.  

 

1.6.2. Theoretical 

The health industry is generating more and more electronic health data each year. It is 

therefore reasonable to expect that the number of information security incidents in this 

industry will keep growing. To prepare for further digitizing, there is a call for more knowledge 

on how to build systems that are robust enough now and in the future.  

 

It is hard to find literature on how to manage security in open source extensions and projects 

with multiple vendors, and we need more knowledge on the topic. This research project 

attempts to contribute to this.  
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The inter-cultural collaboration that is described in this thesis is not untypical for open source 

communities or extensions. During my time at the AMR project our team was stationed in 

three different countries. Although it can be argued that the combination of different cultures 

can add disturbance to the research case, this is how reality often looks like.  
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2. Related Literature 

This chapter provides an overview of literature that is relevant to this research project. There 

are different areas of literature that are interesting. The chapter begins with literature on 

security, and on how security should be treated in a development process. After that, it goes 

on to present literature on security around open source code. Open source security is relevant 

because this research project investigates an open source extension, and all the source code 

is being published. The are many actors involved in the AMR project, and distribution of 

responsibilities are not straightforward. I have therefore included a section on security 

responsibility at the end of the chapter.  

  

2.1. Fundamental Principles of Security 

When discussing security, it is useful to outline its core goals. These goals are usually 

described through the three main principles of security: Confidentiality, integrity and 

availability (Harris 2013). 

- Confidentiality is perhaps the most popularly discussed property of information 

security. It focuses on preventing unauthorized data disclosure. Encryption and access 

control are measures to achieve confidentiality. With access control comes 

classification of data and user privilege levels: Who has the right to see what 

information (Harris 2013). 

- Integrity is about reliability of information. Unauthorized data modification needs to 

be prevented for the users to trust the information in the system. Access control and 

intrusion detection are security controls protecting integrity (Harris 2013). Because 

human error can damage data integrity, input validation is important. Strict input 

validation can help the user notice mistakes (Dobran 2019). 

- Availability considers reliability and access to resources in the system. It is hard to 

manage availability because it depends on many aspects that can go wrong around 

the software itself, such as the network, DNS servers and routers. When a high level 

of availability is required it is even necessary to consider the possibility of power 

outlets, fire, flood etc. (Harris 2013). 
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2.2. How Do We Measure Security? 

There is no one universal measure for security accepted in all security research. Information 

security research can focus on strict technical phenomena, it can consider psychology and 

human sciences, or it can be a combination. Considering this, it makes sense that not one 

universal measuring unit can work for all information security research. Some researchers 

express that there is a shortage on rigorous analyses on open source security (Witten, 

Landwehr, and Caloyannides 2001). Still, many suggestions have been made for how we can 

analyze and measure open source security. A presentation of some of these follows in the 

next sections.  

 

Security vulnerabilities are discovered all the time, both in open and in closed source systems. 

When a vulnerability is discovered, it is important not to announce the vulnerability to the 

public before a patch has been made and released. If a vulnerability is known to the public, 

then it is also known to the attackers. The period after the attackers gets to know about a 

vulnerability, and before it is fixed, is considered the most critical period for a system. 

Therefore, the length of this time period is used by some researchers as a security measure. 

But this kind of data is rare to come across (Witten, Landwehr, and Caloyannides 2001). 

SecurityPortal used this metric to compare one open source operating system Red Hat Linux 

to two closed source operating systems: Sun and Microsoft (Reavis 2000, cited in Witten, 

Landwehr, and Caloyannides 2001). SecurityPortal found that Red Hat Linux had an average 

of 11.2 days from a vulnerability was exposed to it was fixed. Microsoft had an average of 

16.1 days. Sun had an average of as much as 90 days. It should be noted that SecurityPortal 

had very little data to base the Sun average number on. Perhaps even too little to generate 

representative statistics. We can however see that the open source system was more efficient 

in fixing vulnerabilities than the closed source system. In addition to that, the study found 

that Red Hat users even contributed with patches much faster, but Red Hat took many days 

before they managed to distribute them. If Red Hat had distributed the patches the same day 

as they were made, they could have cut their average time in half.  
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Some researchers use risk as a measure for security (Hoepman and Jacobs 2007). Risk is 

defined as the product of the likelihood of an attack against a system and the potential 

damage: Likelihood * Impact. Another method is to evaluate security by the exposure of a 

system (Hoepman and Jacobs 2007). To assess exposure, one can for example count the 

number of vulnerabilities, or the number of vulnerabilities known to the attackers. When 

evaluating exposure, impact is ignored, but it considers how easy the vulnerabilities are to 

exploit and whether the system is a popular target. Another way to measure security is to 

consider number of vulnerabilities in combination with their severity (Hoepman and Jacobs 

2007). 

 

2.3. How Should Security Be Treated in the Development 

Process? 

There are many different frameworks describing how to best implement security into a 

development process. Many of them agree on the main points, but they have different 

suggestions and resources for how to implement security. A presentation of some of the most 

recognized best practices follows: 

 

2.3.1. OWASP SAMM 

(“OWASP SAMM Version 2 - Public Release” n.d.) 

The Open Web Application Security Project (OWASP) has a self-assessment model for 

analyzing and improving software security. This project is called Software Assurance Maturity 

Model (SAMM). The model covers activities throughout the complete software development 

life cycle. SAMM has defined different security maturity levels for different practices. It also 

suggests actions to take in order to reach the next level. The project does not depend on a 

specific technology, process or organization type. SAMM version 2 was released in January 

2020. 

 

A part of SAMM is the education and guidance practice. The practice describes three maturity 

levels for this, as well as suggestions to how this level can be reached. 
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The quality criteria for training suggest that training should include concepts such as: Least 

privilege, defense-in-depth and fail secure. The training should be repeatable, and available 

to anyone involved with software development, and it should be required during the on-

boarding process of new employees.  

 

Another practice is the security requirements. It suggests that security should be considered 

during the software requirements process. To reach a higher level of maturity within this topic, 

the practice describe that the software development team should define high-level security 

objectives and map these to the functional requirements. In addition to this, the developers 

should utilize security requirements. In general, a requirements framework is recommended.  

 

2.3.2. Microsoft SDL 

(“Microsoft Security Development Lifecycle” n.d.) 

Security Development Lifecycle (SDL) by Microsoft is a framework that provides guidance for 

companies to integrate security into their development lifecycle. It acknowledges that 

companies have different needs, and the framework is therefore flexible so that it can be 

adapted for the individual companies.  

 

To make a software project compliant with the Microsoft SDL, there are twelve mandatory 

activities that need to be performed: 

Provide training 

Define security requirements 

Define metrics and compliance reporting 

Perform threat modeling 

Establish design requirements 

Define and use cryptography standards 

Manage the security risk of using third-party components 

Use approved tools 

Perform static analysis security testing 

Perform dynamic analysis security testing 
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Perform penetration testing 

Establish a standard incident response process 

 

On the top of this list is security training. According to the framework, proper security training 

should include secure design, threat modeling, secure coding, security testing, and privacy. 

Regarding requirements, the SDL practice suggests early definition of security requirements. 

This can help integrate security and privacy in a way that to the least extent interrupts or 

delays the development process. 

 

2.3.3. Git Security Management 

Open source security and license compliance management platform WhiteSource has 

identified the top five Git security mistakes (Johnson 2019). These are:  

1) Hardcoding sensitive data 

2) Ignoring .gitignore 

3) Using unsigned commits 

4) Poor access control 

5) Not patching 

 

Cybersecurity platform Snyk has made a recommendation for Git best practices (Maple and 

Preston-Werner 2018). Among these recommendations are: 

- Remove Sensitive data in your files and GitHub history. The first step is to change 

passwords that were public. It is also necessary to remove the information from the 

GitHub history. 

- Add a SECURITY.md file. This is similar to the more common README.md. The 

SECURITY.md file should describe security information that is useful for users and 

maintainers to know. Ideally this file should contain information about: 

o Disclosure policy: If someone finds a vulnerability in the code, who should they 

contact, and how? 

o Security update policy: How will the users of the software receive information 

about bugs, vulnerabilities and updates of the software? For example: Is there 

a secure mailing list that they should subscribe to? 
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o Security related configuration: Suggested settings for a secure setup. 

o Known security gaps and future enhancements: What security controls are not 

yet in place? But note that this information should not serve as a manual for 

hackers. 

 

In 2019 GitHub launched a new initiative called GitHub Security Lab (“GitHub Security Lab” 

n.d.). The goal of the lab is to inspire the community around GitHub to improve security in 

open source software. Their activities include tracking down vulnerabilities, building security 

tools and supporting the establishment of a security research network. On their website they 

provide multiple resources such as Git and security tutorials. There are several businesses 

supporting the initiative, including Google, Microsoft and Tencent.  

 

2.3.4. OWASP Cheat Sheets 

OWASP has a number of cheat sheets with recommendations for different topics related to 

application security. One of these is the Input Validation Cheat Sheet that describes how data 

validation should be performed (“Input Validation · OWASP Cheat Sheet Series” n.d.). The 

cheat sheet is quite detailed and can be used as a checklist. Some of the recommended 

security checks are:  

- Minimum and maximum value range check for numerical parameters and dates. 

- Minimum and maximum length check for strings. 

OWASP also provides a repository for common regular expressions that can be used for input 

checks (“OWASP Validation Regex Repository” n.d.). Another cheat sheet they provide is the 

File Upload Cheat Sheet. (“File Upload · OWASP Cheat Sheet Series” n.d.) Among suggested 

checks here are:  

- File type validation: Watch out for double file extension.  

- File size limit. 

- File name sanitization.  

 

2.3.5. ISO/IEC 27000 Series 

(“ISO - ISO/IEC 27001 — Information Security Management” n.d.) 



 14 

This is a series of information security management standards published by the International 

Organization for Standardization (ISO) and the International Electrotechnical Commission 

(IEC). The standards are applicable for companies of all types and sizes. They are wide-ranging, 

covering topics from risk management to network security.  

 

2.3.6. Critique to the Security Standards 

When discussing security frameworks, it is suitable to keep a socio-technical perspective. This 

perspective combines technical and social considerations and is needed to assure effective 

implementations of security measures. Because the socio-technical perspective has not 

received enough attention in the open source security field, existing frameworks might have 

limitations in supporting open source development. Future research should take this into 

consideration (Wen 2017). 

 

2.4. Open Source Licenses 

Open source software is any software product that holds an open source license. There are 

different types of open source licenses, but they have in common that they comply with the 

open source definition. One of the most recognized definitions of open source is the one from 

the Open Source Initiative (“The Open Source Definition | Open Source Initiative” n.d.) . In 

their definition, the software must meet a set of 10 criteria to be called open source:  

1. Free redistribution of the software 

2. Allowed distribution of source code as well as compiled form 

3. Derived works must follow the same terms as the license of the original software 

4. Integrity of the author’s source code  

5. No discrimination against persons or groups 

6. No discrimination against fields of endeavor 

7. The rights attached to the program must apply to all to whom the program is 

redistributed without the need for execution of additional license 

8. License must not be specific to a product 

9. License must not restrict other software 

10. License must be technology-neutral 
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2.5. Pros and Cons of Open Source Software 

Arguments for choosing an open source product are many. Open source products are not 

dependent on one single vendor, but instead have an entire community that maintains and 

develops the product. In proprietary software, if the vendor goes out of business, or decides 

to stop maintaining the software, the customer has no choice but to buy a different product 

(Poortvliet 2017). 

 

Open source code enables customers and users to inspect the code from a security 

perspective, looking for security vulnerabilities. Large open source communities mean more 

eyes that can look for bugs. Some vendors also hand out financial rewards to those who can 

find new security flaws in their products (Poortvliet 2017). 

 

Customers have a much stronger voice in open source communities. There is not just one 

design team focusing on one set of requirements, as in many proprietary software projects. 

An open source product can easier develop in a wider way, meeting a larger set of use cases 

by the design and implementation effort from users in the community (Poortvliet 2017). 

 

Vendors of proprietary software hold the entire responsibility for providing support for their 

users. It is challenging to meet the customer’s needs, and many vendors charge extra for 

better support. Since an open source software has communities around them, the vendor is 

not the only channel where the customer can get support. A variety of support channels 

means that there is a higher chance for the customer of finding suitable support (Poortvliet 

2017). On the other side, when a company wants software as a service, it might be easier to 

have a single communication channel to the software vendor, and this is why many customers 

see the support aspect as a downside when they evaluate open source as an alternative.  

 

“Given enough eyeballs, all bugs are shallow” – Linus’s Law. Eric Raymond formulated this law 

in his essay The Cathedral and the Bazaar, which later became a book (Raymond 1999). The 

law is named after Linux founder Linus Torvalds, one of the pioneers in the open source 

community. The law describes one of the most central aspects when we are talking about 
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security and open source code. Published source code gives both advantages to defenders 

and attackers of a system. But while attackers only need to find one vulnerability, the 

defenders need to find all of them. With a large amount of developers, there are more 

chances to identify bugs faster. 

 

A common critique against open source software is that it is often less user-friendly than 

proprietary software. The reason might be because developers have such a strong influence 

on the products. Because they are a user group with a high level of technical skills, the 

products might forget the novice users. Linux is an example of this. Operating systems based 

on Linux are known to be technically good, but they do not provide much innovation when it 

comes to graphic user interfaces, which is important for novice users (Rubens 2014). 

 

2.6. How Does Published Source Code Impact Security? 

Open source code allows independent users to perform security audits, and to patch their 

own code. In closed source systems, the users must wait for the vendor to release patches. 

Some researchers argue that closed source is hurting the defender more than the attacker, 

because the attacker is still able to discover and exploit the systems vulnerabilities, while the 

defender does not have the opportunity to make patches (Hoepman and Jacobs 2007). 

 

Open source code allows independent users to perform their own security and privacy 

assessment of the system. Closed source code takes away this ability from the user. Closed 

source forces consumers to trust the code without having the ability to inspect it (Witten, 

Landwehr, and Caloyannides 2001; Hoepman and Jacobs 2007). Some researchers point out 

that it helps if at least the design of the system is available for inspection (Hoepman and 

Jacobs 2007). Another way closed source can gain trust from their users without publishing 

source code is to allow an independent party to make an evaluation of the code. However, 

this is rarely done (Hoepman and Jacobs 2007). 

 

Some researchers believe that open source code will lead to a higher quality of code, because 

poor quality will be discovered easily (Hoepman and Jacobs 2007). Sometimes, users have 

such high requirements for security that they want to add extra security on top of the default 
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software. This is possible with open source. For example, it is possible to remove unneeded 

parts of the software, which reduces complexity and thereby increases security. Many tools 

are also available, for example for generic runtime checks (Hoepman and Jacobs 2007). 

 

A security principle often referred to by information security researchers is Kerckhoffs 

principle. It says that a system should be secure even if everything about the system, except 

the key, is publicly known (Hoepman and Jacobs 2007). In the field of cryptography, openness 

of algorithm design and source code is considered a requirement for the trustworthiness of 

encryption algorithms (Hansen, Köhntopp, and Pfitzmann 2002). 

 

It is challenging to keep source code closed for a long time. Closed source code is spread 

online all the time (Hoepman and Jacobs 2007). To keep the code closed, the vendor is reliant 

on legislation and law enforcement to protect their content (Witten, Landwehr, and 

Caloyannides 2001). Many researchers are of the opinion that security by obscurity does not 

work in practice. There are examples where source code intended to be closed has been 

disclosed (Hansen, Köhntopp, and Pfitzmann 2002). Also, there are many cases where security 

vulnerabilities have been discovered without access to the source code. Attackers can find 

the vulnerabilities by reverse engineering, by planned attacks, or by accident (Hansen, 

Köhntopp, and Pfitzmann 2002). Many tools are available for attackers to find vulnerabilities 

fast without access to source code. Every day new vulnerabilities in closed source systems are 

being announced online (Hoepman and Jacobs 2007). 

 

Most of the time, keeping source code closed is not a security choice, but a rather a 

commercial choice. After a commercial product has been in the market for a while, the 

producer needs to release new features and versions to sell more software. Selling security 

updates is generally hard, because it is often “invisible” to the users (Witten, Landwehr, and 

Caloyannides 2001). 

 

Open privacy can be seen as a counterparty to the principle of security by obscurity (Hansen, 

Köhntopp, and Pfitzmann 2002). Open source provides transparency for the users. In principle, 

anyone can inspect the code to see what it actually does (Hansen, Köhntopp, and Pfitzmann 

2002). For closed source systems, the users can easily find out what the system does. But it is 
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hard to find out what the systems is not doing. Privacy requirements are usually about what 

the system should not do. Do not expose the information. Do not reveal the user’s identity. 

Do not save this information. Some researchers say that transparency is a prerequisite for 

privacy. It is necessary for the users to know who knows what about them (Hansen, Köhntopp, 

and Pfitzmann 2002). 

 

Open source code makes it possible for anyone to review the code. It allows for multiple 

security teams to evaluate the security level, in contrast to proprietary software where the 

user has to rely on one party (Hoepman and Jacobs 2007). Openness in the software 

development process can lead to products with a high level of security, but it does not come 

for free. It requires diligence (Hansen, Köhntopp, and Pfitzmann 2002). Many researchers 

mention that there is no guarantee that security experts will actually take their time to review 

open source code or improve it (Hansen, Köhntopp, and Pfitzmann 2002; Hoepman and 

Jacobs 2007; Witten, Landwehr, and Caloyannides 2001). Putting too much faith into the 

security advantages of open source code can lead to a false sense of security (Viega 2000). 

 

The security research community has identified several other security challenges in open 

source projects. Some of these are that:  

- Open source code allows for quick security patching by the help of open source 

contributors. But by allowing independent developers to contribute with quick 

patches and features, it also means that there is a risk of new bugs being introduced 

through the contributions. To avoid this, some researchers suggest that the fixes 

should be well tested before they are deployed (Hansen, Köhntopp, and Pfitzmann 

2002). 

- While we accept and expect the openness of encryption algorithms, the code of these 

are less complex than for example the code of an entire operating system. Because of 

the complexity, such code will almost always contain some sort of vulnerabilities 

(Witten, Landwehr, and Caloyannides 2001). 

- Since an attacker only needs to find one vulnerability, while the defender needs to 

find all of them, there is an uneven battle. If the source code is closed, then it will be 

harder for attackers to find the information they need to successfully attack the 

system (Hoepman and Jacobs 2007). 
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2.7. Who is Responsible for Security? 

A benefit with open source development is that it allows the users to participate. But 

contributing to security often requires security and/or programming skills. However, it is still 

not impossible for other users than developers and security experts to contribute to security. 

One of the ways open source communities can facilitate this is to educate their community 

(Hansen, Köhntopp, and Pfitzmann 2002). 

  

A challenge in open source communities is the attitude “it’s not my responsibility” (Wen, 

Kianpour, and Kowalski 2019). Because the open source communities are complex 

organizations, it is hard to know who is really responsible for anything. Since there are so 

many contributors, it is easy to think that “someone else will probably do it”. Developers tend 

to make a bigger effort on security if it is a part of the daily work tasks, and if they don’t expect 

someone else to do it. If developers are going to take responsibility for security, then they 

need to know that they are being held responsible for it. If not, then they would rather spend 

their time on tasks that they are responsible for. It is not that developers do not want to write 

secure code, it is just that they have other personal priorities, for example creating new 

features. In general, contributors need incentives to focus on security (Wen, Kianpour, and 

Kowalski 2019). 
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3. Research Methodology 

In this chapter I will describe how the research was performed. The goal of the research was 

to answer the research question:  

What are the security-related benefits and challenges when developing an open source 

extension for antimicrobial resistance (AMR) surveillance in India? 

 

3.1. Research Basis 

This research is a master’s thesis contribution to Health Information Systems Programme 

(HISP). It is part of the master’s Program in Informatics: Programming and System 

Architecture at the University of Oslo. HISP is a global movement that started in the 1990s. 

Their objective is to help developing countries strengthen their management and delivery of 

health services. They focus on building local competence on health management information 

systems. Their software platform, District Health Information System 2 (DHIS2), has grown to 

become the biggest health information system in the world. It is free and open source, which 

is important since it is mainly used in developing countries. It provides the opportunity to 

develop extensions and adapt it for local needs. DHIS2 supports collection, validation, 

aggregation and presentation of data. The ultimate goal of DHIS2 is to promote better health 

by providing the information to make the right decisions. The HISP core team is located at the 

University of Oslo. The Oslo team is collaborating with a large number of HISP groups located 

around the world to promote DHIS2. The IT company followed in this case study is one of 

these groups. I have anonymized their name in this thesis and will instead use the name Alpha 

Consulting. 

 

The case in this research project is the development process for a DHIS2-based antimicrobial 

resistance (AMR) surveillance system. The project was initiated by Alpha Consulting in 2019. 

Alpha Consulting is located in Delhi, India. They consist of a team of around forty people. Their 

activities go beyond Indian borders and among the countries they have worked in are Nepal, 

Bangladesh, Bhutan, Sri Lanka, Indonesia and Tajikistan. An early collaboration partner in the 

AMR project was a research organization that I have chosen to call Lambda Research 
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Laboratories for anonymization purposes. They had previously developed their own 

surveillance system for AMR data in India and were looking for opportunities to further 

develop their system. They became interested in moving their system over to the DHIS2 

platform. I joined the project in December 2019.  

 

To supplement the work on the master’s thesis itself, I completed university courses to help 

prepare me for the field research and thesis writing. These were courses about health 

management information systems, research methods, security by design, and open source 

development in DHIS2.  

 

3.2. Information Security Research Perspective 

Information security research is an umbrella concept that comprises many research types. It 

ranges from pure technical fields like mathematics and engineering, to social sciences such as 

management and psychology. There are many perspectives from which we can contemplate 

information security. Some researchers focus on specific technological phenomena, like the 

assessment of a single encryption algorithm. Other research projects seek to understand the 

perception of privacy. These different approaches complement each other and are all 

contributing to important knowledge about information security. This thesis focuses on 

information security from a holistic process-oriented perspective. It combines technical and 

organizational factors and it acknowledges the context to be relevant to the security aspect. 

My focus has been on the development process, and I have concentrated on how different 

activities affect the security level of the software being developed. 

 

3.3. Research Approach 

It was natural to choose a qualitative approach for this study, because the research question 

is of the exploratory kind. To be able to answer the research question it was necessary to 

investigate the phenomena with an open mind. Qualitative research has the ability to evoke 

responses that are unanticipated by the researcher and is therefore well-suited to identify 

new problems. The research was seeking to identify both benefits and challenges that were 
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potentially not discovered through previous research. It was not apparent from the beginning 

what I specifically was looking for. Although other researchers have written about similar 

topics earlier, I did not want to limit the possible findings to be based on this. I wanted to be 

open for the possibilities to find strengths and weaknesses in the development of open source 

extensions that had not been identified earlier.  

 

Another reason why this research approach was chosen, is the flexibility of qualitative 

research. Throughout the research, it is possible to adapt the research design according the 

learnings. If an unexpected focus area becomes increasingly interesting while the research is 

going on, the researcher can go ahead and explore it.  

 

3.4. Research Paradigm 

This research perceives knowledge through the interpretive paradigm. Interpretivism 

assumes that knowledge depends on social constructions. An interpretivist researcher cannot 

observe a phenomenon in isolation but needs to see it through the meaning that people 

assign to it (Myers 1997). The paradigm is gaining popularity in the research field of 

information systems. In the time period 1993-2003, around 17% of research publications in 

information systems were interpretive (Mingers 2003). Interpretivist research in information 

systems considers not only the system itself but tries to produce an understanding of how the 

system interacts with its context (Walsham 1993, cited by Myers 1997). This perspective suits 

well with this research project, as it considers the context around the AMR surveillance 

system and how it may influence the system’s security. 

 

Information security is context dependent. The assessment of how much risk can be accepted 

varies with data type, data size, implementation site, users, etc. Considering this, 

interpretivism is a suitable paradigm for information security research.  

 

Another reason why interpretivism is suitable for this research project is that it incorporates 

the assumption that every person’s opinion, or bias, is affected by their background and 

knowledge. This leads us to view things in a certain way (Walsham 2006). This is a useful 

aspect to keep in mind when doing research in a different culture. I am a Norwegian doing 
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my research in India, and it is important to acknowledge that Norwegian and Indian values 

may differ, and this might affect the way we perceive i.e. risk or privacy. There is no such thing 

as perfect security. For every information system implementation, the accepted level of risk 

must be decided. Behind such a decision lies personal, professional and cultural perceptions  

 

3.5. Case Study 

Because of the wide span of topics in information security research, the field has no typical 

standardized research methodology (van Niekerk and von Solms 2010). The choice of 

methodology for this research project is the case study.  

 

Information security is a challenging field of research. It is intrusive, and it is not easy for an 

outside researcher to gain access to data about security in an organization. Kotulic and Clark 

(2004) tried to gather data about different companies’ information security from surveys. 

They struggled with the response rate and concluded that this was nearly an impossible way 

to perform research on information security. They recommend future researchers to rather 

focus on building a trust relationship with a few companies, and to use a cautious approach 

for under-researched or sensitive topics. This is what I have done. I have spent one year 

participating in a system development project with one company. By focusing all my energy 

on this one case I have achieved a rich insight, and I have gotten access to data that would 

not have been possible through surveys. For example, by participating as a developer on the 

team I have been able to see how the other developers are working and inspect the code that 

is produced. By participating in meetings with clients I have gained insight into how decisions 

are being made on the team.  

 

Although there exist many research publications on the open source development process, 

the security aspect of it seems to have been neglected. It is also challenging to find literature 

about extensions of open source software. There is a lot of available information about the 

state of security in open source systems, such as number of vulnerabilities, and examples of 

data breaches, but we do not know much about how the development process affects this. 

The case study is a well-suited approach for researching topics with little prior knowledge 

(Eisenhardt 1989).  
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Cavaye describes the case study like this: “Case research allows for the study of a large 

number of variables and different aspects of a phenomenon, while these need not have been 

previously determined” Cavaye (1996). This description shows how the case study fits into 

this holistic process-oriented information security research, because it considers multiple 

aspects of security, and requires the consideration of numerous variables that are hard, 

sometimes impossible, to determine in advance. The security-related strengths and 

weaknesses I was looking for were not specified before the research started. They could 

potentially be found by exploring variables such as workplace, tools or language.  

   

Benbasat et al. (1987); Bonoma (1985); Foagin et al. (1991); Yin (1994) cited by Dubé and Paré 

(2003) point out that case research is suitable for complex phenomena that are context-

dependent, and when a holistic in-depth approach is needed. A development process consists 

of different aspects, many of which can themselves be classified as complex. Examples are: 

Management, customer negotiations, programming, design, etc. When studying a 

development process in a holistic manner, like in this research project, all these aspects are 

object of investigation because they all have the potential to lead to unexpected findings.  

 

Myers (1999) said about ethnographic research methodology that it allows the researcher to 

“see what people are doing, as well as what they say they are doing”. Thorough case studies 

can also provide similar insight. By getting involved in the development process of the AMR 

project I was able to follow different activities on a day-to-day basis. I was to a large extent 

just a normal team member, and I performed normal work tasks like for example 

programming and participating in meetings. During the project I spent about 14 weeks in India, 

working in the same offices as the rest of the team. This level of involvement helped me avoid 

misunderstandings on several occasions. For example, some team members had different 

perceptions of terminology than me. These kinds of nuances would have been extremely hard 

to uncover through just asking questions without participating in the project.  

 

One challenge with the case study is that the theory generated from it may be too complex 

and may focus too much on details. The case might become so idiosyncratic that it becomes 

impossible to generalize the phenomenon and contribute to theory (Eisenhardt 1989). I 
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recognize that this is a risk. However, as a researcher in the qualitative domain it is always 

important to assess your data while you are collecting it. Evaluating which direction to take 

your research further is part of being a qualitative researcher. This flexibility gives the 

researcher the opportunity to reflect upon the level of transferability of the learnings while 

the research is going on.  

 

Another challenge with the case study method is that the researches has no control over 

variables during the study. There is a risk that the conclusions may be less legitimate because 

of this (Cavaye 1996). On the other side, one can argue that the case study’s characteristic 

multiple data gathering methods can compensate for this. By using multiple data gathering 

methods the researcher can confirm findings, as it allows for complementary data (Zahle 

2019). Eisenhardt (1989) claims that the case study’s reconciliation of evidence has a high 

likelihood of generating novel theory.  

 

There are different suggestions for how we can assess the validity of case study research. 

Walsham (1993, cited by Braa and Vidgen 1999) argues that it is not the statistical 

transferability that lays the foundation for the validity, but rather the plausibility in the 

author’s logical reasoning around the results. Eisenhardt (1989) suggests that the researcher 

should follow an analytical procedure, provide evidence to support the theory, and rule out 

opponent explanations. I have tried to ensure the validity of my research by following 

thematic analysis and using well recognized security frameworks as lens for my evaluation. I 

am also comparing my findings to the findings in related research.  

 

3.6. Access to the Field 

The HISP management and core team is located at the University of Oslo. Several of the AMR 

team members at Alpha Consulting have visited the University of Oslo, one has taken a PhD 

there, and another one is pursuing one. This close connection between Alpha Consulting and 

the University of Oslo has been an advantage for me as a researcher. Even though I was just 

a stranger coming there from a distant country asking questions about everything, I had the 

University of Oslo’s name to lean on. Because of their close connection with the university I 
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was able to start working from the very beginning. I got access to the data I needed based on 

this trust.  

 

3.7. Data Collection 

The data collection was performed from January to December 2019. During this period, I went 

on three field trips to India.  

 

3.7.1. Field Trip nr. 1 

The first field trip was one month from January to February 2019. I spent the whole month in 

Delhi, India. The main focus for this stay was to establish a relationship to the AMR team, get 

an overview over the system, its requirements and challenges. The research question was not 

yet finalized, so this field trip was also an opportunity to get to know the project and context 

a little better and to find out what could be interesting to explore further. I got to participate 

in team meetings from day one, which was helpful to understand what was going on, and get 

an overview over actors. Since the project involves many different actors and a complex 

medical domain, it took some time and effort before I obtained an overview. The team 

members in India were helpful and took time to answer all my questions. I got to contribute 

to the project in different ways, by sketching out design decisions, evaluate technical 

solutions and write code. Participating as an active member on the team was a great way to 

get an overview of the system and the roles of different team members. 

 

3.7.2. Field Trip nr. 2 

Field trip number two was three and a half weeks in September 2019. The focus for the trip 

was to contribute as a developer. I was collaborating with another developer on the 

programming of an application. This hands-on programming experience provided me with 

valuable insight into the technical architecture of the system and the developers’ work 

practices. It allowed me to see with my own eyes how this happened without having to rely 

on someone else’s description of it. When people describe a phenomenon to you, they can 

leave out details that they don’t perceive as important to you. However, in exploratory 

research, these left-out details could potentially lead to interesting findings. Therefore, I see 
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it as an important factor in this case study that I participated actively in the project instead of 

just performing interviews. During this field trip I also participated in team meetings, which 

was useful to keep up with other parts of the project.  

 

3.7.3. Field Trip nr. 3 

Finally, my last field trip to India was seven weeks from October to December 2019. This trip 

was the most varied in terms of research activities. I spent the majority of this period in Delhi, 

where I worked as a developer on the AMR project in the Alpha Consulting office. During a 

normal work week, the AMR development team had internal meetings and meetings with 

project collaboration partners. As I collaborated with a developer in a different country, I had 

video meetings with him regularly.  

 

In November I was fortunate to join four other team members on a field trip to a hospital in 

northern India. The goal for this trip was to define system requirements through user 

interviews. We spent two days in the hospital discussing the system in a group. Participants 

were four microbiologists and one data entry operator. The result of this trip was a set of 

additional requirements, which we later used as basis for prototypes for two new applications 

extending the AMR system.  

 

During all three field trips the AMR team had meetings with collaboration partner Lambda 

Research Laboratories. During these meetings we discussed requirements for the system. I 

also performed a group interview with the team that had developed the Lambda Research 

Laboratories AMR surveillance system. The subject of the interview was security mechanisms 

in the AMR surveillance system. The goal was to identify security requirements for the system 

by learning from their experiences with the old system.  

 

3.7.4. Planning and Preparation for Field Trips 

Walsham (2006) suggests that if the case study is located in a particular country, the 

researcher should do some homework before going. He says that much can be learned about 

history, politics, religion and ways of living even from fictional sources. I prepared for the field 
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trips to India by reading a book about Indian culture and history. I also read up on Indian news 

and tried to get an overview of Indian politics. 

 

3.7.5. Field Notes 

The literature suggests that field notes should correctly describe what is observed, including 

the physical settings and nonverbal activities. At the same time, the data should be 

uncontaminated, in the sense of not adding any opinions or reactions to it when taking notes 

(Zahle 2019). During my field trips I wrote a daily diary. In this I included other things that 

happened during the day than just office work, because I wanted to help myself remember 

different events. When taking notes about the AMR project I always tried to keep in mind 

that the data was eventually going to be the basis to answer my research question. Since I 

had not yet defined these questions in the first field trip, I had a much more extensive style 

of notetaking than during the later trips, as I had to assume that anything was potentially 

important. In addition to the daily diary, I wrote reports for every formal meeting I 

participated in. In these reports I always included the date, a list of the participants, a 

description of the discussed topics, and a summary of what was decided. The notetaking was 

also helpful to get an overview over aspects of the systems that I had still not understood. 

Drawing figures was a useful method to get an overview over users, actors, data flow, etc. 

When something was unclear, I could draw what I believed to be true, show it to a team 

member and get feedback on the figure. Drawing figures of a phenomenon can help pinpoint 

what you are misunderstanding. 

 

3.7.6. Photographs 

I found it useful to take photographs to help get a more complete documentation of the case. 

Photographs can for example show how the workplace looks in detail. Providing the same 

information with words would take a long time, and not give the same fullness. The 

photographs helped me remember details after I came home to Norway that I had forgotten 

to write down, or perhaps perceived as irrelevant at the time. 
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Figure 1: Diwali celebration at the office in Delhi. 

 

3.7.7. Seminars 

In between the field trips I continued to work on the project from Norway. I participated in 

three different AMR seminars. One was with this particular AMR surveillance system project, 

one with Médecins Sans Frontières (MSF), and one with Network for One Health Resistome 

Surveillance (NORSE). The purpose of attending these seminars was to understand the AMR 

domain and data as deeply as possible.  

 

3.7.8. Document Review 

I accessed multiple forms of documents during the research project. A lot of the document 

review was necessary to get familiarized with the AMR domain and the system we were 

building. One of the first things I read through was the user manuals for the Lambda Research 

Laboratories AMR surveillance system, which we were replicating. I read fact sheets about 

the AMR situation globally and in India. Paper forms from hospital labs were analyzed in order 

to understand the workflows and functionality of the system. 

 

I got access to DHIS2 security audit results. This document shows in detail what types of 

security controls might be tested in government hosted DHIS2 instances. Document analysis 

helped me form a picture of the risks the system was facing. I read a great deal of newspaper 

articles about security incidents in relevant cases, like health data breaches and data breaches 

in India. I read security reports with statistics on attack types and threat agents, and reports 
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about the price of data breaches, and how much health data are worth on the dark web. 

Naturally I read up on security best practices and frameworks. Lastly, I of course read a lot of 

research papers about information security and open source software.  

 

3.7.9. Software Analysis 

One of the most essential aspects in order to identify risk in the AMR project was to 

understand the source code. Contributing as a developer on the team was an excellent 

approach to learn about the software. I spent a lot of time writing and refactoring code, so I 

was forced to review the work of others in detail. It gave me the opportunity to see with my 

own eyes what technical security mechanisms were implemented. I also received 

demonstrations of the parts of the software that I did not work on myself. With the help of 

the other developers I was able to make an overview over all the data input in the system. 

This was a helpful piece of information when identifying risk and user privilege levels.  

 

3.7.10. Observation 

As I spent a total of fourteen and a half weeks in India during the project, I was able to observe 

what was going on at the office and in the project. Zahle (2019) separates between 

observation in the weaker sense, where the researcher simply observes, without doing much 

else, and in the stronger sense, where the researcher actively engages in the activities. I would 

place my observation style in the latter, as I was an active member of the team with 

responsibility for my own work tasks. I was included in team activities like team meetings, 

user feedback, presentations and meetings with domain experts and stakeholders. I also 

participated in social activities with my colleagues. This helped me achieve a deeper 

understanding of why people did different things. For example, it helped me better 

understand the social codes in the Indian society, and how I should best approach new people 

I wanted to speak to during the project.  

 

During the field trips I shared an office with the rest of the team. By working in the same room 

as them, I learned a lot through informal conversations with my team members and other 

employees at Alpha Consulting. By being present in the office I was also able to participate in 

spontaneous team discussions in the office. These discussions often started out with one 
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person asking a question, which eventually led to the team having a non-official meeting by 

someone’s desk. I also observed team meetings in a meeting room. They occurred about 

three times a week, although there was no schedule for this. These formal meetings were 

short lasting, usually less than 30 minutes. The meetings were often spontaneous and caused 

by a question from a team member, which required a team discussion to find an answer. Due 

to the spontaneous and informal character of the meetings, it was often difficult to separate 

between meetings and informal conversations. Through the meetings I was able to observe 

who made what decisions, and the discussions leading up to them.  

 

An important part of my data collection was the observations I made while working with 

programming work tasks on the team. Through this close engagement with the extension’s 

code, I was able to observe work practices, for example the Git branching models in use and 

the testing routines. I also got to learn more about the technologies being used, which is 

necessary knowledge when working with security.  

 

3.7.11. Interviews 

Through the research project I have had countless conversations with my team members and 

other employees at Alpha Consulting. Many of these conversations can be categorized as 

interviews. Because it was not always apparent that an interview was taking place until after 

it was done, I do not have formal reports from all interviews. Many interviews were 

spontaneous, and notes were taken here and there. Sometimes in a book, other times simply 

on my phone if I had nothing else available. Car interviews occurred at several occasions. 

Other times, lunch conversations or small talk turned into interesting interviews. Because I 

have been deeply involved in the case study for around one year, it has been difficult to keep 

count of the number of interviews. I have therefore made a table of estimated numbers of 

interviews for the different periods of my research. After that follows a description of my 

more formal and planned interviews.   

Time period Estimated number of interviews 

First field trip: 12 January – 09 February 2019 30 

Second field trip: 31 August – 24 September 2019 10 

Third field trip: 19 October – 06 December 2019 45 
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I performed three finishing interviews during my last week at Alpha Consulting in December 

2019. They were of the semi-structured type, which means I followed an interview guide 

(Zahle 2019), but I also let the interviewee talk about what they thought was important. My 

interviewees were two experienced developers, and one server maintainer. The topics for the 

interviews was security in the AMR surveillance system, and security routines at Alpha 

Consulting. The objective for the interviews was to cover potential blind spots of my data 

collection. I asked about security requirements: Who sets them and what they usually are. 

We also talked about the government security tests and what they consist of. The interview 

guide can be found in appendix A.  

 

Lambda Research Laboratories have developed the AMR surveillance system we were 

replicating in DHIS2. In December 2019 I visited their office and had an interview. The 

participants were two developers and one non-technical health domain expert. The goal with 

this interview was to learn from their experience with their system and hear their security 

recommendations for the DHIS2-based AMR surveillance system. The interview was semi-

structured. The questions I asked were meant as a rough guide, and the participants had the 

opportunity to talk about other topics that they found to be relevant. The interview guide can 

be found in appendix B.  

 

In November 2019 four other team members and I went to a microbiology lab in northern 

India. We met with four lab technicians and one data entry operator. The lab represented 

future users, and the goal for the meetings was to learn about their work practices and needs, 

in order to specify system requirements. We spent two days there, and I participated, 

observed, and took notes from the conversation.  
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Figure 2: Outside the microbiology lab in northern India, November 2019. 

 

3.8. Data Analysis 

The literature says that the qualitative case study is characterized by an interconnection 

between data collection and analysis (Eisenhardt 1989; Myers 1997). This is also true for this 

case study. Analysis of the findings during the field trips allowed me to evaluate what the 

further focus of the data collection should be. If there was a finding that seemed interesting, 

I investigated if this was an isolated case, or if it was part of a general trend. If it turned out 

to be an isolated case that was not representative for the organization’s development process, 

it might not be enough to generate new theory from it. On the other hand: If the finding was 

part of a bigger trend, then the finding itself became more interesting because it was an 

example in a larger context. I the latter case I would spend more time investigating 

circumstances and factors for the finding.  

 

Using my own opinions to evaluate what was good or bad security would not have resulted 

in good rigor in the research. Using universally accepted security frameworks for evaluation 

was therefore adopted as tools for analysis. During the data collection in my field trips I spent 

a lot of time reading up on security practices. I then used this information as guideline to what 

questions to ask. For example, when I read what the security practices suggested for security 

training, I investigated if Alpha Consulting trained their employees according to this. I also 

read security reports and newspaper articles to explore what risks we should take into 

consideration on the project. This was necessary to understand how the security standards 

should be interpreted and applied to the AMR surveillance system. 
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When the field trips and the data collection was completed, I used thematic analysis to 

analyze my findings. I asked myself the question: What do I know now, that I did not know 

when this research project started? I used post-it’s to write down my answers, one post-it per 

piece of knowledge. I read through all my notes, both my field notes and notes from reading 

literature, to make sure that I did not forget anything. I scrolled through meeting reports, 

pictures and source code. I then clustered the post-it’s by topic. Some clusters shared notes 

among them, while other clusters were completely unrelated to the rest. When all notes had 

been placed in a cluster, I gave each cluster a title.  

 

The next question I asked myself was: Is this the answer to my research question? To my 

surprise, it was not. I therefore needed to adjust my research question accordingly. This is not 

unusual. Eisenhardt (1989) explains that changing the research question during the research 

is common in case study research. She however points out that some type of initial research 

question is important in order to guide the research focus. Without it, it is easy to be 

overwhelmed by the large amount of data a case study can produce. The cluster titles from 

the thematic analysis became the first draft headlines for the findings-chapter and the 

discussion in this thesis.  

 

3.9. My Role as Researcher 

In my research question I have chosen the terms “benefits” and “challenges” which are 

subjective expressions. From an interpretive perspective, the definition of benefits and 

challenges depend on my interpretations. These interpretations can be dramatically different 

from the interpretations of my Indian colleagues in the AMR team. Since I have a technical 

background, it is likely that I have different interpretations than e.g. a public health expert. 

As a researcher, it is important to be aware of these differences. Throughout this project I 

have worked hard to try to understand why people do as they do, and what their goals are. I 

have attempted to understand the research objectives’ perceptions. This has required me to 

ask a lot of questions to the people around me. As a researcher you often have a great deal 

of questions in any situation. Uncritically asking a question every time you feel like it could be 

very disruptive. There is also a probability that you would get short and incomplete answers.  
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If you want to hear people’s honest opinions, it is a better idea to become a part of the social 

group where you are doing your research. I made an effort to get to know the employees at 

Alpha Consulting. We sat next to each other in the office landscape, had lunch together, and 

engaged in social activities together outside office hours. A challenge here was that some of 

the employees who I made the strongest social connection with during the first field trip had 

left the office when I came back the next time. So, a lot of the social foundation I had spent 

four weeks building was gone. On the bright side, this may have forced me to expand my 

social circle in the office.  

 

Klein and Myers (1999) suggest a set of principles for interpretive field studies in information 

systems. One of their principles focuses on the social interaction between the researcher and 

the participants, and how some research results might be constructed as a consequence of 

this interaction. Security is a sensitive topic, and even though Alpha Consulting and the 

University of Oslo have a well-established trust relationship, I am still an outsider. There might 

be multiple reasons why participants don’t want to share their honest opinions or experiences, 

and therefor cover up their statements when talking to me. There is always a possibility that 

people will just tell me what they think I want to hear, even though it means twisting the truth 

a little. However, I would argue that since I worked together with the Alpha Consulting 

employees in the Delhi office it was often possible for me to notice if a piece of information 

seemed incorrect.  

 

Another consideration is the Klein and Myers (1999) principle of multiple interpretations. This 

describes how different participants may experience the same situation in different ways. 

Considering that I as researcher have a different cultural background than the context of the 

research project is important. The views on e.g. privacy or work practices can vary 

substantially between different cultures. Taken this into account I have spent time trying to 

understand how people in India perceive aspects around security. I have read research 

articles, newspaper articles and legislative texts. Talking to people about security and getting 

to know Indian culture in general through my field trips has also been useful.  
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3.10. Ethical Considerations 

Participants and companies are being held anonymous in this thesis.  

I obtained oral consent from participants before performing interviews. 

No patient data was accessed during this research project. 

 

3.11. Research Barriers 

Working with case studies means working with the real world as a laboratory. The case study 

researcher does not have the opportunity to control all variables in the research setting. 

When I planned the case study this was of course taken into consideration. Still, there were 

some unanticipated external situations hindering the research project.  

 

In my third field trip to Delhi, the air quality in the city reached such dangerous levels that the 

authorities introduced a state of emergency. The situation lasted for a couple of weeks and 

led to a lower work tempo in the city. It was harder to concentrate both for me and my 

colleagues, and fewer people came to the office. 

 

During the finalizing of this thesis, such an unusual event as a global pandemic occurred. 

Coronavirus forced countries all over the world to go into shutdown, including Norway and 

India. My university was closed, the library was closed, and I was not able to meet my 

supervisor. The closed library made it impossible for me to look up some original sources, 

although I was able to find most of the literature online or cited by other sources. The 

situation made it harder for me to communicate to other members of the HISP/DHIS2 

community.  

 

3.12. Limitations of the Study 

Language barrier was sometimes an issue during the field trips to India. It mainly happened 

by that participants spoke just a few sentences Hindi just to clarify things among themselves, 

and then switched back to English for my benefit. The problem here is that the participants 
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themselves were able to filter out parts of the conversation that they thought were not 

relevant for me. This may have led to missing data that was, in fact, relevant. At other times 

during the field research, Hindi was being spoken for longer time periods, often in meetings 

with project collaboration partners, making it impossible for me to even understand the topic 

of discussion. I usually asked questions frequently during these situations to try to keep up. 

Other times I turned to a team member after the meeting asking for a summary in English.  

 

I did not record sound from interviews. Sometimes this was because I considered it to be 

invasive, and other times I asked for permission, but participants said no. However, sound 

recording of conversations and interviews might have led to participants weighing their words 

more carefully, so dropping it might have worked out for the best.  

 

In a case study the researcher cannot control independent variables. This might be used as 

an argument against the validity of the results (Cavaye 1996). In my case, the AMR project is 

complex, there are a lot of different variables and it is impossible to consider each and every 

one. But this is not unique for the AMR project. If anything, I would say that from a security 

perspective, uncontrollable variables makes the case more generalizable. In the real world, 

perfect security does not exist, and there are always variables that make your case complex 

and impossible to get a perfect overview on.  

 

Nonetheless, it is relevant to ask the question: Is it possible to generate theory from this case, 

or is it too complex? Eisenhardt (1989) warns against producing overly complex theory in case 

studies. How much detail to include has been a consideration during this study. I have tried 

to adjust the final level of detail to be relevant and helpful to build a deep and comprehensive 

insight to the case.  

 

Information security is a constantly developing field. At the time this thesis is finished, new 

threats might have emerged, and new technology may be in the hands of attackers. Even the 

change in political situation might affect it. This thesis must be read in light of this. But as new 

threats and attack methods emerge, the old ones remain, and thus will this thesis still be 

relevant.  
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4. Case Context 

The purpose of this chapter is to provide relevant background information for the case. First, 

I will present the larger research community this thesis is part of. I will then tell the story 

behind the AMR project, and introduce the involved actors. Further follows an explanation of 

antimicrobial resistance (AMR) surveillance and the security considerations related to it. The 

last part of the chapter considers the context of India. It contains a description of privacy in 

India and an overview of Indian information security legislation relevant to the AMR 

surveillance system. 

 

4.1. HISP and DHIS2 

This master’s thesis is a contribution to the Health Information System Programme (HISP) 

research community. HISP is a movement that started in South Africa in the 90s. From the 

beginning it was a collaboration between the University of Cape Town, University of Western 

Cape and a Norwegian PhD candidate from the University of Oslo (Adu-Gyamfi, Nielsen, and 

Sæbø 2019). The health system in South Africa at the time was struggling because of 

centralization and fragmentation. This led to many challenges related to information 

management. The partners wanted to help solve this problem, and the strategy was to 

provide tools, data standardization, and essential datasets. As a result, the software District 

Health Information Software (DHIS) version 1 was developed.  

 

The software was scaled to the entire Western Cape Province by 1998, and similar initiatives 

were brought to other countries. In 1999 HISP started a project to implement DHIS in three 

districts in Mozambique. The project went for a university-based model to build local capacity 

in Mozambique. A group of PhD students from Mozambique enrolled at the University of Oslo. 

These students had a key role in the project, leading the user participation, training and 

translating the system to Portuguese. This way of building capacity through a collaboration 

with the university has been replicated in other countries, for example Tanzania and Malawi.  
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Even though the DHIS project was a success, the expansion also led to challenges. For example, 

the use of Microsoft Access database required a full Microsoft Windows and Office Stack. 

There was a need for more developers to work on maintenance, and the DHIS architecture 

was not designed for distributed development. To solve these challenges, a team at the 

University of Oslo started on the development of a brand new DHIS in 2005.  

 

DHIS2 is designed for centralized maintenance, but distributed development. Originally it 

focused on collection, storage, validation, analysis and presentation and aggregate data. 

Today, it also supports individual patient tracking. Because the software is being used in many 

locations with challenging internet stability, offline support has also been added by using 

HTML5, SMS, browser and Java-based clients. Offline data entering is possible through DHIS2 

Android apps. The list of supported languages is long, and includes English, French, Spanish, 

Hindi and Chinese. DHIS2 can connect to other health information systems like OpenLMIS, 

OpenMRS and different WHO tools. It can also connect to technologies such as SMS, email 

and GIS.  

 

Described technically, DHIS2 is a Java-based platform, with a RESTful API, so it enables 

JavaScript, CSS and HTML5. It uses PostgreSQL, MySQL and H2 database, and can run on any 

mainstream relational database. DHIS2 follows a W3C standard.  

 

DHIS2 has a BSD 3-clause license. BSD is a family of licenses that impose minimal restrictions. 

This is a classic open source license, which says that “Redistribution and use in source and 

binary forms, with or without modification, are permitted provided that the following 

conditions are met.” Then follows three clauses. Two of them describe that redistributions, 

both in source code and binary form need to have the same copyright notice. The third clause 

disapproves use of the HISP name for promotion without permission to do so. 

 

The HISP network now include multiple groups across the globe that are playing different 

roles in the growing ecosystem around DHIS2. To support the growing need for capacity 

building, regional meetings for training, called DHIS2 Academies started in 2011. So far, 

around 90 academies have been held. There is now also an online academy available to learn 
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the fundamentals. Once a year there is a big DHIS2 conference in Oslo, the city where the 

core team is located.  

 

4.1.1. Alpha Consulting 

Alpha Consulting is an independent HISP group. Their real company name has been 

anonymized in this thesis. Their main office is in Delhi, India. Like other HISP nodes, the 

company specializes in configuration and development of DHIS2, but they also have 

knowledge on other relevant health information systems, like OpenMRS and iHRIS. The 

organization is a not-for-profit non-governmental organization and follows a guiding principle 

of creating free and open source solutions. The staff can be divided into development team, 

public health and design team, system administration, and administration, HR and accounts.  

 

The organization holds a certification in ISO 9001:2015. This is a company level certification 

published by the International Organization for Standardization (ISO). In addition to that, 

Alpha Consulting is recognized by the Department of Scientific and Industrial Research (DSIR). 

This is a recognition provided to companies that follow DSIR’s guidelines, and it shows that a 

company is research driven. 

 

4.2. Background for the AMR Project 

Lambda Research Laboratories is an organization that work with biomedical research. I have 

changed their name for anonymization purposes. They have institutes all over India, and they 

research a wide range of topics. Examples are tuberculosis, leprosy, nutrition, and 

reproduction. Lambda Research Laboratories also performs AMR surveillance. Like many 

other functions in the health system, it was eventually natural to digitize the AMR surveillance 

process.  

 

For the Indian context, there were many disadvantages with existing AMR surveillance 

systems. None of the solutions seemed to meet the Indian requirements. The Indian health 

system is big and complex. It has public and private hospitals, labs are organized differently, 

and different languages are being used. There are different digital and physical systems and 
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workflows for AMR surveillance reporting. Some of the issues Lambda Research Laboratories 

had with the existing systems were:  

- The different systems have different standards for data collection and analysis. This 

makes it hard to compare data from different systems.  

- Lack of data validation possibility. 

- A lot of the existing systems are platform dependent.  

- The possibility for customization were limited.  

- Poor data security.  

 

Lambda Research Laboratories decided to develop their own system to collect AMR data. In 

this thesis, the system will be referred to as Antimicrobial Resistance Digital System (AMRDS). 

The system has four user roles. These are:  

- Super administrator  

- Nodal administrator  

- Regional administrator  

- Data entry operator 

 

I was told by the team behind the AMRDS system that the Lambda Research Laboratories 

system is well liked among the users. It has managed to meet many of the requirements other 

systems were not able to meet. However, as the system was growing, new challenges 

emerged. Maintaining the system had become more resource demanding. Different 

requirements from different labs became increasingly hard to meet. Variations in data input 

and output for the different users led to challenges with maintaining a standardized database. 

As a consequence of these challenges, Lambda Research Laboratories contacted Alpha 

Consulting to start a collaboration. The idea was replicate AMRDS in the DHIS2 platform.  

 

One of the advantages of DHIS2 is that it is an open source software with a solid ecosystem 

around it. There are always someone working with maintenance, upgrades, development of 

new functionalities, etc. The hope was therefore that replication of the system on the DHIS2 

platform could save a lot of costs in the future. Through experts in Alpha Consulting and the 

HISP network globally it would also be possible to receive guidance on database management, 

configuration of metadata etc. And so, the DHIS2 AMR project started in the fall of 2018.  
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4.3. AMR Surveillance 

Antimicrobial resistance (AMR) is a global problem. The situation in India has been 

characterized as particularly challenging. India and China are producing 80 to 90 percent of 

the world’s antibiotics, which make them more vulnerable to AMR (Sadasivan 2020). India 

has the world’s highest consumption of antibiotics per person, and the highest level of drug 

resistance (Laha 2019). The two most common strategies for dealing with the AMR problem 

are discovering new antibiotics or preventing resistance from developing and spreading. The 

discovery of a new antibiotic can take an uncertain amount of years and requires a lot of 

resources. Without responsible antibiotic regulations, even the newest antibiotics can 

develop resistance in a short amount of time. Preventing resistance through a careful use of 

already known antibiotics will help, but it requires data and political will. Surveillance systems 

need to be in place, so that test results can be registered, and statistics can be generated. 

Based on these data, decision makers can implement policies for a responsible use of 

antibiotics.  

 

AMR data can be collected from different domains, for example aquaculture and livestock. 

The AMR surveillance described in this thesis deals with AMR data from humans. The AMR 

data in the human domain can be organized into four main groups:  

- Information about the patient the sample was taken from: Name, patient ID, date of 

birth, etc. 

- Information about the location where the sample was taken: The hospital, state, etc. 

- Information about the sample: Sample type, organism, sample date, etc. 

- Information about the sample results: Which antibiotics were effective, which were 

not effective. 

Hospitals are using all the information when treating patients. Decision makers use the 

aggregate data as basis for decisions. In the aggregate statistics the patient data is not needed, 

but the other information is interesting. Location information can for example help detect an 

outbreak in a specific city.  
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4.4. Security Considerations in an AMR Surveillance 

System 

Because the AMR system will include multiple user groups with different access rights, and it 

will collect patient data, confidentiality is a main concern from an information security 

perspective. A Verizon report from 2019 states that 59% of data breaches in the health sector 

was done by internal threat actors (Verizon 2019). Privilege misuse is one of the most 

common patterns. Limiting who can see, enter, edit and delete different pieces of data is 

important. An additional consideration here is that the privileges will probably vary for 

different instances of the system, because work practices can vary a lot even within one state 

or district. It might therefore be an advantage if these kind of security settings are 

configurable. 

 

Patient privacy is an obvious concern of any health information system. Stolen or leaked 

personal health data can be used to stigmatize, and once the harm is done it can never be 

reverted. While if a bank card is stolen, the victim can cancel their card and get a new one, 

personal information can’t be reset to new values. The challenge is to find a balance between 

patient privacy and user friendliness of the system. DHIS2 was originally built for collecting 

aggregate data. It was not until just a few years ago that the system started to support 

collection of personal data. This means that DHIS2 now have a whole different aspect of data 

protection to consider than before.  

 

For a pharmaceutical company an AMR dataset can be worth a lot. It can for example help 

guide them on what medications are worth investing in, and what antibiotics are soon to 

become ineffective. It is consequently relevant to protect the aggregated AMR data against 

theft. Although it is unclear if the data should be made public available, and if so, how much 

of it. Loss of data in such a big dataset would be a big tragedy. Many users and a big effort 

will be necessary to compose datasets that are big enough to detect new resistance trends 

and support the right measures against AMR.  
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4.5. Privacy in India 

Privacy as a concept varies a lot between different cultures. In many modern Indian languages, 

there is no word for privacy. The closest words are variations of the words: isolation, intimacy 

and secrecy. This lack of term for the concept of privacy can lead to confusion. It might also 

be a part of the explanation to why many Indians don’t see the point with privacy, because 

they say they have nothing to hide (Manzar and Chaturvedi 2017). 

 

Indian culture is more society-based than the typical western culture, which is more 

individual-based. A person in India is strongly dependent on the family, religious community 

and caste. Indian children are taught not to close their bedroom doors, in fact, it is not 

uncommon for families to live together in one room (Manzar and Chaturvedi 2017). 

 

The government have not been the strongest defender of privacy in India. In court hearings 

during the enrollment of the digital identity Aadhaar, the government argued that privacy 

considerations had to surrender to the goal of providing welfare benefits to the poor. It 

claimed that privacy is an elite concept, and that only wrong-doers are asking for privacy 

rights (“Government’s Claim That Only Wrong-Doers Need Privacy Shocks the Court” 2017). 

Without proper data collection laws, the government is collecting huge amounts of data 

about its citizens on the grounds of providing welfare benefits. The Aadhaar system requires 

biometric authentication to provide welfare benefits such as food rations. Many poor people 

rely on this help to survive. “Food over privacy” is perhaps a suitable summary of the 

governments’ view on the matter. 

 

In 2017 the Indian Supreme Court ruled that Indian citizens have a constitutional right to 

privacy (BBC News 2017). The right to privacy have also been included in the United Nations 

Universal Declaration of Human Rights (“Universal Declaration of Human Rights” 2015). 

 

4.6. Information Security and Privacy Legislation  

The Information Technology Act of the hear 2000 is the most important law in India when it 

comes to digital surveillance. The law provides a legal framework for electronic governance, 
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in addition to define cybercrime and the penalties for doing them (Information Technology 

Act 2000). In 2011, the government added a set of rules under the act, called the Information 

Technology Rules, 2011 (The Information Technology (Reasonable Security Practices and 

Procedures and Sensitive Personal Data or Information) Rules 2011). These rules describe legal 

procedures relating to personal data. It for example mentions that before someone can 

collect personal information, they need to have a privacy policy in place. It also requires 

consent from whom the personal data is being collected from, before collecting it or passing 

the data to a third party. The rules also state that companies need to be compliant with 

reasonable security practices, where it suggests ISO/IEC 270001 as an example of such a 

practice. The information Technology Rules provide clear definitions of relevant expressions, 

among these are:  

Personal information: “means any information that relates to a natural person, which, either 

directly or indirectly, in combination with other information available or likely to be available 

with a body corporate, is capable of identifying such person.” (The Information Technology 

(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) 

Rules 2011). 

Sensitive personal data or information: “Sensitive personal data or information of a person 

means such personal information which consists of information relating to;-  

 (i) password; 

 (ii) financial information such as bank account or credit card or debit card or other 

 payment instrument details; 

 (iii) physical, physiological and mental health condition;  

 (iv) sexual orientation;  

 (v) medical records and history; 

 (vi) Biometric information; 

(vii) any detail relating to the above clauses as provided to body corporate for 

providing service; and 

 (viii) any of the information received under above clauses by body corporate for  

 processing, stored or processed under lawful contract or otherwise:  

provided that, any information that is freely available or accessible in public domain 

or furnished under the Right to Information Act, 2005 or any other law for the time 

being in force shall not be regarded as sensitive personal data or information for the 
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purpose of these rules.” (The Information Technology (Reasonable Security Practices 

and Procedures and Sensitive Personal Data or Information) Rules 2011). 

 

In 2017, the government brought together a group of legal experts in a committee to work 

on a draft for a data protection bill. The result came out one year later, and was called the 

Personal Data Protection Bill, 2018. The bill seems to be inspired by the European Union’s 

General Data Protection Regulation (GDPR). The bill accentuates the need for a data 

protection agency in India, which currently does not exist. After a revision a new version was 

presented to the parliament in December 2019 for another review. The new version 

introduced many changes. One example is the opportunity to exempt government agencies 

from the bill.  

 

The Personal Data Protection Bill, 2019 has been criticized by many. Mozilla public policy 

advisor Udbhav Tiwari said to TechCrunch that the bill is a threat to Indians privacy (“India 

Proposes New Rules to Access Its Citizens’ Data” n.d.). Justice BN Srikrishna, who led the 

committee drafting the 2018 bill, has described the new draft as dangerous, and that it is a 

threat to a free and open society. “They have removed the safeguards. That is the most 

dangerous. The government can at any time access private data of government agency data 

on grounds of sovereignty or public order. This has dangerous implications.” (Mandavia 2019). 
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5. Case Findings 

In this chapter I will present the findings from my case study. The chapter is organized by the 

four main findings. The first is related to the benefits for the AMR team of available resources 

through the open source community. The second presented finding is related to security 

responsibility in the AMR project. I then go on to describe security practices in the AMR 

development process. The last main finding is about open source code. I end the chapter with 

a summary of the findings.  

 

5.1. Extending the DHIS2 Open Source Community 

The DHIS2 community is organized like a typical open source community. Through this 

community there are multiple resources that are available for anyone. Some of the resources 

are free, for example the websites, while others require payment, for example the academies. 

In the next sections is a presentation of the main resources available through the DHIS2 open 

source community. After that follows examples of how the AMR team benefited from these 

resources. 

 

5.1.1. DHIS2 Community 

This is an online discussion forum for contributors and users of DHIS2. It is a website where 

people can ask questions and help each other. The core team use DHIS2 community for 

announcements of patches, new app releases, etc. For easier navigation, sub communities 

have emerged. There are for example sub-communities for mobile, and server administration. 

It is also possible to give feedback to the administrators on how the community can improve. 

In the development category, the discussed topics are usually specific technical issues of the 

type: “Does anyone know why this doesn’t work?”.  

 

5.1.2. DHIS2 Developer Website 

The website developers.dhis2.org is a page containing articles for DHIS2 developers. It 

includes guides and tutorials. It has tutorials for both JIRA and a simple Git workflow. There 

is also a guide for how to set up a DHIS2 host.  
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5.1.3. Jira 

Jira is an issue tracking software. The DHIS2 community can report bugs to the core team 

through Jira. It also supports feature requests coming from members of the community to 

the core team.  

 

5.1.4. DHIS2 GitHub 

All the source code of the platform core, as well as the code for the standard apps is available 

on the DHIS2 GitHub. There are around 145 repositories on the DHIS2 GitHub. In addition to 

this, the different nodes in the HISP community have their own GitHub projects available to 

the public. This makes it easy to share apps and extensions to DHIS2 that are not included in 

the standard version.  

 

5.1.5. DHIS2 Academies 

DHIS2 Academies are courses where participants can learn new skills related to DHIS2 and 

network with each other. They cover a broad spectrum of topics, for example web app 

development, web administration, and disease surveillance. Attendants vary according to the 

topic. Sometimes there are participants with a more administrative role, like representatives 

from ministries of health and international organizations. Other times the attendants have a 

more technical background, for example developers or server maintainers in HISP nodes. The 

academies are offered in different levels, from general main feature introductions to more 

specialized topics. There is also a free online academy offering an introduction to the 

fundamentals of DHIS2.  

 

5.1.6. Annual Conference 

The Annual Conference was formerly called the Experts Academy. It is a conference in Oslo 

each year where members of the community meet, as well as technical partners and donors. 

During the conference there are multiple presentations and social events. Recently also the 

DHIS2 App Competition was included in the program to promote innovations in the 

community. 
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5.1.7. DHIS2 official website 

The dhis2.org website collects links to all the resources in one place.  

 

5.1.8. Social Networks in the DHIS2 Community 

When members of the community meet each other through the Academies, Annual 

Conference etc. social networks are established. Knowing other community members allows 

for less formal communication. The AMR team asked questions directly via email or chat to 

members of the community who we had previously established contact with through other 

communication channels. We knew them and their expertise because we had met them in 

person, and therefore knew that they were the right people to ask.  

 

5.1.9. Security Routines 

DHIS2 has a multi-disciplinary security team located in Oslo. If someone discovers a security 

vulnerability in DHIS2, this should be reported to the security team in an email. The 

vulnerability should not be reported on public mailing lists or though Jira. The security team 

will then answer within 24 hours. The vulnerability fix will be described in a private section of 

the issue tracker. The security team will assess the severity of the vulnerability and how fast 

it should be fixed. The person reporting the vulnerability will receive information about how 

and when the vulnerability will be fixed. This information is described on the DHIS2 webpage 

under the section about security: dhis2.org/security. The DHIS2 security team does not 

currently offer an official recommended security practice regarding the development process 

for extensions or implementations.  

 

5.1.10. Benefiting from the Open Source Community  

By the help of a member of the DHIS2 core team, the AMR team managed to configure the 

metadata in such a way that the Data Visualizer application maintained by the DHIS2 core 

team could be utilized in the AMR surveillance system. This was a challenge in the AMR 

surveillance system because DHIS2 is originally designed to collect much simpler data 

elements, with less complicated relationships between them. Data Visualizer is an application 

that supports advanced visualization of data, and it is a big “selling point” for the AMR 

surveillance system to offer this sort of functionality. In addition to this, it meant that Alpha 
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Consulting did not have to build and maintain another application, since it is maintained by 

the DHIS2 core team. Also, the flexibility of the application meant that this one application 

could support many different use cases for data output. 

 

Some of the team members had participated in several DHIS2 Academies. As a result, these 

team members had expertise that benefited the rest of the team. For example, they had a 

deep understanding of the metadata and database structure. They could also provide advice 

for the rest of the team about what existing applications could potentially be used by the 

AMR surveillance system.  

 

There was also one challenge in the development process where the resources around DHIS2 

did not manage to provide guidance. This is an example of how the lack of supporting 

resources affected the security of the AMR surveillance system negatively. There was a 

discussion on whether personal data about the patient should be encrypted, and if so: How, 

and what data fields should be encrypted. The AMR team at Alpha Consulting discussed this 

with Lambda Research Laboratories at several occasions. One alternative was to only encrypt 

the data fields identifying the patient, like the patient number. Another alternative was to 

encrypt all data fields. It was Lambda Research Laboratories who had the decision-making 

power regarding this. One reason for the slow progress on this matter was that nobody in the 

team knew how to implement encryption in DHIS2. Other employees at Alpha Consulting 

were asked, as well as members on the core team. Nobody was able to answer. When I left 

the project, the current decision was to store the patient data without encrypting it. 

According to two developers and a domain expert I interviewed at Lambda Research 

Laboratories, encryption had been implemented in their system, AMRDS. Encrypted fields 

were patient registration number and lab sample ID, which are fields that can be used to 

identify a patient.  
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5.2. Decision Making and Responsibility in the AMR 

Project 

The basis of the AMR project was to replicate Lambda Research Laboratories ‘s AMR 

surveillance system in DHIS2. The user manuals from that system were therefore used from 

the beginning to describe the requirements for the new system, see example in figure 3. The 

user manuals contain screenshots of the different views in the system and describe all the 

functionality available for the different user privileges. During meetings with Lambda 

Research Laboratories additional functional requirements were specified. The requirements 

were compiled in a document available for the team members through a shared Google Disk. 

However, this document was not ready when the programming started, and was therefore 

not used actively as reference for the work. When the developers started working, they 

mainly based their work on oral agreements, their own notes from meetings, and the AMRDS 

user manuals.  

 

 

Figure 3: Screen shot from the AMRDS user manual. The screen shot shows the screen a data entry operator meets when he 
or she wants to register a new patient in the system 

 

The plan was that Lambda Research Laboratories and Alpha Consulting would have a close 

dialog and frequent meetings during the project. This was articulated during a meeting 

between Alpha Consulting and Lambda Research Laboratories early in the process, January 

2019. During this meeting with Lambda Research Laboratories it was agreed that the 
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development process should be agile, meaning that we would not operate with final 

requirements from the start, but focus on one part of the functionality at the time. We agreed 

on the first step, which was to support data entry of the same data fields as the AMRDS 

system supported. Parallel to this we would find a solution for displaying of outputs. The plan 

was to meet Lambda Research Laboratories’ requirements and implement the system at the 

Lambda Research Laboratories’ labs first. When other labs were joining later, adjustments 

could be made to meet their requirements and make the system fit into new work processes.  

 

Communication between Lambda Research Laboratories and Alpha Consulting happened 

mainly through email. Meetings were scheduled, but often postponed. Other times the AMR 

team had to do a demonstration of the system for Lambda Research Laboratories on just a 

few hours’ notice. There were no intermediate objectives, and no defined deadlines. Instead, 

if someone wanted feedback on their work, they would ask for it whenever they required it. 

For example, when I was redesigning the user interface of an AMR application, team members 

gave me feedback on whether they thought the system had a logical use flow.  

 

As the organization representing the future users, Lambda Research Laboratories defined 

most of the requirements. They had already spent four years developing and obtaining 

experience from the AMRDS system, and therefore possessed expert knowledge in 

developing an AMR surveillance system. Through interviews, I learned that they had made 

many security considerations in their system. The security controls in AMRDS were based on 

recommendations from CERT IN and the IT Act of 2006. The security requirements for their 

system came from the government, and the lab where the system was being used. They 

decided what functionality the system should support. Lambda Research Laboratories were 

also hosting the test servers. As the DHIS2 experts, the AMR team at Alpha Consulting 

participated in discussions regarding the requirements and how to best put them into practice 

in the DHIS2 implementation. Alpha Consulting implementers would for example set up the 

metadata configuration and evaluate the use of existing functionality in DHIS2 up against 

developing new apps. 

 

The AMR team changed throughout my time in the project. When I joined the project in 

January 2019 the team consisted of two team leaders at Alpha Consulting with a background 
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from the biology-domain. In addition to being leaders, they were also implementers. 

Implementers are staff who are non-developers. They are working with configuration that 

does not require coding. There were three developers from Alpha Consulting on the team, 

and two developers from the University of Oslo, including me. There was also a project 

coordinator located in Oslo. In addition to this Alpha Consulting had five interns from the 

biology-domain contributing to the project. The team members were all assigned work tasks. 

The tasks were for example: 

- Design and build the AMR data entry app 

- Design and build a solution for visualizing the AMR data 

- Design and build an AMR metadata configuration app 

- Write documentation for the system 

 

The team leaders were in charge of discussing requirements with Lambda Research 

Laboratories and distribute the work tasks in the team. There was nobody on the team who 

was specifically in charge of information security. The developers from Alpha Consulting had 

limited time to work on the project, as they had other deadlines. About one month into the 

project, two of them left the company, and the company struggled to replace them. This 

meant that the AMR team had only three developers left. A consultant was later hired. He 

became responsible for developing one of the applications. He was located in a different 

South Asian country, and the team communicated with him through Skype, Slack, email and 

GitHub.  

 

5.3. Security Practices in the AMR Development Process 

5.3.1. Server Access Management 

We operated with a few different test servers on the AMR project. I observed that it was 

common practice that all users were given the highest privilege level. Users did not just 

include the AMR development team members, but also the other project partners, for 

example employees at Lambda Research Laboratories. Towards the end of my participation 

in the project, a production server was set up. This was going to be part of a pilot project at a 

hospital and collect real patient data. The user privilege habit followed over to this 
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implementation. After the instance had gone into production several of the AMR project 

participants still had the highest privilege level. To my knowledge they were not involved with 

system maintenance in any way. This production instance is in currently in use and is 

collecting real data.  

 

In an interview with three of the team members behind AMRDS, I was told that they viewed 

data breach as a serious risk in the AMR surveillance system, and they recommended a strict 

password management as a measure. According to the health domain expert in their team, 

AMR data has a high monetary value for medical companies, researchers, law makers and 

news reporters. It can be used for predictive analysis, hotspot analysis, geo tagging, co-

resistance analysis, among other things. Because of this, security is important when 

implementing AMR surveillance.  

 

5.3.2. Git 

For a period of the project I was collaborating with a developer on the team with the 

programming of a web application. We used Git as version control system. Git appeared to 

be unfamiliar to him. Initially he found it unnecessary to have more branches than the master 

branch in the repository. After a little discussion we agreed on adding personal branches and 

a development branch. I experienced a handful of times that the code from my personal 

branch was merged into the master branch without my knowledge or consent. In some cases, 

this meant that unsolved bugs were merged into master. I told him explicitly not to do this, 

and strongly suggested him to read up on git branching models more than one time, but he 

did not follow the suggestion.  

 

There was one incident where hardcoded credentials to the test server were pushed to 

GitHub in clear text. The reason why this happened was that a developer at the team had 

used hardcoded credentials as a quick and temporary solution. The developer hardcoded the 

credentials and deleted them from the code before every commit to GitHub. This was 

forgotten before one commit, and the credentials were found in cleartext on GitHub by 

another developer on the team. The developer who had pushed the password did not think 

it was a big issue and suggested just making another commit with the credentials removed 
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again. Someone else pointed out that the commit history would still contain the cleartext 

credentials, and that the password needed to be removed from there as well. A couple of the 

developers did not seem to care about this. The argument was that nobody would look for 

the password there anyways. After a little discussion, we decided to change to a solution 

where no hardcoding of credentials was necessary, and no special precautions needed to be 

remembered for every git commit. The password that was pushed to GitHub was changed.  

 

5.3.3. Data Import 

A part of the supported functionality for the DHIS2-based AMR surveillance system was to 

support importing of datasets from other AMR surveillance systems. The purpose was to 

aggregate the different datasets and create more comprehensive statistics on the AMR 

situation in India. Many microbiology labs around India are using other digital AMR 

surveillance systems, for example WHONET. While I was working on the team, we were 

building an app that imported data from WHONET, called WHONET Importer. More 

specifically it imported data from csv files. The application took in a csv file, mapped each 

column to the corresponding data element in DHIS2, and then imported the data into the 

database. Lambda Research Laboratories and the Alpha Consulting team leaders helped the 

developers with the development of the application. Lambda Research Laboratories provided 

test data, and Alpha Consulting team leaders helped with metadata questions and 

maintaining of the test database. The requirements for the application were not formally 

defined in any document. They were explained to the developers in meetings and video calls. 

The discussed requirements mainly described the expected workflow of the application. 

Security requirements were not defined, for example, there was no mention of input 

validation. The app was built to handle expected or empty input. No invalid input checks were 

implemented or tested. Through an interview with Lambda Research Laboratories, I learned 

that in their AMR surveillance system, AMRDS, they implemented input validation for all input 

fields. One of the reasons for making their own AMR surveillance system in the first place, 

was that they did not find a satisfying security level among existing systems. One of Lambda 

Research Laboratories’ main concerns with AMR surveillance was data quality. The data can 

be corrupted by for example inputting data on the wrong format. AMRDS had implemented 

strict input validation to prevent this.  
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5.3.4. Testing and Test Data 

At Alpha Consulting, a developer typically worked alone while developing an app. In many 

cases, the code was just in the hands of one single developer from start to product launch. 

This was also the case for one of the AMR applications. It meant that this developer was also 

responsible for all the testing of the code. Team leaders received a demonstration before 

deployment. During my time at the AMR project there was a lack of developers in the 

company. Some developers had left the company, and they were struggling to find 

replacements. This led to an increased work pressure on the remaining developers. Some of 

them worked on different projects simultaneously and had to work fast to make all their 

deadlines in time. When a team met to review an application before release, they typically 

focused on the expected behavior of the program. In the AMR team, there was nobody asking 

questions about what the applications did “under the hood” as long as expected input 

produced expected output.  

 

There were three different test files that were used during the development of WHONET 

Importer. One empty, one small and one large file. The small and the large file both contained 

valid and expected input. The focus of the testing was to successfully upload the non-empty 

files into the test database. The empty file was the only unexpected behavior that was tested. 

 

At one point in the development process an employee at Lambda Research Laboratories sent 

an email with an attachment containing test data. The email was sent to many members of 

the AMR projects, both Norwegians and Indians. The sender wrote in the email that the file 

contained real data collected at one of their facilities. Team members were asked to 

anonymize the data before use. 

 

In India, there is something called Standardization Testing and Quality Certificate Directorate 

(STQC). This is organized under the Ministry of Electronics and Information Technology. When 

a software system is going to be hosted from a government server, the system needs to be 

tested by an STQC approved security company. After one round of testing, the security 

company gives feedback on vulnerabilities that need to be rectified. After the software is fixed, 
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another test is performed before the software can be approved. Such a test can for example 

consist of the following topics:  

- Server configuration 

- User authentication  

- Session management 

- Access control 

- Input validation 

- Information disclosure 

 

The testing methodology these tests use are international standards, for example the OWASP 

Testing Guide. When an information system has passed a test by the STQC it is compliant with 

well-acknowledged security standards like the ISO 27001 ISMS. 

 

Default DHIS2 does not pass the STQC tests. When Alpha Consulting is going to put a DHIS2 

system on a government server, they need to make changes to the source code of the DHIS2 

core in order to make it pass the test. The changes that they make depend on what security 

company is performing the testing. The different security companies have slightly different 

tests and will find different vulnerabilities. Thus, the required improvements to the software 

will vary. Alpha Consulting does not implement all the possible security requirements each 

time. I was told that they rather do most of them, and then wait to see which of the other 

possible improvements they need to implement. This means that each STQC approved 

instance of DHIS2 has its own set of changes in the core. These changes need to be maintained 

each time DHIS2 is upgraded. For this purpose, Alpha Consulting maintains a list for each STQC 

approved instance of DHIS2 containing the changes they have made to the core source code. 

 

STQC testing was also required for Lambda Research Laboratories’ AMR system, AMRDS. 

Employees at Lambda Research Laboratories told me that they would ask for a security audit 

of their system when the system was ready. AMRDS had not yet gone through the STQC 

testing, because the system was still being developed. Each time there is a change to a system, 

the testing needs to be redone, and they need to pay for it each time. The AMRDS system had 

already been used for three years. They were unsure of how long a system could be in 

production before it needed to go through STQC testing.  



 58 

 

5.3.5. Code Reuse  

A common work practice I found among the developers at Alpha Consulting was that they 

often copied existing applications and made adaptions to it, as an alternative to building a 

new app from scratch. After speaking to different developers, I found out that the reason 

behind this choice was to save time. Many applications shared some functionality, and it was 

therefore practical to reuse components or use an application as a template. At the time I 

joined the project, there was no JavaScript component library available for DHIS2. The 

available alternative for reusing code was therefore to reuse code from other applications. I 

observed cases where the adapted application only utilized parts of the original application’s 

code. DHIS2 core team is currently working on a component library for DHIS2. This library is 

made in JavaScript framework React, and contains a header bar, buttons, and most of the 

components needed to build a DHIS2 extension. This library became available during this case 

study. Some of the developers were interested in using it as soon as possible. Others were 

more skeptical because they were not used to React, but rather Angular or Vue frameworks.  

 

5.3.6. Maintenance and Upgrades 

Until recently, there was a new version of DHIS2 released every six months. The DHIS2 core 

team is maintaining the last three versions. This means that if a DHIS2 instance has not been 

upgraded to a new version for the last two years, then the core team will no longer release 

security patches etc. In India, upgrading a government-hosted instance of DHIS2 means that 

the STQC testing needs to be done again. I was told that customers were often reluctant to 

upgrade, because it often led to new things that needed fixing. Also, if the graphic user 

interface of the apps changed a lot, and perhaps offered new features, they would need to 

retrain the users. The core team has recently decided to go for a different release approach 

with rarer releases of new DHIS2 versions.  

 

5.3.7. Training 

Through conversations I learned that when new employees started at Alpha Consulting, the 

training they received depended on their supervisor. Many told me that they had completed 

the DHIS2 online academy. Some developers had been told to teach themselves specific 
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technical frameworks, programming languages etc. They were expected to find what they 

needed online themselves. I registered a general positive attitude towards learning new 

things among the employees. Especially the younger staff were eager to learn new 

technologies and work practices. It should however be added that the youngest ones often 

had the least responsibility and therefore possibly more time to explore new things. Senior 

staff had less time to explore new technologies, and thus less time to talk to me about it. 

 

5.4. Arguments for Published Source Code of the AMR 

Surveillance System 

The AMR surveillance system is a tool that can help India and other countries collect and 

analyze AMR data. Through the work with the AMR surveillance system I participated in three 

different seminars on AMR. There was one specifically arranged for this AMR surveillance 

system project, one with Médecins Sans Frontières (MSF), and one with Network for One 

Health Resistome Surveillance (NORSE). I learned that there is a lack of data on AMR in large 

parts of the world, specifically in Africa, but also in India. Many of the stakeholders hope that 

by building the AMR surveillance system in free and open source software, it will be adopted 

by many countries. Because it is free, states with little resources can start using the system 

without worrying about the cost. Open source code gives them the opportunity to adapt the 

system to local needs. From my understanding, the decision of making the AMR surveillance 

system open source is based on ethical and commercial reasons. By ethical I mean that the 

initiative takers want to help the world fight AMR. And by commercial, I do not mean financial, 

but rather to be used by as many states as possible to provide AMR data to decision makers 

around the world.  

 

Because of these reasons, the team behind the AMR surveillance system needs to take the 

consequences of publishing the source code, such as the risk of attackers inspecting the code 

for vulnerabilities. While I participated in the project there was never anybody else than the 

Alpha Consulting AMR team inspecting the code from a defender’s perspective. The code did 

not contain a SECURITY.md file or similar with instructions on how to report vulnerabilities in 

the code. 
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5.5. Summary of the Main Findings 

From this case study I discovered four main findings: 

1) Benefit: The resources provided through the community around DHIS2 was a benefit 

for the AMR surveillance system team. The team received support that resulted in 

utilization of high-quality applications maintained by the core team. This led to a high 

security level in this part of the AMR surveillance system, while at the same time less 

security management for the AMR team. An example where the open source 

community failed to help with encryption, showed that the proposed security 

measure was given up, and the security level of the AMR surveillance system suffered. 

2) Challenge: It is difficult to know who is responsible for the different parts of the 

security of the AMR surveillance system. This is a challenge because security 

requirements may be lost in the confusion, and the security level of the AMR 

surveillance system can suffer from this.  

3) Challenge: By participating in the development process, I discovered that both Alpha 

Consulting and Lambda Research Laboratory practices risky security behavior. This is 

a challenge because it affects the security level of the AMR surveillance system, for 

example by performing insufficient testing. 

4) Challenge: The reasons to publish the source code of the AMR applications are ethical 

and commercial, not based on security. This is challenging, because it is a benefit for 

attackers of the AMR surveillance system, but the team at Alpha Consulting does not 

currently benefit from published source code. 
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6. Discussion 

In this chapter I will discuss my findings and place them in the context with the relevant 

literature presented in chapter 2. The chapter is organized by the four main findings and ends 

with a summary of the overall learnings.  

 

6.1. Competence Building and Access to Resources 

Through the Open Source Community 

Through the case study I have observed how being a part of a larger open source community 

has been an advantage. The AMR team received help from the core team to solve a metadata 

challenge, which further led to the system being able to utilize advanced functionality in 

DHIS2. By achieving this the AMR team saved maintenance work and limited the number of 

applications they needed to custom build for the AMR surveillance system. Having an open 

source community and the core team maintaining parts of the system is an advantage by 

implementing an open source extension. If a vulnerability is discovered in one of the 

applications maintained by the core, the AMR team just needs to send a message to the DHIS2 

security team, instead of having to fix it themselves.  

 

Capacity building has been a focus area for the HISP community since the beginning. Local 

capacity building on health management information systems is one of the goals of the 

project. The ecosystem around DHIS2 has eventually produced a number of channels for 

bringing knowledge out to DHIS2 contributors and users. Among these are the DHIS2 annual 

conference, DHIS2 academies and DHIS2 online academy. Some of the academies have dealt 

with security, for example where the topic has been server administration. From my 

perspective, it seems like the capacity building through the DHIS2 open source community is 

a success. There are many participants on the academies, the online chat forum is being used, 

and people are building social networks through DHIS2. However, I believe that the DHIS2 

community has a far bigger potential for spreading security knowledge than what they are 

currently doing. The organizational infrastructure is already in place, and so is the knowledge. 
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I think that my examples of bad security practices show that there is a need for more guidance 

on how to ensure a decent level of security for implementations of DHIS2.   

 

From an ethical perspective one can argue that the HISP project have an obligation to include 

security aspects in their capacity building. Handing over health management information 

systems to communities in low-and-middle income countries means that we are providing 

them with tools that can improve health, which is the ultimate goal of the HISP project. But it 

also means that we are introducing a completely new type of risk in these communities. 

Personal data breakage and lost databases are examples of incidents we want to avoid. To 

configure secure implementations of DHIS2, the implementers at the local HISP nodes need 

knowledge about security. And to avoid adding vulnerable attack surfaces to the system, 

developers need to have the right security skills when developing applications. 

 

HISP is a research organization using real life communities as their laboratories. They have a 

responsibility to make sure that they are not gambling with individuals’ personal data. Privacy 

should not be sacrificed for the benefit of research. Loss of data can also have major 

consequences. We know that hackers always have up-to-date knowledge about new 

vulnerabilities. Since DHIS2 is intended for communities that don’t have a lot of experience 

with technology, HISP and DHIS2 should do what they can to avoid that these 

implementations become easy targets for hackers. 

 

Lambda Research Laboratories wanted to encrypt the patient identifying data fields, but also 

be able to search for specific patients using these fields. The team searched for help through 

the DHIS2 community, trying to find out how this could be implemented. But because they 

could not find out how to do this, the team eventually gave up. Lambda Research Laboratories 

did not want to implement security on the expense of functionality, so the encryption issue 

was eventually abandoned. This example shows how open source community security 

practices can influence security in open source implementations or extensions. Had the 

desired documentation been available, the encryption would have been implemented. 

 

Wen, Kianpour, and Kowalski (2019) describe how open source projects historically have been 

focusing on functionality and efficiency. The work practices are focused on getting new 
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features released fast. But with increased threats and stricter data legislation the open source 

community is forced to adapt accordingly. The researchers suggest that open source projects 

should establish security rules, norms and methods in order to cultivate good security 

behavior. Bosu et al. (2014) also support this view and suggest secure coding guidelines for 

open source communities. My impression is that a set of recommended security practices for 

DHIS2 would be welcomed by the developers at Alpha Consulting. Most developers are not 

security experts, but this does not mean that they are not interested in delivering secure 

products. Security rules and for example a secure coding guide could help them navigate 

security choices. It could release them from some of the decision-making burden that they 

currently have. Having a list over recommended security practices could also reduce the risk 

of “blind spots” in the security work and could help developers make the most effective 

priorities to increase security.  

 

6.2. Who is Responsible for the Security of an Open 

Source Extension? 

A well-known saying is that “security is everyone’s responsibility”. I would say that this is 

especially suitable for open source software, as there are many involved parties. From this 

case study I discovered that this makes the situation complicated. This is also described in the 

literature, where the complexity of open source communities is described as a challenge 

when it comes to distributing responsibility (Wen, Kianpour, and Kowalski 2019). Who has 

responsibility for what? And what can you rely on the others to do?  

 

The AMR surveillance system is a set of applications extending the DHIS2 platform. The 

platform core is maintained by the core team located in Oslo. There is also a security team 

who takes responsibility for the software security related to the core and the standard apps. 

The core team receives vulnerability reports through email from DHIS2 contributors and users. 

They take responsibility for patching of the three most recent DHIS2 versions. If someone is 

using an older version, they will have to patch it themselves.  
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Lambda Research Laboratories is a customer of the AMR surveillance system and will be the 

system owner for the DHIS2 instances in the labs that they manage. They make the decisions 

on which requirements the system should have. It was for example Lambda Research 

Laboratories who decided that they did not want to encrypt patient numbers. They also 

defined user privilege restrictions in their requirements. Lambda Research Laboratories is 

responsible for decision-making around security, and the AMR development team at Alpha 

Consulting is following these requirements. Like in any other project, the requirements 

specify what will be implemented. The things that are left out of the requirements will not be 

implemented. In the AMR project, this means that Lambda Research Laboratories will need 

to specify the security requirements they want. If they don’t, they will not be implemented. 

For example: Input validation for WHONET Importer has never been specified as a 

requirement from Lambda Research Laboratories and is thus not implemented. Alpha 

Consulting follows the security requirements set by Lambda Research Laboratories, but do 

not make additional suggestions for security controls.  

 

When a system is being deployed on a government server, like the AMR system eventually 

will, a security company approved by the Standardization Testing and Quality Certificate 

(STQC) Directorate is responsible for validating the system. Alpha Consulting has experience 

with this from other instances of DHIS2. After running different tests on the system, the 

security company gives Alpha Consulting a report with the status on each test: Pass or fail. If 

the system has failed on any of the tests, then Alpha Consulting needs to fix this before the 

system is retested. This process is described more thoroughly in chapter 5.3.4. Eventually, 

when all the tests are passed, the system can be deployed on the government server. 

Currently, the Indian government security tests requires a higher level of security than the 

default DHIS2 platform provides. Alpha Consulting needs to change the core source code to 

implement extra security controls in order to pass the tests. Alpha Consulting has 

implemented several instances of DHIS2 that have passed the tests. They are familiar with 

the kind of tests they might have to pass. But instead of implementing all the security controls 

that are likely to be tested, they first implement the most likely ones. When they receive the 

first round of test results, they then see what additional controls need to be implemented to 

pass.  
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The fact that the DHIS2 core needs to be changed on a source code level in order to pass the 

STQC tests is unpractical for Alpha Consulting. Each time an STQC approved DHIS2 instance is 

upgraded, these changes need to be maintained, and the STQC tests are redone. Therefore, 

in order to limit the maintenance workload, it is understandable that Alpha Consulting tries 

to keep the number of changes to a minimum for each STQC approved instance of DHIS2, 

even if this means that implementing all of the changes for each instance might have led to a 

higher security level. 

 

It is an advantage that open source code allows for the customer to hire an external security 

company to perform a security validation of the system. This is a contrast to proprietary 

closed source software, where customers are forced to trust the vendor without having the 

ability to check for themselves (Witten, Landwehr, and Caloyannides 2001; Hoepman and 

Jacobs 2007). Independent security audit is an excellent way of taking full advantage of the 

open source situation from a defender’s perspective. Actively inspecting the code with the 

help of security experts is a good approach to finding and fixing vulnerabilities before the 

attackers finds them. I would say that hiring a security company to perform testing is a good 

solution for managing the security in the extension of open source software. It allows for the 

customer to control the product before they start using it. The AMR surveillance system 

development process is similar to a proprietary development process in that it has less 

frequent and bigger releases than in many typical open source projects. Large changes have 

proven to lead to a higher risk of vulnerabilities, because it is easy to oversee something (Bosu 

et al. 2014). By hiring a security company to perform testing, potential overseen 

vulnerabilities can be discovered and fixed before the code is released to production. 

 

Alpha Consulting is independent from their vendor, which in this case is the DHIS2 core team. 

The AMR team is free to make desired changes to the code in order to make it work in the 

Indian context and meet the STQC requirements. Some researchers point out that in the 

situation with closed source proprietary software, the defenders are deprived of the 

opportunity of for example patching the code, while the attackers still have ways to find 

vulnerabilities (Hoepman and Jacobs 2007). Not having to rely on the vendor is one of the 

most famous arguments for choosing open source software. If the vendor of proprietary 

software goes out of business or decides to stop maintaining the software you are using, you 
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have no option but to switch software. In the open source case, you are free to maintain the 

software on your own. The DHIS2 security team provides security support for the three 

newest versions of DHIS2. There are many older versions in use, but in those cases someone 

else needs to maintain the software. 

 

A high degree of freedom leads to a heavy responsibility for the system owners. It turns out 

that the final responsibility for both defining security requirements and system validation lies 

with the system owner. I consider this to be a paradox, because the system owners are rarely 

experts on security or the open source software. In fact, they are usually the party of the 

supply chain with the least experience on this. The core team have DHIS2 experts and security 

expertise, Alpha Consulting have DHIS2 and public health expertise, and the customer are 

experts in their domain, which is often health. The AMR project has an unusual customer, 

because Lambda Research Laboratories have recently developed their own AMR surveillance 

system, and therefore has valuable experiences and expertise on AMR surveillance. Despite 

that, security requirements are being lost in the transition over to the new system. Based on 

my interview with the AMRDS team I would say that this does not seem intentional, because 

they expressed an engagement in security, and acknowledged the importance of maintaining 

a high level of security in AMR surveillance. They had implemented many security controls in 

their AMRDS system and recommended that these should also be implemented in the new 

DHIS2-based AMR surveillance system. But many of these security controls were missing from 

the DHIS2-based AMR surveillance system requirements. A possible explanation for this can 

be limited procurement expertise. Even though Lambda Research Laboratories have 

experience with the development of an AMR surveillance system, they do not necessarily 

have expertise in the procurement of information systems. Alpha Consulting might be used 

to customers having a high level of procurement expertise and is maybe therefore used to 

follow the requirements they receive without asking too many questions. However, more 

investigation is needed to confirm this. 

 

The AMRDS system had been in in production for three years without going through the STQC 

testing. This shows that a system can be deployed and collect big amounts of data without 

passing the tests first, if it is considered to be unfinished. In this case, it is Lambda Research 

Laboratories who make the decisions and assess what security measures should be in place. 
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This also shows that the data legislation in India today is not necessarily being enforced in 

practice.  

 

In proprietary software, the vendor decides what the product should be like, and the 

customers decide if they want to buy it. This also means that the vendor has the opportunity 

to restrict the way the product can be implemented and used. An expert security team can 

do what they think is best on behalf of the users and force the users to follow this even if they 

“don’t know better”. In an open source implementation, the user has the last saying in every 

decision. Even if the core team is trying to build a secure system, they cannot stop the users 

from removing all the security controls if they want to. That is open source, for better or 

worse. As a consequence of the BSD license, it is not possible to force the users to practice 

strict security.  

 

6.2.1. Should We Trust the Security of the Platform We Are Extending? 

When extending an open source platform, it is relevant to assess the security of the platform, 

because if the open source software being extended is not managed well, this can affect the 

security of the extension. The team behind the AMR surveillance system placed a lot of trust 

in the security of the DHIS2 platform. I will now discuss whether it was right to put this trust 

in DHIS2. 

 

“Given enough eyeballs, all bugs are shallow” – Linus’s Law. It is a great idea, and it works in 

many cases. Security Portal’s comparison of Red Hat, Sun and Microsoft showed that 

members of the Red Hat open source community identified bugs and contributed with 

patches faster than closed source Sun and Microsoft (Witten, Landwehr, and Caloyannides 

2001). In fact, the patches were contributed so fast that the core team was struggling with 

distributing the patches fast enough. But like many others have pointed out: Just publishing 

source code gives no guarantee that skilled developers will spend time evaluating it (Hansen, 

Köhntopp, and Pfitzmann 2002; Hoepman and Jacobs 2007). And even if we assume that users 

of an open source system will always contribute to it, what about the systems that don’t yet 

have a lot of users? I would say that publicly available source code is both an advantage and 

a disadvantage: It can help large projects maintain a high level of security for a low cost, but 
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it can pose an extra risk for projects with few contributors and little resources. The premise 

for Linus’ law is that there exist many developers who are taking their time to do code review. 

It seems that DHIS2 should be able to benefit from Linus’ law as a security principle. DHIS2 is 

the biggest health information system in the world. There are software teams and individuals 

all around the world contributing to the software. The literature suggest that open source 

communities should have a security expert group (Wen, Kianpour, and Kowalski 2019; Bosu 

et al. 2014). DHIS2 has a multi-disciplinary security team located in Oslo. Even though DHIS2 

is the most used health information system in the world, it has had few security incidents to 

my knowledge. Based on all these reasons, it seems like we can trust DHIS2 to maintain an 

acceptable level of security.  

 

6.3. Security Practices 

Since the AMR surveillance system is an extension to the DHIS2 platform, the AMR 

development team can benefit from the quality of the platform. Some of the functionality in 

the surveillance system, like the application for the data visualizing, is maintained by the 

DHIS2 core team. The AMR development team only has to develop and maintain a handful of 

applications to make DHIS2 support AMR surveillance. This means that they are able to deliver 

an entire advanced AMR surveillance system to their customers by just developing a few 

applications themselves. This is a big advantage. It also means that the customer can get the 

product for a cheaper price, and probably faster. 

 

If security is neglected in the AMR applications, the benefit from the security level of the 

DHIS2 platform is wasted. Even if DHIS2 maintains the highest possible level of security, it 

would all be a waste if the AMR system let their users access it through an app that lets them 

walk right pass the security controls. In order to benefit from the platform’s level of security 

the AMR development team needs to take the responsibility for the security of their own 

applications. By doing so, they will uphold the security efforts made by the core team, instead 

of tearing it down. Unfortunately, there were many examples of poor security management 

in the AMR project. Examples for this follows in the next sections. 
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The WHONET Importer application is a big part of the attack surface of the system, because 

it imports data from the outside. When importing data, for example from csv files like this 

application does, it is important to validate the input, and make sure that the data will not 

harm the system by intention or accident. Data integrity is a concern that should be 

considered in this application, because it uploads data that is going to be used for decision 

making. It is therefore important that this data can be trusted and that it follows the correct 

format. There exist many recommended best practices for file upload and input validation. 

OWASP for example suggest checking input length and range (“Input Validation · OWASP 

Cheat Sheet Series” n.d.; “File Upload · OWASP Cheat Sheet Series” n.d.). These are checks 

that could easily be implemented in the WHONET Importer application. The application had 

no security requirements, and the best practices described by OWASP are different from the 

implementation. A possible explanation for this might be that nobody felt responsible for this 

application. While the data import application was adapted to the workflow of Lambda 

Research Laboratories’ microbiology labs, the WHONET Importer application was more of an 

extra feature that they perhaps did not feel the ownership of. It seems like all the different 

parties expected someone else to take responsibility for it, because it was not a part of the 

main functionality defined from the start.  

 

During my time at the AMR surveillance system project, the team faced a few security 

problems related to the use of Git. One of these problems was that a password was pushed 

in cleartext to GitHub. According to open source security and license compliance 

management platform WhiteSource, hardcoding sensitive data is the most common security 

mistake when using Git (“Top 5 Git Security Mistakes” n.d.). WhiteSource suggest using a 

secure key management solution. Storing credentials or encryption keys in cleartext is 

considered bad practice, and even if it might be tempting to do this and use gitignore, it 

should be avoided.  

 

Another security challenge related to the use of Git was the lack of knowledge about proper 

Git branching models and best practices. We used a developer and master branch in 

combination with personal branches. This solution worked well as there were only two 

developers working together, and it did not lead to a lot of merge conflicts. However, the 

problem was that one of the developers pulled code from the other developer’s personal 
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branch and merged it into master. This was done without clarifying with the person who’s 

branch it was. This code was a work in progress and was by no means ready to merge into 

master or even dev branch. 

 

The Git incidents show how poor security practices can lead to increased risk and security 

incidents. These risks could easily be mitigated by adapting an appropriate branching model 

and best practices. In my estimation, adapting such a model would be easy for Alpha 

Consulting. There are many tutorials available online, for example on GitHub’s own Learning 

Lab (“Introduction to GitHub” n.d.). Teaching a branching model to a new developer could 

take as little time as just a few hours. The introduction course on GitHub Learning Lab takes 

less than an hour. This is an extremely cheap cost considering that messy branches can lead 

to time consuming problems. Following good Git practices is very important when working 

with open source projects. Pushing secrets to GitHub can have more serious consequences 

here than in closed source projects, considering that the repositories are public.  

 

Alpha Consulting has a habit of copying apps and modifying them, instead of making new apps 

from scratch. This is a common practice in the open source world. Reuse of code can promote 

a more efficient approach to making apps, because the developer doesn’t have to write 

everything from scratch. If the code is of high quality, then the quality will follow over to the 

other applications implementing it. Unfortunately, this is also the case if the code is of poor 

quality. Because I observed that functionality and time to delivery was often prioritized over 

security, I am not sure if the code reuse at Alpha Consulting is beneficial in the longer run. I 

am afraid that this practice combined with a low focus on security and testing is spreading 

vulnerabilities. If the developers write their code from scratch, they at least have better 

control of the code. A similar opinion can be found in the literature. A study found that 

modified files had a higher likelihood of containing vulnerabilities than new files (Bosu et al. 

2014).  

 

Another practice I observed was the habit of giving almost every user the highest privilege 

level in the different test servers. One time this even was the case on a production server. 

The practice that surprised me the most was the use of real data in the development process. 

This included patient identifying data fields such as patient number. In Norway, the 
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newspapers have previously written about scandals in IT projects where IT workers in other 

countries have had access to patient data (Remen 2017). These kinds of incidents have the 

potential to damage the reputation of the responsible company. But the severity also of 

course depends on the legislation around personal data. Norway has strict regulations 

regarding the collection and usage of personal data. India is about to follow this example and 

is in the process of implementing the Personal Data Protection Bill (The Personal Data 

Protection Bill, 2019). The access to the AMR servers might need to be more strictly managed 

when this bill is passed.  

 

6.3.1. Possible Explanations for the Bad Security Practices 

The AMR team did not have one person specifically in charge of security. Developers were 

responsible for each their part of the functionality, and the security of that part. They often 

worked separately on each their own application. Team leaders presented functional 

requirements in meetings, and the developer took notes from this. The developer was 

expected to design the app’s user interface, make technical choices and perform testing 

without much help from anybody else. This work practice is common for Alpha Consulting 

projects in general. Their developers have a lot of freedom to decide how apps are built. Often 

there is just one developer involved with the code from beginning to release. One challenge 

with this practice is that it puts a lot of responsibility on each developer.  

 

One of the explanations for the developers’ bad coding practices can be their high work 

pressure. During the time I spent with Alpha Consulting, there was a lack of developers at the 

company, and they struggled to hire new ones. I was told by developers at the office that they 

were under a constant time pressure to deliver their work. On the project I also observed 

team leaders making what I perceived as strict time estimates on programming tasks. 

Programmers were forced to focus on making the deadline, so they had very limited time to 

explore new technologies to use or perform proper testing. Considering this I can understand 

why they split the work tasks into different applications. It potentially minimizes coordination, 

leads to fewer merge conflicts, and limits the amount of domain knowledge each developer 

must obtain.  
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Another explanation for the bad coding practices could be the lack of training. New 

developers at Alpha Consulting are given a minimum of training. Since they are working alone 

most of the time, this means that they also have limited opportunity to learn from each other 

while they are working. Skipping training to save time might be a short-term solution. In the 

long run, this strategy can lead to a code base that is hard and time-consuming to maintain. 

For example, it is common knowledge that a bug will cost more to fix after the code has 

reached production. Messy and illogical code takes a longer time for another person to 

understand when later maintenance is necessary. 

 

My impression from working in the AMR team is that although the developers have technical 

competence, they seem to be unaware of how they can apply these skills to reduce risk. This 

is not a unique situation. Wen, Kianpour, and Kowalski (2019) found in their study that 

developers were not aware of how they introduced vulnerabilities in their code. They stated 

that open source developers had a clear lack of security competence. Bosu et al. (2014) 

revealed that the most experienced developers actually introduced the majority of 

vulnerabilities. One proposed explanation was the lack of formal training in open source 

communities (Wen, Kianpour, and Kowalski 2019). In open source communities, it is not 

common to provide formal onboarding training (Wen 2017). Although Alpha Consulting is not 

an open source community, this suggested explanation is interesting, because like open 

source communities Alpha Consulting don’t provide onboarding training.  

 

It seems that more technical training of developers would benefit Alpha Consulting. Security 

knowledge is necessary to achieve effective security (Wen, Kianpour, and Kowalski 2019). In 

addition to cover security, the training could focus on helping the developers stay updated 

on new technologies. The developers told me that they did not have enough time to do this 

during their workday. It should be done regularly and could help Alpha Consulting adopt new 

technologies that could benefit themselves and their customers. In addition to this, it appears 

to be a need for more organized training for newly hired developers. Based on my observation 

this should at least include the topics Git, testing and secure coding practices. Microsoft SDL 

has similar recommendations (“Microsoft Security Development Lifecycle” n.d.). They say 

that security training should include security testing and secure coding. OWASP SAMM 

suggest that security training should be repeated regularly, and that anyone who is involved 
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with software development should receive training (“OWASP SAMM Version 2 - Public 

Release” n.d.). Based on this OWASP recommendation, Alpha Consulting should consider 

providing security training for implementers as well as developers. Implementers are the ones 

defining the requirements for the system. OWASP says that security should be considered 

during the software requirement process. The implementers are in charge of this part of the 

development process, and they should therefore receive security training.  

 

6.4. Security Arguments for Open Source Code 

A relevant question to ask when extending an open source platform is: Should the source 

code of the extension be published? DHIS2 has a BSD license. BSD is a permissive license, 

which means that is permits proprietary derivatives works and does not force redistributors 

to publish the modified source code (“Frequently Answered Questions | Open Source 

Initiative” n.d.). This means that the AMR team is not actually obliged to publish the source 

code online. From my point of view, it seems like the AMR system is not able to benefit from 

the main reasons to publish source code. Examples follow: 

- A principle in open source development is “release early and often”. The point is to 

release code early, while it still contains bugs, so that users can test it and help identify 

the bugs (The Linux Foundation 2011). The code should be released in small portions, 

as larger changes can lead to a higher risk that vulnerabilities are overseen (Bosu et al. 

2014). This can help lower the testing costs for the vendor. However, the AMR project 

cannot benefit from this principle because it requires external contributors in order to 

work. There are no external contributors to the AMR surveillance system’s source 

code at this point.  

- Another reason for publishing source code is per review. Multiple contributors who 

are reviewing each other’s code is considered a strength of open source communities 

and it can contribute to a higher level of quality, functionality and security (The Linux 

Foundation 2011). Linus’ Law says that with many contributors there is a higher 

likelihood of finding the vulnerabilities. In the AMR case, there is often just one 

developer working with the code from start to release. Publishing the source code 

enables other developers to review it, but this has never been done during the AMR 

project. 
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- Privacy through transparency is another argument for open source code. But patients 

whose data is entered into the AMR system will not benefit from this principle, as they 

rarely have the skills to perform a code review, and they do not have the opportunity 

to opt out. The assessment of whether their data should be entered into the system 

is made on their behalf by someone in the hospital or health administration.  

 

Open source code allows independent users to perform their own security and privacy 

assessment of the system (Witten, Landwehr, and Caloyannides 2001; Hoepman and Jacobs 

2007). For Alpha Consulting there are examples where government customers hire 

independent security companies to perform security testing. This is still possible without 

publishing source code. Closed source software can allow users to hire an independent party 

to perform security testing (Hoepman and Jacobs 2007). This could be an alternative for the 

AMR project if they choose to make their source code closed.  

 

Publishing source code gives advantages to both the defender and the attacker of a system. 

In the AMR case it looks like the advantages of the attacker are stronger than the ones for the 

defender. Possible attackers can investigate the code and find vulnerabilities, but there is 

nobody outside the Alpha Consulting office utilizing the published source code from a 

defender’s perspective. By closing the source code, it will be harder for the attackers to find 

the information they need (Hoepman and Jacobs 2007). The team behind the AMR 

surveillance system should perhaps consider not to publish the source code on GitHub for 

these reasons. At least not until the project has had more time to find and fix vulnerabilities. 

I would argue that the security management of the AMR custom built applications should be 

managed more like proprietary software rather than open source software. For example: 

There should be clear requirements to what needs to be completed before release, including 

security requirements. Testing should confirm if the requirements are met before release. I 

observed that the current test practices focused on what the system should do, but not on 

what the system should not do. The testing confirmed that the system handled expected 

behavior. The developers were not asked to test unexpected and damaging behavior.  
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6.4.1. Privacy and Open Source Code 

Hansen, Köhntopp, and Pfitzmann (2002) said that transparency is a necessary prerequisite 

for privacy. Because everyone has the right to know who knows what about them at what 

time. Open source can provide the necessary information to achieve this, because it allows 

the user to analyze what the program is doing with their data.  

 

Having said that, it requires a lot from the user in order to review the code for an entire system. 

I cannot imagine the patients whose data is entered in the AMR system reading through the 

code before agreeing to entering their data in the system, and neither is it realistic to think 

they would hire someone else to do it for them. The users of the AMR surveillance system do 

not have the opportunity to opt out of the system. The decision on whether the data should 

be entered in the system or not is made by the hospital administration, or even higher up the 

hierarchy. The patients can in principle see what data the system is collecting about them, 

and how the system is treating the data. But there is not really anything they can do about it. 

In any matter, the user is dependent on privacy legislation to defend their right to own their 

own data. The Indian government is currently working on new legislation concerning this (The 

Personal Data Protection Bill, 2019). When this legislation is in place, competent users of the 

AMR system or other interested parties can use the transparency to control if the data is 

being lawfully treated. Hospitals wondering if the system is legislation compliant can hire 

security companies to perform the necessary security inspection of the system. But before 

that legislation is in place, it is up to the system owner to decide the level of privacy they want 

to maintain. In addition to this, it is the system owner’s responsibility to define the 

requirements needed to achieve this.  

 

6.4.2. Publishing the Source Code for the Greater Good 

From the other side, there are arguments for why the AMR surveillance system should have 

its source code published. There is currently a global lack of data on AMR, especially from 

countries in Africa. System stakeholders are hoping that the DHIS2-based AMR surveillance 

system will grow and be used in many countries, for example in Africa. Providing a free and 

open source AMR surveillance system will give other countries the opportunity to use the 

system and adapt it for their needs. In order to enable adaptations of the system, the source 
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code should be published. Open source products can achieve a broad growth, and it can meet 

a wide range of use cases by the help of its contributors (Poortvliet 2017). Sharing the source 

code of the DHIS2-based AMR surveillance system is a contribution towards helping the world 

collect AMR data. These data are again analyzed and used to make the right decisions to 

preserve the effect of antibiotics. Considering this, it might be unethical not to publish the 

source code. 

 

6.5. Overall Learnings 

The research question for this thesis was: 

What are the security-related benefits and challenges when developing an open source 

extension for antimicrobial resistance (AMR) surveillance in India? 

There were four main learnings from this research project. One benefit and three challenges. 

The following sections provide a summary of the four main learnings: 

 

Extending an open source software also means extending the open source community around 

the software. The open source community provides resources such as courses that are 

beneficial for the team developing the extension. I found examples of situations where the 

open source community resources helped the team strengthen the security of the extension. 

I also found an example of how the absence of help led to a dropped security control. The 

literature suggests that open source communities should provide security guidelines, such as 

security coding practices (Wen, Kianpour, and Kowalski 2019;  Bosu et al. 2014). Such security 

guidelines are missing in the DHIS2 community today. The infrastructure for capacity building 

in the DHIS2 open source community is already in place, but they currently have a weak focus 

on capacity building of security. My impression is that DHIS2 security guidelines could benefit 

teams extending the DHIS2 software. 

 

The literature describes challenges with distribution of responsibilities in open source 

communities (Wen, Kianpour, and Kowalski 2019). Through this case study I found that this 

also applies to open source extensions. A lot of the responsibility is being placed with the 

system owner. This is a challenge because the system owner often has the least expertise on 

security and the extended software.  
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A challenge with poor security practices were discovered through this case study. Researchers 

have found similar challenges in open source communities, and say that developers introduce 

vulnerabilities into their code without realizing how (Wen, Kianpour, and Kowalski 2019). It 

turns out that experienced developers introduce the majority of the vulnerabilities (Bosu et 

al. 2014). Lack of training has been suggested as an explanation (Wen, Kianpour, and Kowalski 

2019). This suggested explanation is suitable for this case study too, because like many open 

source communities (Wen 2017), Alpha Consulting does not provide formal onboarding 

training.  

 

The AMR surveillance system has for other reasons than security chosen to publish the source 

code. It turns out that there are currently more security challenges than benefits by publishing 

the code. The AMR surveillance system does not benefit from well-known security 

advantages by publishing source code such as peer review (The Linux Foundation 2011) or 

privacy through transparency (Hansen, Köhntopp, and Pfitzmann 2002). Potential attackers 

of the AMR surveillance system still have all their benefits from the available source code.  
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7. Conclusion 

7.1. Answering the Research Question 

The objective of this thesis was to answer the research question:  

What are the security-related benefits and challenges when developing an open source 

extension for antimicrobial resistance (AMR) surveillance in India? 

I have performed a case study where I participated in a development process with an IT 

company in Delhi, India. The goal for the development process was to build a surveillance 

system for antimicrobial resistance (AMR). The study has a qualitative research design, and 

the data collection was performed from January to December 2019. The main data collection 

methods were participant observation, software analysis and document review. In addition 

to this, I also carried out data collection through photographs and interviews. I have 

completed three field trips where I have worked side by side the other team members in the 

office in Delhi. In addition to this, I visited a microbiology lab in northern India to get input 

from the user perspective. The AMR surveillance system described in this thesis is an 

extension of the free and open source health platform District Health Information Software 2 

(DHIS2).  

 

Through my empirical research I have discovered that there was a challenge with poor 

security practices throughout the development process. Among the challenges identified 

through my field research are: Limited testing, lacking security requirements and risky Git 

practices. There can be several reasons for this. Limited security knowledge can be one 

possible explanation. This can again come from the lack of formal security training among the 

team members. Through the literature presented in this thesis, it appears that limited security 

knowledge is a global challenge, and it is hard to solve because of the rapid technological 

evolution, and that the complexity of information security management requires information 

security expertise which is currently in shortage. Another explanation for the bad security 

practices can be time pressure on the developers, which they told me they were struggling 

with. It is also possible that the low focus on security practices come from the fact that the 

security responsibility was not placed on the team members, but rather on the customer. 
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This leads to the next challenge discovered through this research. This study found that the 

main weight of the responsibility regarding information security management is being put on 

the customer. This can be seen as a paradox, because they are often the party with the least 

expertise on both security and the open source software. If the customer wants to benefit 

from the security controls implemented in the default platform, then it is necessary to 

manage the security of the extension properly. In order to navigate the alternatives for the 

security in the extension, the customer need to know how to perform effective security 

management or hire someone to do it for them. The Indian government has independent and 

trusted security companies performing security audits of the system for them in order to 

validate that their security requirements have been met. However, this is expensive, and 

might not be an alternative for smaller system owners with less resources. 

 

Published source code is currently a security challenge for the AMR surveillance system. There 

are many reasons to publish the source code of the AMR surveillance system, for example the 

ethical perspective of supporting the fight against AMR by sharing surveillance software. But 

at the moment, there seems to be more disadvantages by publishing the source code than 

advantages. One of the strongest security arguments for publishing source code is the fact 

that there are many contributors helping to find vulnerabilities in the system. The AMR 

surveillance system does not have such a network of contributors, at least not yet. Another 

argument in the favor of open source code is that it strengthens privacy through transparency. 

The users can find out how their data is treated in the system by investigating the source code. 

The patients whose data is entered into the AMR system are in principle able to investigate 

the code, but they do not have the opportunity to opt out of the system if they are not happy 

with what they find out. The hospitals are making this decision on their behalf. In addition to 

this, without strict privacy and personal data legislation, and with the freedom provided 

through the open source license, it is ultimately up to the system owner to guarantee the 

patients’ privacy. DHIS2 uses a BSD-3 license, which does not impose source code publication 

of the AMR extension.  

 

During this research I noticed that the resources provided through the open source 

community can be beneficial for teams who are developing extensions of open source 
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software. In many situations during a development process of an open source extension, 

expert level knowledge about the open source platform is necessary in order to find the best 

and most efficient solutions. Efficient implementations are relevant for security because it 

can lead to less security maintenance. The AMR surveillance system introduced a new type 

of use for the DHIS2 platform. It was challenging to make the AMR data compatible with the 

DHIS2 database structure, but with the help from the DHIS2 core team, this was made 

possible. Team members who had participated in training provided by the DHIS2 community 

were a big strength for the team and assisted other team members with their expertise. The 

established infrastructure for building capacity through the DHIS2 community seems to be a 

success. Having said that, there is a potential for far more capacity building on security 

through the DHIS2 network, and it is of my belief that such training would benefit the AMR 

team and others who are developing extensions and implementations of DHIS2.  

 

7.2. Further Research 

This research project has attempted to generate new insight into the security challenges 

faced by independent software teams developing extensions of open source software. 

Implementing open source software into other projects is becoming increasingly normal. 

Initiatives such as GitHub Security Lab shows that there is a need and an interest for more 

knowledge on the topic. It is important that the teams who are implementing and extending 

health information software such as DHIS2 and AMR surveillance systems know how to do 

this in a secure way. More research on security around open source software development 

processes is needed to develop security best practices suited for these less traditional 

software projects.    
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Appendix A 

Interview guide Alpha Consulting 

 

What is your role at Alpha Consulting? 

 

How do you work with security at Alpha Consulting? 

 

Can you tell me about the STQC security testing? 

 

Where are the security requirements for your systems usually coming from? 

 

Are there any standards or legislation that your systems need or should to be compliant with? 

 

What security concerns do you see in the AMR surveillance system? 

 

Do you have experience with implementation of encryption in DHIS2? 

 

Do you know about any DHIS2 security incidents? 
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Appendix B 

Interview guide Lambda Research Laboratories 

 

What have been your roles in the development of AMRDS? 

 

How many hospitals are using AMRDS? 

 

What security considerations did you make in the development of AMRDS? 

 

Did you implement encryption in AMRDS?  

What was encrypted? 

Why? 

Who decided this? 

 

Have you performed a risk analysis for the system? 

 

Where did your security requirements come from? 

 

What data do you identify as the information assets in AMRDS? 

 

Who do you see as potential threat agents for AMRDS? 
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