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AI-generated code is increasingly used in software 

development

01: Background

RQ1
How does the security of LLM-generated code differ across 

various models?

RQ2

What are the most typical vulnerabilities introduced during 

C code generation by different LLMs using neutral zero-shot 

prompts?



Example



Approach

(c) Dataset Creation

Created the FormAI-v2 dataset with 331,000 C programs generated by eight 

different LLMs, including models like GPT-4, GPT-3.5, and CodeLlama.

(d) Vulnerability Detection: 

Used Efficient SMT-based Context-Bounded Model Checker (ESBMC) to identify 

and label vulnerabilities across the programs.
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Methodology



Results



Results

https://github.com/FormAI-Dataset



LLMs in Web Development

PHP

(AI)



Example



Created and analyzed 2,500 GPT-4 generated small PHP 

websites.

Approach

01 Performed static code analysis.

02
Deployed in Docker containers for active scanning using 

Burp Suite and manual review.



Prompt



Methodology



Developed a methodology for benchmarking LLMs in secure 

PHP code generation.

Findings

01 2,440 vulnerable parameters identified.

02 26% had at least one exploitable vulnerability.

03 File upload functionality insecure 78% of the time.
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