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Sensitive information in public data

LLMs require massive amounts of data

source: huggingface.co/datasets/allenai/dolma

● Example: Dolma training corpus (OLMo)
○ open corpus, mix of texts from the web, publications, repositories
○ 2.3 trillion words; 4 bilion documents
○ 2 300 000 000 000 

⇒ infeasible to sanitize manually
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Sensitive information in public data

source: huggingface.co/datasets/HPLT/HPLT3.0
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Sensitive information in public data

LLMs are prone to memorizing portions of the training data:

● Personal identifiable information (PII)
📧   names, e-mail addresses, phone numbers
💳   credit card numbers, social security numbers
📌   locations
○ Information protected by GDPR, CCPA, …

● Private keys in GitHub repos

● Copyright-protected creative content
○ Who's Harry Potter? (Ronen Eldan, Mark Russinovich, 2023)
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Difficulties in content filtering

● Infeasible to sanitize manually

➔ Heuristic filtering approaches …
◆ LLM as judge? 
◆ Dolma used regexes

… are imperfect

- paraphrases
- “bronec [at] ufal.mff.cuni.cz”!
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Difficulties in content filtering

● LLMs should understand:
○ phone numbers/ ip addresses/ e-mail addresses

○ format and style of creative documents/ private e-mails/ direct 
messages

without remembering concrete ones (?)
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Removing sensitive information

● “Our model has learned sensitive information. What now?”

1. Sanitize the dataset and re-train the model from scratch. 🙁
7B   ~ hundreds of thousands Kr
32B ~ milions - tens of milions Kr             source: semianalysis.com

2. Unlearn it. 🤗



Problem definition
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LLMs can be viewed as a form of a probabilistic database from which we 
produce statistics (next token predictions)

We might want them to abide Differential Privacy for PII samples.

10

Differential privacy

source: https://commons.wikimedia.org/w/index.php?curid=150281038



Base LLM              provides           -differential privacy if: 
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Differential privacy

for all datasets                differing by PII of one person 
and                trained on those datasets 

LLMs are generally not         -differential privacy for sufficiently small 



Commonly used unlearning problem definition:
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Regaining differential privacy

Using              trained on      ,

the forget set                     ,

and the retain set                              :

Transform              into       
such that it is indistinguishable from                trained on 

- not always applicable 
- ex.: hazardous knowledge acquired from general knowledge



SemEval 2025 - Task 4
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SemEval 2025 - Task 4

Unlearning sensitive content from Large Language Models

The organizers provided:
● Forget and retain sets, ~1000 samples each + validation sets

- real/synthetic bibliographies and long-form documents
- sentence completion and question answering

● OLMo-1B and -7B fine-tuned to recognize both sets

● Goal: make sure the models unlearn the forget set without forgetting 
the retain set (and without deteriorating)

Submission = unlearning script constrained to run under 2 hours
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SemEval 2025 - Task 4
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SemEval 2025 - Task 4 – Metrics

Knowledge:         ROUGE-L against reference outputs

Overfitting:         Loss-based Membership Inference Attack

General utility:   MMLU
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MIA idea

Over-unlearned model still leaks the sensitive knowledge



Our solution
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Solution goals:

● Unlearning methods are susceptible to utility degradation
➔ catastrophic collapse

- we want to bring in further regularization

● Constrained compute
- 2 hours in submission environment
- limited GPUs on student cluster
- our solution should require minimal memory and 

computation time



● Our solution combines two methods:
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Low-rank Negative Preference Optimization

1) Negative Preference Optimization (NPO)       (R. Zhang, et al., 2024)

● Tailored loss function which suppresses unwanted tokens
● Implicitly lowers the weight of already unlearned tokens

+ relatively robust against catastrophic collapse
- still requires strong regularizations
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NPO

NPO vs. Gradient Ascent
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NPO

NPO compares two probability values per token 
=> the whole reference model is not needed, the values can be pre-computed

The NPO authors also use negative log-likelihood on the retain dataset as a 
regularization:
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Low-rank Negative Preference Optimization

● Our solution combines two methods:

2) Low-Rank Adaptation (LoRA)
                                     (Edward J. Hu, et al., 2021)

● We add a small number or new 
parameters into the model

● Only those new parameters are 
optimized

+ We can update knowledge of deep layers
+ New parameters can be merged into the 

original model
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LoRA

● Finetuning memory requirements:

● LoRA fine-tunes an update to a linear layer
○

○            is constrained to be of a low rank r 
=> we can decompose

○ Finetune only 
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Low-rank Negative Preference Optimization

● The model distribution should not move away far from the original

 ⇒   With NPO + LoRA, we can compute Kullback-Leibler divergence of 
model outputs for “free”
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Low-rank Negative Preference Optimization



Results
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Task 4 results

● 2 evaluation rounds – first 7B model, then 1B
● 24 teams, only solutions with passing MMLU accepted

7B evaluation (our solution had an early exit bug):
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Task 4 results

1B evaluation:
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Task 4 results
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Example unlearned model outputs



Current state of the field
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Current state of unlearning

● Recent methods still deteriorate the models

● Works are difficult to compare
○ Many benchmarks - TOFU, WMDP, MUSE, or created ad-hoc
○ But unified comparisons are appearing
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Current state of unlearning

● Research still mostly focuses on English
○ multi-lingual/cross-linugal unlearning works exist

but evaluation is scattered

● Lack of good metrics

● The field is very close to Knowledge Editing, where the same issues 
persist



● Our memory-efficient method was competitive in the SemEval 
competition

● Current unlearning methods and evaluations are not perfect
● More work is to be done in cross-lingual unlearning, perhaps 

bridging knowledge editing and unlearning is the way forward
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Summary
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Thank you!
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Membership Inference Attack (MIA)

● “Was a given (x, y) sample present in the 
training data?”

● MIAs are general methods not specific to 
LLMs, independent of the architecture

● They require access to the output logits or 
activations



37
Unlearning Sensitive Information from Large Language Models

Membership Inference Attack (MIA)

Generic MIA:

1. Input: A set of samples, a model. Our goal is to detect which were 
part of the training set.

2. Samples are ranked by a given MIA method
a. In the task, the loss of a sample was used

3. The ranks are thresholded with ϑ, 
Samples ranked above > ϑ are reported as positive
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Are MIAs effective against LLMs?

Two sets:
● member - samples were part of the 

training set
● non-member - not part of the 

training set

Can a given MIA tell them apart?

⇒ try different thresholds ϑ, draw an 
ROC curve
⇒ Area Under Curve

zdroj: wikipedia.org
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Are MIAs effective against LLMs?

Do Membership Inference Attacks Work on Large Language Models (Michael Duan, et al., 2024)
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Is a given LLM robust against MIAs?

Again, two sets:
● member
● non-member

⇒ ROC ⇒ AUC

AUC around:
a) 0.5:  MIA cannot tell sets apart, model is robust
b) 1.0: MIA is able to tell sets apart, the model leaks 

information
c) 0.0: MIA still tells them apart

Unlearning methods (in)directly increase the loss of forget 
samples. => AUC can go below 0.5.



41
Unlearning Sensitive Information from Large Language Models

The effect of the LoRA rank r
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The effect of the LoRA rank r on MMLU
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Model deterioration during unlearning
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Other methods

● NPO lowers the probability of unwanted tokens
○ but does not tell the model what to say instead

● It is possible to use Direct Preference Optimization
○

○ But one has to come up with replacement phrases y_w
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Replacement phrases

TOFU: A Task of Fictitious Unlearning for LLMs (Pratyush Maini, et al., 2024)



46
Unlearning Sensitive Information from Large Language Models

Replacement phrases are prone to overfitting

Negative Preference Optimization: From Catastrophic Collapse to Effective Unlearning (R. Zhang, et al., 2024)



47Unlearning Sensitive Information from Large Language Models

Paraphrases


