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Overview

« Communication Security
— The structure of the Internet
— Network layer
— Transport Layer Security (TLS)
— IPSec (IP Layer Security)

« Computer network security
— Firewalls

— Intrusion Detection
— TLS Inspection
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The Physical Internet
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DNS: The Domain Name System

DNS root
- Top Level Domains (TLDs)

[ google }[} [wikipedia}[ } ac co gov n Domains

[translate}[...} MU [ OX M} [barclays][...} [ bristol M} )
- winity || ...] [ bank | ...] )

> Subdomains
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Domain names and |IP addresses

« Domain names are virtual en.wikipedia.org

| Translation |

« |P addresses are physical 185.15.59.224

Internet

@ What is the IP address of the domain name en.wikipedia.org? >

(0]

DNS server

\_
<he IP address of the domain name en.wikipedia.org is 185.15.59.224. @

I I

I I

I I

I I

I I

N \

I ! ) " )

| Client 1 @ Retrieve the webpage of en.wikipedia.org at IP address 185.15.59.22> H‘mlm

| ' \

I '< Here is the webpage of en.wikipedia.org. @ Web server at
| J \ 185.15.59.224
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Assignment og IP address number ranges

RIPE NCC

LACNIC
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Tier 1 ISPs

(ASs) NTT Verizon
Full-mesh AT&T Orange
settlement-free peering Deutsche
Telecom Direction of
___7L ___________ - __|_ settlement
Tier 2 ISPs orea Vodafone IXP
(ASSs) hina Telecom ~
Telecom . -~
Singtel British Telecom
Teleco

Partial-mesh IXP Telstra i

settlement-based peering :

——————————————————
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Internet routing

Legend: @ Internet router

& Local switch/router

O Autonomous System

AS/ISP #1

Internet , ‘v Internet
customer A AS/ISaP "z // M R S AS/ISP #3 customer B
Client & @ , ) '
===t %

Ruptured cable
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The Internt StaCk Legend I Interface within the same node

<---+ Communication through network

Host A Host B

Communication between client/server apps

Clientapp ==~~~ 5" web browser/server or in office-applications ~~~~~ “Locrver app

! !

. Data transfer between network applications L
Application === - - e e o S AT » Application

! !

Transport [¢--------------------~ TCPorUDP--------------------- +| Transport
I Router Router I
Internet K----IP----3{ Internet [----1P---9 Internet [---1P---3{ Internet

l [ [ 1 [

Link «---LAN -- Link | |Link ¢ --WAN--- Link Link ¢--LAN--- Link

! [ I !

Physical medium Physical medium Physical medium
e.g. Wi-Fi, mobile or ethernet e.g. fibre or satellite e.g. Wi-Fi, mobile or ethernet
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Protocol stack in the internet and the equivalent in OSI

Internet stack OSI stack
User and system applications —— App App
™~
icati 7. Application
Network application protocols, Application PP |
eg HTTPS, FTP, SMTP, SNMP 6 Presenta“on
TCP (Transmission Control Protocol) 5. Session O3 (Open
: Systems Interconnection)
—> Transport
UDP (User Datagram Protocol ) P 4. Transport > from ITU (International
IP (Internet Protocol) — Internet 3. Network -ll;enlif)cn(;mmumcatlons
Link-protocols, MAC-protocols — Link 2. Link
Electrical signals, radio signals — Physical 1. Physical )

« OSI was a competitor to the internet in the period 1985-1995, but the
Internet eventually won
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Packet layer hierarchy in the protocol stack

Host

-1 Payload data

1 Payload data

HTTP header

1 Payload data

HTTP header

TCP header

1 Payload data

HTTP header

TCP header

IP header

} IP packet

1 Payload data

HTTP header

TCP header

IP header

Link header

Physical
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Analogy: Physical Transport and Communication Security

Armoured vehicle

Internet

Protected communication channel

Network communication security

Cybersecurity: Technology and Governance ChO06: Network Security 14



Security Protocols

« Many different security protocols for different purposes
— Authentication, Integrity, Confidentiality
— Key exchange
— e-elections

 Examples: TLS and IPSEC

« Security protocols are surprisingly difficult to design without vulnerabilities!
— Many vulnerabilities are discovered years later
— ... Some are never detected (or maybe only by threat actors)
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TLS: Transport Layer Security

Formeerly called SSL (Secure Sockets Layer)



TLS In the internet stack

Internet stack

App
TLS TLS Change TLS Application
Application ' *———| Handshake | Cipher Suite Alert Protocol
Protocol Protocol Protocol (HTTP)
Transport — TLS Record Protocol
Internet
Link
Physical

« TLS consists in reality of a set of protocols for different stages of a session
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Client

Client specifies algorithms,
selects private DH key and
sends public DH key value

Client acks. session key

é@— EncryptedExtensions O—

<5 ) Certificate Q)
é@— CertificateVerify O——

<(8)— Finished OMAC O —
Finshed @QMAC O —9)>

Encrypted data transfer

Server TLS 1 3
ClientHello '
+ signature_algorithms —@»
+ key_share
C ServerHello Server selects private DH key and
+ key_share sends its public DH key value

server compute anonymous temporary secret key @ ?

Server selects additional parameters
Server sends certificate

Server sends digital signature

server compute authenticated secret session key @ ?

Server acknowledges session key

Encrypted data transfer

@ Payload Data O @%
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Encryption of payload data with TLS

TLS Record

Host

Payload data

Payload data ()

HTTPS header

1 Payload data O

HTTPS header

TCP header

1 Payload data O

HTTPS header

TCP header

IP header

} IP packet

1 Payload datao

HTTPS header

TCP header

IP header

Link header

Physical
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TLS 1.3

Designed for speed in session key establishment
Only needs one message round trip (back and forth) to establish session key

Forward secrecy means that keys from previous sessions remain secret (not
compromised) even if a long-term crypto key is compromised/leaked at some point
In the future.

In TLS, the server's private signing key is the long-term key.

Compromise of the server's private key entails the violation of authenticity of the
server from the time of the compromise, which is serious enough.

Forward secrecy is achieved through the use of Diffie-Hellman.
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TLS stripping attack

Man in the Bank
Middle

>/ http access I | m

\ &/ AR
edirect to https @_

@ https access >
login credentials

https login page
ad= (5~
through http Theft of

credentials

v

/1\ http access
=/

http login page
p p l0gin pag @_

>

« There are different variations of the TLS stripping attack
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HSTS to prevent TLS stripping
(Hypertext Strict Transport Security)

Man in the Bank
Middle

/2\ https access >
\&/

p http login page @_

——_ ..

@ Blocked
session

_@ https access >

p https login page @_

S1SH

Server

* Browser refuses to establish session with http only (without TLS)
* Browser requires https (with TLS)
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IPSec

 Internet Protocol Security (IPSec) is the standard for secure communication
over the Internet Protocol (IP layer)
— using cryptographic security services.

« Uses encryption, authentication, and key exchange protocols
« Based on end-to-end security at the IP layer
« Configured at the OS level, not in applications.
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Payload data

Encryption of payload data with IPSec

Application
b -{Payload data | HTTP header
Transport
3 -{Payload data [HTTP header | TCP header
Internet
I ---------- Payload data |HTTP header | TCP header |IP header
IPSec
I -------- -1 Payload data [HTTP header | TCP header [IP header
Link
I ———————— |{ Payload data [HTTP header | TCP header [IP header
Physical

} IP-packet
() | IPSec header } IP packet
() |IPSec header |Link header
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IPSec:
Gateway-to-Gateway Architecture

’
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VPN Gateway VPN Gateway

Source: NIST Special Publication 800-77
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IPSec:

Host-to-Gateway Architecture

\

Internet

AR

- ;l----’--

<
1 -

VPN Gateway

Source: NIST Special Publication 800-77

.
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IPSec:

Host-to-Host Architecture

Source: NIST Special Publication 800-77
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VPN for tilgang til hjemme-datanett

‘Q{ Attacker
=

External
Location

QW

\I_

Home
Network

Internet

Possible attack vector through portable device

29
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Cloud VPN

0O TLS to VPN

TLS end-to-end |  [CEEN- - DR

., dataprivacyrus
<« C © @& ntps, org B

N

Data Privacy R Us

= Data privacy to the people now!
ey TCP.---- > €--=nn-- TCP------ > — :
Website
User ----IP--» ----- IP----- >
: Web
Client ISP ik server
|
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Tor (The onion router)

VPN that uses 3 individual VPN connections that are on top of each other

@tination: Node A

Encrypted for A

\

@stination: Node B

Encrypted for B

\

/Destination: Node C
Encrypted for C

~

Destination: Jane
Payload

)

&

</

E) How Tor Works

“igfn

Step 2: Alice's Tor client
FIh:HE a random path to
destination server. Green -
links are en Gfﬁfﬂtﬂﬂ, red

links are in the clear.

---------

{}} Tor noda
=« e Unencrypted |ink

—e. ancrypted link
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Computer network security




Analogy: Medieval castle and computer network

Lookout
towers

Gatekeeper

Normal
access

Inner gate

Medieval castle

Outer wall

Inner wall

[

Gateway and |
External |
firewall |

N

Normal
access

P\

Outer segment | Inner segment
WED Eiet Server DB
server server =
= Internal | B [E
~ fireyvall

= DNS N B

' server| Work |
IDS station |DS

Computer network
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Firewalls




Computer network security with firewalls

« Afirewall is a checkpoint that protects your internal networks
from attacks from external networks (internet)

« The checkpoint determines which traffic can pass in and out
based on rules

External network =

- Sl -

Potential threats

|m

( %Qg\~<

resourses

4

| Internal
|

|
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Simple computer network architecture with firewalls

Internet

External firewall

=S
—_—
—_—

Work- DB Application
stations server

servers

=S
—_—
—_—

IDS

If

[ Outer segment Gateway H =

|

I DMZ (Demilitarized Zone)

|

| | | | | IDS

1 = — = =

| Evlpternal
| firewall
: IDS DNS Web Email

| server server server

Computer network

Inner segment

-
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/ Only inspects

=\ =  packet headers

Stateless firewalls

« Simplest type of firewall that inspects packet headers at the transport and web
layer and based on this decides whether packet should be accepted or rejected

* For example, uses IP address, port number, type of transport protocol

« iptables is awidely used package filter for Linux
— iptables -A FORWARD -s 131.234.142.33 -3 ACCEPT

 All packets from (source) IP address 131.234.142.33 are accepted

— 1ptables -A FORWARD -p tcp -d 10.0.0.56 —--dport 22 -7 ACCEPT
« All TCP packets to (destination) IP address 10.0.0.56 and port 22 are accepted

Cybersecurity: Technology and Governance ChO06: Network Security 37
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State-based firewalls

Analyzes
two-way traffic

Has an overview of the state of each connection/session between client and server
Can create temporary rules for specific session
More flexibility and high performance but requires memory to remember state

Example: iptables -A FORWARD -m state
—-—-state ESTABLISHED,RELATED -7 ACCEPT

— Accepts all packets that belong to an established TCP connection or are related to existing UDP
communications
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Application Firewall

Inspects package contents
and analyzes traffic

« An application firewall can inspect user data in addition to packet headers
« Supports specific application protocols (HTTP,FTP,...)

« Can be configured for filtering specific user applications (Youtube,
Facebook,...)

 Can filter in end-to-end connection between client and server

— ... orin 2 parts where the firewall plays the role of proxy
» Proxy server for the client and proxy client for the server

— A proxy firewall is often called a gateway and is used in VPN as we have seen

* High-performance application firewalls are often referred to as Next
Generation Firewalls
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Advanced firewalls

Next Generation Firewalls (NGF)
Web Application Firewall (WAF)

) paloalio

Top Model: PA-7080
Capacity: 200 Gbps
Price from: US$ 200,000

850 Gbps
e = Check Point
M t P SOFTWARE TECHMNOLOGIES LTD.
aesiro
Hyperscale Orchestrator 92.8 Gbps Top Modelo:
35.2 Gbps Maestro Hyperscale Orchestrator 175
e 17.6 Gbps Capacity from 17,6 Gbps to 850 Gbps
16600HS Security Gateway Price from: US$ 100,000
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Intrusion detection

 Intrusion detection systems (IDS) are systems that attempt to detect suspicious
activity
 HIDS (Host-based IDS) attempts to detect the activity on the host/system it is

Installed
— Monitors processes, file modification, ...

* NIDS (Network-based IDS) attempts to detect activity on one or more network
segments

— Monitors network traffic
— We focus on NIDS here

 Two main categories: signature-based and anomaly-based
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Network intrusion detection

Gateway Router
External Firewall

Internal
Firewall DB Production

Work
Server Server

Station

NIDS
DMZ Network

DNS Web Email NIDS
Server Server Server

= =
—_— —_—
—_— —_—

Il

Internal Networks

Il

NIDS
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Signature-based intrusion detection

e Signature-based detection
— Known attack signatures (description of known attacks)
— Sequences of system calls, patterns of network traffic, etc.

— Can only detect known attacks :
e Snort is a widely used signature-based NIDS

— Example signature:
alert tcp SHOME NET any -> 10.0.0.56 22
(msg “SSH til IP-adresse 10.0.0.56")

« Gives alarm if own network (HOME_NET) if TCP packet of 22 to IP address 10.0.0.56 (Port 22 is
the default port for SSH)
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Anomaly-based intrusion detection

« Signhature-based detection
— Can only detect known attacks
— You have to (manually) prepare signatures
— Often requires deep packet inspection
* Encryption (through TLS) makes them less effective
« Anomalibasert deteksjon
— Use a model of normal system behavior to detect anomalous behavior
— For example, sound an alarm when a statistically rare event occurs
— Often based on machine learning
— Can detect unknown attacks
— Higher rate of false alarms (false positives) than signature-based
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Challenge In distinguishing between attack and normal activity

Frequency A

of observed Attack behavior profile

behaviors

4

Behavioural profile of normal activity

i
Overlap between attack behavior
profiles and normal activity

Measurable behavior
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TLS Inspection

¢ Some organizations want to be able to read encrypted https traffic from employees
 To break TLS encryption, the gateway firewall (proxy) must pretend to be a remote server

« The proxy server certificate is automatically validated by the local client, so the user may
mistakenly believe that he/she has encrypted end-to-end TLS connection to the remote server

————————————— ~ . A
( Proxy CA | 1 Public key gﬂ\llagikey OfT PK| CA
, - I ofPKICA T
: Privatekey @ , ' ~ " -
Public key ‘ al'®
N @ of proxy CA 0 pro&/ ,,,,,,,,,,,,,,,
=Y Ne Ve W
Auto-validation ﬁ ,,,,,,,,,,, @ Gateway @ & ___ Server
of certificate 4 N PrOXYﬁ - I TLS\C‘ on the
from proxy 7 ) Internal TLS > _ < xterna > i Internet
I Client g 2/ ) t )
| Certificate from proxy with Cleartext| | Certificate from server with
I name of server, signed by gap in name of server, signed by
Cyber! private key of proxy CA i_t proxy L /| private key of PKI CA ﬁ 48
| 3 A, ] 3 Y,




Infection with Lenovo and Superfish

« Superfish root certificate and redirect in Lenovo models shipped during 2014
Al HTTPS connections were diverted to the Superfish server to inject ads.

« Superfish created fake server certificates with the names of web servers (e.g.
Facebook.com), signed by Superfish root private key.

» [Fake server certificates were automatically validated, so users believed that he/she had a
secure end-to-end HTTPS connection to the web server.

« Scam discovered in 2015, Superfish cert. deleted and redirect removed.
 Embarrassment for Lenovo. Superfish changed its name to JustVisual.

’enovo ® ) Superfish- PKI root

Search Visually ? certificate

Superfish root :n\
certificate N | external
/ L server C
Client A . . :

@ Superfish cert, Name C, Cert. C, Name C, signed

AUto- signed by Superfish £ by a CAin Internet PKI
validation and
breached
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End of presentation
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