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In 2011, Stuxnet became a game-changer concerning Industrial Control Systems Security. By manipulating process
system software, attackers changed the physical processes of enriching uranium in a nuclear power plant in Natanz,
Iran. Since then, the methodological sophistication of cyber-attacks has evolved. The need for intrusion detection
capability has grown accordingly. Critical infrastructures, like the energy sector, are operated with the support of
industrial control systems, and there are urgent demands for securing these systems. Governmental regulations,
supervisions, and reviews are measures to enforce cybersecurity in critical infrastructures. However, it is not well
studied how effective such regulation is. This paper examines the impact of prescriptive statutory requirements for
cybersecurity in the Norwegian electric power system. For about ten years, the Norwegian government has enforced
detailed cybersecurity regulations for electric utilities. The study examines and discusses the change in the industry’s
implementation of cybersecurity measures, emphasizing intrusion detection systems. Based on audit reports and
survey data, the study reveals an improvement in implementing intrusion and detection systems during the last ten
years.
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1. Introduction uational awareness of the power system state and
optimization of production due to market demand,
digitalization comes with an increased risk of fail-
ure and malfunctions.

Looking to Norway, current energy system mal-
functions are caused by natural incidents or tech-
nical system failures mainly due to implementa-
tion issues or embedded software vulnerabilities.
So far, cyberattacks have not influenced the sys-
tem’s performance. However, internationally, sev-
eral cyberattacks on critical infrastructures have
caused system failures. The attacks on the power
system in Ukraine showcase a worst-case sce-
nario. Lee, Assante, and Conway 2016. Although
technical failures have not achieved the same at-
tention, such incidents are more common and thus
also important to mitigate. We understand that
building a security culture and awareness and pro-
tecting systems against cyberattacks must be reg-
ular business practices. The mutual dependency
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Expanding the production of renewable and clean
energy has become urgent as the conflict in
Ukraine has worsened, and the EU and other
countries sanctioned Russian trade. Years before
the conflict, developing intermittent energy pro-
duction was already emphasized in European en-
ergy politics. Integration of unregulated renew-
ables such as the production of wind power and
photoelectric voltage power demands digitaliza-
tion of the power system for situational awareness
and reliable system operations.

Advanced data analytics of information from
smart meters, sensors measuring technical sta-
tus, and cross-border data sharing is argued to
be another precondition for the green deal and
the stability and reliability of the energy system.
However, while digitalization and data analytics
provides excellent opportunities for improved sit-
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that exists and is evolving between digital systems
and the energy system, and the ongoing war in
Ukraine, calls for revitalized attention on secur-
ing critical infrastructures like the power system
against cyberattacks.

Risk assessment is the foundation of good se-
curity work, followed by prevention, detection,
response, and recovery controls, as shown in
well-known cybersecurity frameworks, ISO 2013;
NIST 2020. The Norwegian regulation of security
and contingency of the power supply system cov-
ers requirements following these frameworks.

This paper discusses how statutory regulation
and audits have pushed the implementation of
cybersecurity controls, with the specific example
of detection systems.

The first section introduces the background and
research question.

Section two presents the state of the art regard-
ing auditing and incident detection effectiveness
in Industrial Control Systems (ICS).

Section three describes the methodology; sec-
tion four presents the findings, section five dis-
cusses, and section six summarizes the conclu-
sion.

2. The State of the Art

2.1. The regulation of cybersecurity in the
Norwegian energy sector

The Norwegian electric energy sector is mainly
hydro-based, with 90% of the electric generation
being hydropower, 7% is wind power, and to-
tal electric energy production was 153,2 TWh in
2020. “Electricity production in Norway” 2021.
The energy generation is distributed on 1682 hy-
dropower plants and 60 wind farms and deliv-
ered to Norwegian consumers through 353 441
km of the electric grid. Norwegian household en-
ergy consumption is electricity-based, with bio-
fuel (firewood) and district heating being the lead-
ing alternatives.

The Norwegian Energy Act, OED 1990, covers
contingency requirements applicable to the Nor-
wegian electric power and district heating market.
The law delegates the responsibility to develop
and maintain contingency regulations to the Nor-
wegian Water Resources and Energy Directorate

(NVE). NVE is also in charge of supervising
the power sector’s compliance with the statutory
contingency requirements. Norway has enforced
security regulation for electric utilities since 1948,
OED 1948, with specific cybersecurity require-
ments since 2003, OED 2002. This was further
detailed in 2013, OED 2012, with specific cy-
bersecurity regulations covering requirements for
prevention, detection, response, and recovery con-
trols for ICS. The last expansion of the regulation
came in 2019, OED 2018, which expanded the
cybersecurity requirements to apply to all digital
information systems owned and operated by en-
ergy utilities.

New guidelines for the contingency regulation
came in 2020, and these guidelines reference in-
ternational standards, like ISO/IEC 27000 and
IEC 62443. ISO/IEC 27000 is a series of in-
ternational standards covering information secu-
rity, where the most known standard has require-
ments for establishing, implementing, and main-
taining an information security management sys-
tem (ISMS). IEC 62443 is a series of standards
covering cybersecurity in automation and control
systems. IEC 62443 is rewritten to work well
alongside the ISO/IEC 27000 series.

The regulation and ISO/IEC 27000 and IEC
62443 cover detailed requirements for monitor-
ing digital information systems for intrusions or
attacks.

2.2. Intrusion detection in industrial
control systems (ICS)

Intrusion detection systems are digital systems
designed to collect and analyze data from a digital
system to detect and alert on possible intrusions or
attacks.

Such systems need to be adjusted to work well
in ICSs. Although ICSs have some common fea-
tures with normal IT systems, there are key dif-
ferences that need to be accounted for, Knapp
and Langill 2014. Examples of differences are the
need for real-time communication, a larger ratio of
embedded systems, and direct control of physical
processes.

Retrospectively, the first studies on intrusion
detection systems for ICS were published in 2003,
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Storm, Hagen, and Arntzen Toftegaard 2021. Zhu,
Joseph, and Sastry 2011 surveyed nine proposed
detection systems for ICS and found that the in-
trusion detection technology was immature and
that there was a need to empirically ground further
research. This view was further supported by later
reviews, Mitchell and Chen 2014; Hu et al. 2018.

Storm, Hagen, and Arntzen Toftegaard 2021
reviewed 239 papers on intrusion detection in ICS
and concluded that while most proposed detection
systems addressed the specific features of ICSs,
most of the research had never been tested in live
testbeds or in real production environments. While
there existed commercial intrusion detection sys-
tems targeting ICSs, the research suggested that
intrusion detection for ICS was still in the early
stages of implementation.

2.3. Effect of audits on regulatory
compliance

Governments issue a regulation and enforce regu-
lated units to be compliant with practice detailed
rules. Compliance is checked using internal or
external audits or inspections. In our research, we
have only found a small body of knowledge on
research into the effects of regulation and gov-
ernmental audits, and these studies do not cover
energy and cybersecurity. There might, however,
be some takeaways from other applications.

Askim et al. 2013 found that audits improved
compliance; however, the lack of resources set
aside for correcting findings from the audit report
led to low internalization in organizations under
audit. Husabg et al. 2020 evaluated the effects of
external inspections on clinical care. They found
significant improvements in the proportion of pa-
tients examined and issues detected after external
inspections.

Research into the effect of Occupational Safety
and Health Administration (OSHA) inspections
showed that inspections generally had a deterrent
effect, Gray and Scholz 1993.

Internal audits have been studied by several
researchers. A study of 108 Israeli organizations
documented that support from top management
was the main determinant of internal audit ef-
fectiveness, with some impact from the organiza-

tional independence of the internal audit team had
an impact, Cohen and Sayag 2010.

Research on external audits’ impact on quality
assurance in universities in Australia found that
while external audits improved systems and pro-
cesses in the audited universities, audits had not
necessarily improved the student experience, Shah
2012. Our literature search provided no studies on
the effectiveness of cybersecurity regulation in the
energy sector.

3. Method

In this study, we apply an exploratory research
strategy. The study is based on three primary
sources of data, a 2021 Norwegian national survey
on the state of cybersecurity within the Norwe-
gian electric utilities, Tgien et al. 2021, results
from on-site audits of Norwegian grid companies
from 2015-2021, and results from a 2015 audit of
the largest grid companies in Norway. The scope
of the study is compliance with the Norwegian
cybersecurity regulation for electric utilities and
includes questions addressing intrusion detection
in ICS.

The 2021 survey was conducted to measure
the state of cybersecurity in Norwegian electric
utilities. Every company within the Norwegian
electric power sector was invited to participate.
Out of about 300 companies, 117 responded and
filled out a questionnaire on implementing cyber-
security measures.

NVE conducted the 2015 audits to check com-
pliance with the detailed cybersecurity require-
ments that went into force in 2013. The 2015 audit
covered the 30 largest grid companies in Nor-
way. NVE conducted the audit as a survey where
the companies were required to answer twelve
questions corresponding to specific statutory cy-
bersecurity requirements. Companies received an
audit report. They were given a deadline of three
months to reply and explain ways to get compliant
with the requirements. Every audited company
complied by the end of 2016.

NVE conducted six on-site audits on ICS from
2015 until 2016 in grid companies that had pre-
viously reported compliance. The on-site audits
validated compliance in practice by asking more
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detailed questions.

After gathering the data, we extracted the an-
swers to questions focusing on monitoring and
detection and used these to compare the two
datasets. Data where furthermore sorted according
to company size were applicable.

Studying changes over time is challenging due
to restructuring and mergers during the ten years.
We did manage to link most companies due to the
unique organization number. Another weakness is
the few observations. However, the observations
represent the most important grid companies in
the sector. The 30 grid companies represent one-
third of all grid companies in Norway and include
every large grid company.

4. Results

Figure 1 shows the use of detection or monitoring
for intrusions or attacks in ICS for the grid compa-
nies included in the 2015 audit, the on-site audits,
and the survey.

Use of IDS in ICS for large
Norwegian grid companies
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Fig. 1. The use of intrusion detection systems (IDS)

in ICS for large Norwegian grid companies from 2015
until 2021.

The 2015 audit revealed that 19 grid owners
were in non-compliance with the requirements on
intrusion detection in ICS, and 16 grid companies
were in non-compliance with registering all secu-
rity breaches.

All the six on-site audits from 2015 to 2021
found that the companies complied with the in-
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Fig.2. The use of intrusion detection systems (IDS) in
ICS for Norwegian grid companies according to a 2021
survey.

trusion detection requirements.

Out of the 30 companies in the 2015 audits, 22
answered the 2021 survey. Every grid company
that was uncompliant in the 2015 audits answered
that they had implemented an intrusion detection
system in their ICS. One company that had been
compliant with the requirements in the 2015 audit
now answered that they did not have an intrusion
detection system in their ICS.

The 2021 survey includes answers from 117 en-
ergy utilities, including 53 grid companies. Figure
2 shows the answers to the question on the use of
intrusion detection in ICS, split by company size.
We have chosen to split at 50 employees, as this
matches the requirements that apply to the com-
panies. Of the 35 grid companies with less than
50 employees, 14 answered that they had intrusion
detection systems in their ICS, 12 answered no,
and nine did not know. Of the 18 grid companies
with more than 50 employees, 16 answered yes,
and two answered no.

5. Discussion

The study shows that after two years of enforced
detailed cybersecurity regulation on intrusion de-
tection in ICS, most of the audited grid compa-
nies were not compliant. During these two years,
NVE executed multiple informational events to
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inform the companies under regulation about the
requirements and how to comply. All six grid
companies complied with the requirements in the
on-site audits in the years after the 2015 audit.
This suggests that regulation without audits has
little effect, even when companies have access
to extended information about the regulation and
how to comply.

Comparing the 23 companies audited in 2015
and participating in the 2021 survey shows that
they comply with the regulation six years after
the 2015 audit. This result follows earlier research
in other sectors that shows that audits and in-
spections increase compliance, Askim et al. 2013;
Husabg et al. 2020; Gray and Scholz 1993. Au-
ditors from NVE experience that management
participates in on-site auditing meetings and are
also engaged in the follow-up work after auditing.
Studies show that management commitment is a
driving force for compliance, Cohen and Sayag
2010.

While higher compliance is an improvement,
it does not explain how the companies have han-
dled the immaturity of IDS in ICSStorm, Hagen,
and Arntzen Toftegaard 2021. One explanation
is that the regulation requires detection but does
not specify ICS-specific tools. Grid companies
could then use an IT-system-based IDS and still
be compliant. NVE should investigate the capabil-
ities of installed IDSs and evaluate if IT-system-
based IDSs are adequate or if they are used as
compliance for compliance’s sake.

The results from the 2021 survey show that
while larger grid companies mostly comply with
the requirements for intrusion detection in ICS, a
significantly lower number of smaller grid compa-
nies do. We believe that multiple facts can explain
this:

(1) Smaller grid companies have less detailed re-
quirements for implementing intrusion detec-
tion in their ICS, as their power lines, substa-
tions, and power plants are of lower impor-
tance to the energy system.

(2) Smaller companies were not audited in 2015.

(3) Smaller companies might have a lower level
of cybersecurity maturity and fewer human

and financial resources, which hinders higher-
level hardware and software analytics.

6. Conclusion

Prescriptive statutory requirements to detect in-
trusions in ICS came into force in Norway by
January 2013. Two years later, in 2015, NVE
conducted an audit of the 30 most important grid
companies. The audit revealed that intrusion de-
tection capabilities were missing among most au-
dited companies. NVE followed up with all au-
dited grid companies until they were compliant,
and the following on-site audits did not reveal any
noncompliance.

In June 2021, NVE conducted another survey,
now covering energy utilities of all sizes. The
results showed a significant improvement in in-
trusion detection capabilities. 89% of large and
medium-sized grid companies monitored data net-
work traffic in their ICS compared to 40% of
smaller grid companies. The implementation level
seems to have stayed high after the audits in
2015, and we believe that audits contribute to
compliance. For smaller companies that have not
been audited, we observe a lower level of com-
pliance, which suggests that regulation without
audits seems to have less effect. We plan to con-
duct another survey in a few years after NVE
has audited smaller grid companies on the use of
intrusion detection to test this hypothesis.

We want to remark that the increased adop-
tion of logging and detection systems is not just
a question of regulation, audits, and compliance
with statutory requirements but also about cy-
bersecurity maturity in the security market and
the power industry, a development unfortunately
pushed by an increased amount and sophistication
of cyberattacks. Based on this observation, we
would claim that it is vital for regulators to under-
stand technology and business trends and update
requirements accordingly.
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