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5G Networks

• Ultra-high bandwidth (~2 GB)

• Enhanced network capacity

• Ultra-low latency

• Reduced power consumption in the infrastructure

• Low battery for IoT devices
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Vehicle to drive digitalization phase & realize a gigabit networked-society!

Source: Qualcomm



5G Cellular Networks
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5G Deployments
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5G Networks
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Vehicle to drive digitalization phase & realize a gigabit networked-society!

National critical infrastructure?



5G Future

National Critical Infrastructure!

100 Mbps
5 Gbps

Image Sources: Internet 

Vehicle to drive digitalization phase & realize a gigabit networked-society!



History of incidents – Greek Wiretapping Scandal
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Source: The Intercept



Greek Wiretapping Scandal
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Source: IEEE

Source: WSJ



History of incidents – SNOWDEN NSA Briefcase
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Source: The HackerNews



SNOWDEN NSA Briefcase
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Source: The Intercept



SNOWDEN NSA Briefcase
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History of incidents – Design Vulnerabilities
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• Weak encryption algorithms (2G)

• SS7 related issues (2G/3G/4G)

• Tracking and Interception (2G/3G/4G)

• …….

• ….



History of incidents – Configurational/Operational mistakes
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Source: nntb.no



Configurational/Operational mistakes
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Summary of incidents
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• Greek wiretapping  -> backdoor 

• NSA leaks -> Nation state cyber war

• SS7 issues -> design vulnerabilities

• Service outages -> configuration issues



Let’s look into 5G Architecture & Security
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Architecture in General
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Note: picture provides an abstract view only  

Base station

Infrastructure 

Radio Access Network (RAN) Core Network (CN)

Privacy? 



5G Architecture
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5G Architecture
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Comparison with previous generations
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Comparison with previous generations
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• Separated CN & RAN
• Dedicated IT 

hardware/software
• Propriety signalling protocols

(Diameter/SS7)
• Difficult to modify for new 

services

• Less separated CN & RAN
• Configurable 

Software/hardware
• Web based signalling protocols

(HTTP, TLS, REST)
• APIs for creating new services 



Illustration from the vendor
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Source: Ericsson



Security Functions in 5G Architecture
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Source: Anand Prasad, RSA 2019



5G Security Issues
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Increased Attack Surface
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Bidding down attacks

Denial of service

Tracking / Interception

Base station/networkDevices

Smart == dumb / slave !

Legacy Network Support

Ultra Low Latency



Increased Attack Surface
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5G Radio Access
Network

Softwarization

Service Based Architecture

Cloud Security

Virtualization Security

3rd Party API Security

Source: Logolynx



1. Attack at any component may affect the whole network
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Cloud-based CN part

Base Station

21 billion by 2020

Increased Attack Surface



Attack Example
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Source: NGMN

Firewall 



Security challenges..

2. Denial of Service / Distributed Denial of Service attack protection
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5 Gbps

Average wired broadband speed

Source: Fastmetrics

Bandwidth per device

21 billion by 2020

Botnet?



Security challenges..

3. Data privacy issues (vulnerabilities in the 5G standards)
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Security challenges..

3. Data privacy issues (practical attack example)
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Security challenges..
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3. Data privacy issues (example)



Security challenges..

3. IoT / IIoT threats
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• Trade-off between low latency and security

• Availability of low cost attacking tools

• Standard will be defined this year in phase 2

• Best practices for configuration and deployments?

• Private 5G network based solution?



Security challenges..

5. Risk analysis & trust modelling approaches
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Source: 5G-ENSURE



Security challenges..

6. Cellular encryption algorithms and techniques
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Security challenges..

7. Control of infrastructure in the age of cyber-war
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“ it is rational to demand high security 
assurance from 5G technology used for 
mission-critical communication and, to 
the farthest degree possible, to eliminate 
the risk of control over network resources 
by foreign services. ” 



Security challenges..

8. 5G as an emerging signal intelligence platform for collecting and 
processing telemetry data à surveillance from cyber enemies  
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Summary and Looking forward

• 5G path towards digital & gigabit society 

• Stronger security than 4G but 

new features ==increase in attack surface

support to the legacy systems == attack inheritance? 

• Need of risk assessment and management tools

• Best security practices while using 5G 

• New security solutions tailored towards protecting the infrastructure 
telemetry data
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