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Abstract. Commercial organizations must retain increasing amounts of data in 

a long-term perspective. ENSURE is a project aiming to exploit the emerging 

ICT by evaluating the costs, risks and benefits, demonstrate how to use new 

information technology (cloud computing) to enable scalable solutions for 

digital preservation. Commercial organizations will be faced with the choice 

and configuration of cloud-based preservation solutions, based on cost and 

quality. This paper is part of the ongoing work of developing a decision support 

artifact based on Quality of Service. We present the basis for the identification 

of three Meta Design Principles to use as the basis for the subsequent phases of 

design and implementation of the decision support artifact; they will also be 

useful for others to develop artifacts for Quality of Service evaluation.  
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1 Introduction 

Ensuring access to digital objects for a long period of time is a challenge in the digital 

library community [1], [2], [3], [4], [5]. With the increasing volume and need to save 

data in a long term perspective, issues of digital preservation have made its entrance 

in the commercial sector as well. The interest for digital preservation relates not only 

to the preservation of our historical description for future researchers, for the 

commercial sector it’s also interesting for fraud protection and legal requirements for 

traceability. Examples of commercial sectors where the preservation of digital records 

is of special interest are finance and medical healthcare where proof of the 

information they rely on is valid, providing digital content for the next decades have 

become part of their business model.  

Preservation of digital material for a long period of time is a highly complex and 

diverse matter because of the rapid change of formats, and fast technical advances of 

software and hardware infrastructure. Digital assets that has to be preserved for future 

use consists of a large variety of materials with a wide variety of requirements not 
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only regarding format and technical infrastructure requirements, but also the 

monitoring of its environment in order to ensure usability over time [6].  

A critical problem in developing preservation systems is the process of validating 

whether the delivered solution effectively reflects the validated requirements [7]. 

With the advent of preservation issues into the commercial sector, which usually is 

not in possession of preservation nor cloud computing expertise, the importance of 

support for decisions on these issues has increased. [8].  

Due to the rapid expansion of the Internet software-as-a-service (SaaS) has 

matured from an over-hyped software model to a realistic option for on-demand 

computing and a transition of the software industry to a new service model is an 

inevitable fact [9]. This service model will also be a realistic option for long-term 

digital preservation needs. Disadvantages often highlighted in the cloud computing 

model as latency and availability problems to primary data may be of less importance 

for preserved data and cloud computing service models could be suitable for long-

term digital preservation.  

A scenario could be where a cloud provider offers a secure service while another 

may not, and if the latter charges half the price, the majority is going to select the 

"lowest price" service if there is no way to pronounce the difference [10]. There is a 

need for decision support that exposes both cost and risk factors.  

This work is part of the ENSURE (Enabling kNowledge Sustainability Usability 

and Recovery for Economic value) fp-7 project [11]. Based on use cases in 

healthcare, financial and clinical trials ENSURE expanding state-of-the-art in digital 

preservation developing a solution that attempt to assess the costs and benefits in 

relation to quality that enables a company to choose the most cost effective cloud-

based preservation solution that cope with their purpose of use.   

To our knowledge, no one has developed an artifact that makes it possible to 

measure the Quality of Service (QoS) that combine metrics from cloud computing 

and trustworthiness frameworks adapted for digital preservation and parameters 

related to the preservation process as the basis for the selection and configuration of a 

cloud-based preservation solution that cope with needs in the commercial sector. The 

work as whole regarding QoS includes development of an algorithm able to produce a 

quality score for comparison and a way to express quality as decision support. The 

outcome of the artifact will also be part of the design of a preservation workflow. No 

one has to our knowledge investigated how these theories, frameworks and strategy 

could be applied for the selection and configuration of a cloud-based preservation 

service adapted to the commercial sector.   

The contribution of this paper is to identify the first Meta Design Principles that 

meet demands from user requirements and use cases, and complies with theories and 

frameworks intended to be used for measuring the Quality of Service. As basis for the 

conceptual background we have studied existing frameworks and approaches in 

digital preservation and cloud computing related to quality aspects. 

In order to identify requirements from users and uses case scenarios we have used 

outcomes from workshops and interviews with potential users. The use cases and 

users are from participating commercial organizations from health-care, financial and 

clinical trial sector. 
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The rest of the paper is structured as follows: section 2 Research Approach, 3 

Conceptual background, 4 the ENSURE Architecture, 5 Usage Context and 

Requirements, 6 Design Principles, and 7 Conclusion.   

2 Research Approach 

The purpose and scope of this work is to establish general design principles to support 

the development of artifacts that support users in commercial organizations in the 

selection of cloud-based conservation system based on Quality of Services (QoS) and 

principles for how QoS can be performed in this context. This work will also 

contribute to the development of cloud-based preservation solutions composed of 

assembled micro-services. The work is to be implemented and validated in a 

preservation planning artifact based on an estimation of costs, economic performance 

and quality. The goal of this paper is to identify the first Meta design principles of an 

artifact to predict QoS. The approach of this paper follows the section "Identifying 

design principles" (figure 1). As a basis for this work, we studied the literature related 

to the topics digital preservation and cloud computing, and applied approaches within 

those who are dealing with the validation of solutions and services. As a basis for 

identifying requirements related to the use case scenarios and users that will affect the 

design of our solution, we used the results from workshops and conducted semi-

structured interviews with users within the organizations involved. Participating 

organizations are from the commercial sector and representing health care, financial 

and medical trials. We intend to use a Design Science Research approach [12] 

following the process illustrated in figure 1. This paper covers the first part that 

results in Meta Design Principles as input to the next phase where the artifact is 

implemented and tested. The test to be applied is according to Hevner et al. [12] is 

experimental, where we intend to study the artifact in a controlled environment for 

usability. Since design science is an iterative and incremental process, the evaluation 

phase will contribute with the necessary feedback to the design phase in development 

of the artifact. 
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. Fig. 1. Research Approach 

3 Conceptual background 

This section describes the theoretical backgrounds and motivation for the research and 

development approach.  

3.1 Digital Preservation and Cloud Computing 

Previous research in the field of long-term digital preservation has mainly focused on 

the preservation of our digital heritage [1], [2], [3], [4], [5]. With its entrance into the 

commercial sector; new objectives have been identified as fraud protection and legal 

requirements for traceability in sectors such as finance and health care. We also see 

the introduction of new types of preservation solutions based on new technology 

platforms as cloud computing services [13], [14]. Long-term digital preservation 

could briefly be summarized as the ability to ensure access and understanding of 

digital information over time. The complexity is to preserve an inscription of 

characters on a physical medium, the logical object is identified and processed by 

software, and that the conceptual object can be interpreted and understood by a 

designated community. To ensure the continued interpretation there are two major 

strategies; migration or emulation [15]. In long-term digital preservation, a framework 

of significant importance is the Open Archival Information System (OAIS) 

framework [6]. OAIS is used as a fundamental ontology for preservation systems 

defining functional units, content and structure of information packages to be 

preserved. The framework has also become the standard for the nomenclature used in 

the field of digital preservation. Functional entities described at an abstract level in 

OAIS (figure 2) are Ingest; responsible for receiving content and to create a 

preservation package, Data management, Preservation planning, Storage, and Access. 

One important aspect is that it is an abstract framework and must be translated into 
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specific implementations which allow for interpretation and thus a variety of specific 

implementations in various preservation systems [16], [17], [18]. Because OAIS is 

abstract and there are variations in the implementation of each preservation solution, 

there is a need to ensure that a solution is OAIS compliant, meets the functional and 

non-functional requirements.  

Trust has become an established concept that pervades the audit assessment of a 

preservation solution. It's not enough to say that a solution is OAIS-compliant, there 

must be an independent basis for carrying out the assessment of the fulfillment of 

trustworthiness [19]. To support a review of whether a preservation solution meets the 

requirements specified in the OAIS, and also in possess of an organization of 

procedures to ensure the safe management of content, audit frameworks has been 

developed as an Audit Checklist for Certification of Trusted Digital Repository and 

DRAMBORA [20], [21]. 

These frameworks articulates the attributes and responsibilities on the expectations 

of a trusted digital repository divided into different sections as organizational 

infrastructure and administrative responsibilities including financial viability, staffing, 

skills, procedural accountability, procedures for handling digital objects, content 

creation and access procedures, support for preservation planning and technical 

infrastructure and security risk management mechanisms. 

Fig. 2. OAIS - Functional Entities 

Cloud Computing refers to both the applications delivered as services over the 

Internet and the hardware and software in the central servers that provide these 

services. Due to the increased power and infrastructure development, the software 

engineering and cloud computing bandwidth capacity to support new levels of service 

and has become attractive for new areas of computing. Cloud computing is a 

significant trend with the potential to increase flexibility and reduce costs, but this is 

associated with security risks, lack of developed technologies and standards, which 

means that many organizations are reluctant to cloud solutions [22]. Applications 

suitable for hosting the external cloud are software that has low security exposure and 

is not critical. In the near future is expected to cloud services become more mature 

and a large part of the organizations applications and data will be placed in the cloud. 
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Cloud computing is a computing paradigm where data services and data residing in 

the shared resources of the scalable data centers, and these services and data are 

accessible via the Internet. Cloud computing is usually divided into three basic 

categories of services: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), 

and Software as a Service (SaaS): Software deployed as a hosted service and accessed 

over the Internet. Cloud services are also a defined as if it is available via the public 

Internet called a public cloud service. It is also possible to build an internal IT 

environment with cloud computing characteristics, called an internal or private cloud 

[22]. Among the properties considered emphasize the benefits of cloud solutions is 

that they are based on scalable infrastructure, offering flexible configurable resources, 

short installation time, only the actual consumption of resources billed, the 

infrastructure shared by several tenants, available over the internet from any device. 

Cost savings with low initial cost is attractive for many small and medium sized 

organizations and lower operating costs because organizations no longer need to 

purchase a huge infrastructure (server) park to handle peak loads [23].  

There are also risks in moving data and applications to external clouds. Risks 

related to the data stored and delivered via the Internet. Sharing resources with other 

tenants also means that the organization's data can be placed on the same resource that 

competitor when it is very difficult to ensure the isolation of data. The precarious 

situation of data can also pose a risk of breaking laws governing geographic location 

of data. No standards exist for managing service level agreements (SLA) that can be 

used to help ensure compliance with regulations. Security is an important aspect when 

it comes to the location of applications and data to external cloud where a service in 

many cases consists of several sub-providers. There may be safety rules which require 

that all data in transit and at rest is encrypted. When data is moved outside the 

organization, it also means that it becomes more difficult to monitor if critical security 

updates are up to date or if resources are subject to unauthorized access attempts. 

Another risk is vendor dependent and is locked to a specific cloud service that has its 

own application programming interfaces [22], [23]. 

The report on digital preservation and cloud services [24] identified a number of 

desirable features and issues useful when choosing a cloud service for digital 

preservation. The report includes functional features like support for maintaining data 

integrity checksum generation when ingesting digital objects, support for periodic 

validation of checksums, and support for calculating checksums on network traffic to 

detect data corruption. Not maintaining integrity and availability of data in a 

collection may have significant legal consequences if there are contractual 

obligations. The report identifies the need of reliable storage where support for 

redundant storage in multiple locations may be desirable. Type of storage media can 

also be important where you should access to metrics that declares how many bits of 

data that can be read before failure and the mechanisms for data recovery should be 

available. One feature considered important according to Green Toussaint & Rounds 

[24] is portability: there are examples of cloud providers that make it difficult and 

expensive to move data from their cloud service to another provider.  

Assessing cloud services require a set of metrics selected. There is no systematic 

discussion of what metrics should be to evaluate cloud services. However, there are 
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initiatives such as Cloud Services Measurement Initiative Consortium (CSMIC) 

formed to address the need for industry-wide, globally accepted measures for 

calculating the costs and risks of cloud services [25]. Evaluation of performance and 

economics have learned from evaluations of traditional computing systems and by 

understanding their catalogue of metrics, more sophisticated metrics in different 

domains can be developed for better evaluation of Cloud services and there is a need 

for a continually enrichment of new evaluation metrics [26]. 

 

In this section we presented the conceptual background and motivation for the 

assessment of Quality of Service for cloud-based preservation solutions. We argue 

that our work should build upon concepts in digital preservation for the assessment of 

trustworthiness combined with metrics from cloud computing identified as 

appropriate in this context. The artifact will be part of a decision-making artifact 

supporting the selection of solution components and configuration of a preservation 

process in a cloud-based multi sub-provider federated solution. 

4 The ENSURE Architecture 

This section describes the ENSURE Preservation Engine component architecture and 

type of data to be handled in the use case scenarios.  

4.1 ENSURE – Runtime Environment 

The ENSURE (Enabling kNowledge Sustainability Usability and Recovery for 

Economic value) [11] is a project part of the 7th Framework Programme. Guided by 

real world use cases in health care, finance and clinical trials ENSURE extends the 

state of the art in digital preservation, which to-date has primarily focused on 

relatively homogeneous cultural heritage data. One objective in this project is to 

evaluate the cost and quality of different solutions enabling a business to choose the 

most cost-effective preservation solution with a quality equivalent to the purpose of 

use supported by the preservation plan configurator described in more detail in this 

section. Another objective of the project is to utilize emerging ICT supporting the 

evaluation of costs, risks and benefits of using scalable solutions for digital 

preservation, particularly in view of Cloud Storage and virtualization technologies. 

Besides the preservation configurator ENSURE runtime engine (figure 3) consists 

of components Preservation Digital Asset Lifecycle Management (PDALM) based on 

industry standard lifecycle management methods to manage the preservation 

lifecycle, meet regulatory compliance, authorize changes in the preservation strategy 

to reflect changes in the environment, address evolution ontologies and manage the 

quality of digital objects over time. Content-aware Long Term Data Protection: 

Provide data protection over long periods of time, manage change personally 

identifiable information, new and changing regulation and manage user identities for 

decades.  
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Heart of the preservation runtime engine system is the Preservation Data Stores in 

the Cloud (PDS Cloud) component (figure 3) which is a preservation aware-storage 

service infrastructure component employing multiple heterogeneous cloud providers 

providing functionalities as data management and storage. The ability to easily switch 

between different cloud service sub providers is a key factor ensuring economic 

viability of a preservation solution. PDS Cloud [27] supports the concept of logical 

preservation information object storage using a brokering component between entities 

in the preservation runtime system and physical storage and compute cloud providers. 

PDALM is running the preservation workflow (invoking needed components) from 

the "hand over" and information preparation, through addressing consequences of 

media obsolescence and access requests, to deletion of the object if not longer 

regarded as needed. Rules for managing PDALM is provided by the preservation plan 

configurator. The preservation plan configurator is responsible for the specification of 

components to be in use in the preservation runtime engine that matches the 

organization's preservation needs based on cost, economic performance and estimated 

quality for purpose of use. The preservation plan optimizer communicates with the 

components of cost (COE), quality (QOE) and economic performance (EPAE) 

through a web service interface. The idea is that the output from the components to be 

sent back to the configurator as a basis for decision-making supporting the selection 

of a preferred preservation plan. The preservation plan is then used as specification of 

components and configuration of these components to be executed by the preservation 

engine PDALM.  

The digital objects that are subject to preservation in the use cases consists of 

patient medical data limited to medical DICOM images, medical encounters XML 

files which represent the doctor's summary report, and PDF files which represent 

general informational files ("information pages") that need to be stored in the system 

but are not directly related to any particular patient. Financial services data will be 

limited to client data in PDF file format and market data in CSV (comma separated 

values) format. The medical encounter reports need to be stored for seventy years, the 

medical images need to be retained for a minimum of forty years, and may be 

transformed to containers only the region of interest after twenty-five years, 

information pages need to be retained for only ten years. Financial services client data 

will be stored for 15 years and the market data need to be retained for 40 years. 

Scenarios defined in the ENSURE project and the Quality Optimization Engine 

(QoE) responsibilities covers aspects of quality for both data and quality of service. 

This paper covers the identification of the first Meta Design Principles for the QOE 

approach of assessing the Quality of Service. 
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Fig. 3. ENSURE – High-level Component Architecture 

5 Usage Context and Requirements 

The basis for the compilation of use case scenarios and requirements has been 

collected from workshops and interviews of users in the project.  

5.1 Use Case Scenarios 

Three different organizations from the commercial sector are participating in this 

study: 

A health-care organization responsible for keeping medical records for a long 

period in time, a decade due to regulatory compliance or for ever for ease claims 

purposes and research. The organization are in possess of a large amount of data in a 

range of formats, many non-standard and proprietary, representing textual data, 

images, lab tests, etc. Part of the medical records need to be stored for seventy years, 

and medical images need to be retained for a minimum of forty years. 

A capital management company that use high-volumes of data for predictive 

decision making models for the financial sector. There are no regulations according to 

preservation of this data but the data does bring business value to these organizations 

due to a verification process of the predictive models in use against historical data. 

Preserving these data in a safe and affordable way is an important business issue. 

A company responsible for clinical trial data on new medicine. Every clinical trial 

collects a vast amount of personal data on each participant. Data that has to be 

handled in such way that it will not be at risk to be compromised, manipulated or 
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mixed up and where good search ability and access is guaranteed. These data are 

important for future research and studies and traceability in case of litigation and has 

to be stored for fifty years enabling secure sharing over time which also protects 

privacy rights. 

Images are a significant part of medical records that represent a very large portion 

of medical data (in bytes) and due to the richness of their formats. Keeping it in its 

original format means high costs and health-care organizations have to consider 

different techniques for keeping with regards to purpose of use e.g., using data 

encoding method that compresses data by discarding (losing) some part of the 

information in the images, deciding which portions of an image need to be kept, or 

running a greater risk of data loss, after the regulatory requirement has expired. 

Medical records due to the nature of its data also have to address concerns of long-

term protection of personal information and compliance with privacy regulations. 

In the financial sector the use of high-volume data for predictive models in the 

decision making process. The data can contain hundreds of ticks per second. There 

are no regulations according to preservation of this data but the data does bring 

business value to these organizations due to a verification process of the predictive 

models in use against historical data. Many financial organizations make heavy use of 

predictive models. These models are data driven; for high frequency markets, the data 

can contain hundreds of ticks per second. While the models are applied to today’s 

data, they are verified and constructed based upon historical data. In this context there 

are no regulations that require preserving the data, but the data does bring business 

value. Often the data used by financial organizations comes from multiple sources, 

may be copyrighted, and is typically in proprietary formats which come with 

associated software supporting visualisation and analysis. We are beginning to see a 

trend in which each financial company doing research (e.g., banks, fund managers, 

etc.) are building their own databases based upon purchased data. Preserving these 

databases in a way that is affordable is an important business issue.  

A major aspect of bringing a new medicine to market is clinical trials. Today these 

trials are conducted in hospitals and healthcare organizations throughout Europe. Data 

from medical records may serve as the basis for clinical trials and can be used for 

outcomes studies and research at the population level. During a trial, a vast amount of 

personal data is collected on each participant. This data must be stored for fifty years 

in a way that is usable and secure. We need to guarantee that we can ensure the 

usability of the information in digital form over the required time in a secure and cost 

efficient manner, enabling secure sharing over time which also protects privacy rights. 

We also need to take advantage of the changes in requirements over the information’s 

lifecycle to reduce cost. We also need to ensure we can find the digital information, in 

particular as the means of categorizing and classifying the information change and 

evolve over time.  

 

To make use of the latest ICT advances with cloud-based scalable system for 

preserving digital content, it is important that it should be able to understand the cost, 

value and quality of the solution. To date there has been only limited work on 

evaluating these aspects of digital preservation and most of this work has focused on 
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the cultural heritage context. We will go beyond evaluating the cost and economic 

performance of a deployed solution and will look at modelling the expected quality of 

different solutions for preserving a set of objects. Example: consider a service 

provider in the health care domain who needs to keep a set of digital images; to 

ensure that the right solution is selected and deployed; the provider needs the ability 

to quantify the costs, benefits and quality aspects of different approaches. Common 

for these organizations is that the value of their data holdings and use of it as 

information will change over time but there is always a need to be able to ensure that 

these digital objects is correctly managed at each point in time.  

 

Compilation of requirements: 

 Need for long-term commitment to the preservation of data but different type of 

data needs to be managed for different lengths of time. 

 Data are in different formats and needs to be handled in different ways due to 

different requirements depending on regulatory compliance. 

 There is data which is considered to provide significant business benefits in a long-

term perspective. 

 Some type of data may not be at risk of being lost, tampered with, or mixed up, and 

where accessibility must be guaranteed. 

 There is data considered important for future research and study and traceability in 

the event of litigation. 

 For some data protection of personal information and compliance with privacy 

regulations is very important. 

 Some data could be exposed for a greater risk of data loss, after the regulatory 

requirement has expired. 

 There are organizations that need to manage and execute large volumes of data in a 

cost effective manner in which storage capacity and computing power are 

important.  

 There is a need to be able to take advantage of changes in the requirements of 

information lifecycle to reduce costs. 

5.2 User Interviews 

The basis for identification of user requirements consists of interviews with three 

persons (informants) at management level. Persons considered being a type of future 

users of the system. The interviews were conducted at six occasions; two for each 

informant. The interviews were semi-structured, following an interview guide that 

was sent to the informants in advance. By semi-structured is meant that the 

informants were given opportunity to speak freely, and the interviewer could ask 

follow up questions to clarify what was said. One of the informants answered the 

questions in writing, before the actual interview (conducted in two steps) where 

further elaboration on the answers was provided. All interviews were carried out via 

telephone, and they were recorded.  
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The organizations will be named as FO (the financial organization), HCO (the 

health care organization) and CTO (the clinical trial organization). In the three 

organizations the data is used for analyses, decision support, recommendations, and 

restrictions and for two of them also for research. The informants differentiated 

between information into four categories; purpose, goal, requirement, and type. By 

this is meant that what the information conveys and contains differs depending upon 

what it is intended for.  One of the organizations, the CTO, was fully computerized, 

while the other two show storage of data on many kinds of media, from paper, CD-

ROMs, hard discs, servers, databases, to floppy discs.  

When asked for what reason/s their organization store information, the informants 

ranked legal reasons as most important, followed by financial, historical/memory and 

for research purposes. The second, for memory reasons, was motivated by the 

informant from the CTO “Cause maybe something can happen with a drug in a study, 

so maybe we need to be able to contacts the patients that were recruited for the 

clinical trial, so we need the info of what people were involved in the clinical trial.” 

However, besides the daily use of information, it was only the FO that explicitly 

needed the stored information on a more regular basis and specifically once a year for 

audits. For the others goes that data in use (which they hold themselves) is needed 

immediately and when finally preserved, the need for the information would only 

happen occasionally. The informants had difficulties to imagine any alternative use of 

their data. For the FO it was out of question, due to privacy for their clients. The HCO 

suggested research as an alternative use, and the CTO mentioned for safety reasons, 

i.e. surveillance of a drug. However, the informants could not imagine that the 

purpose of why information is used changed over time. 

Moving on to quality issues for preserved material, it was obvious that the 

informants took it for granted what should characterize the service provider. They 

referred to availability, reliability, integrity, maintainability, confidentiality, 

performance, and security as important, without ranking them. When asked what 

would make them trust the service provider, the informants mentioned reputation, 

financial status/stability, and experience, staff turnover and knowledge. Regarding 

digital object management the informants had not reflected much on this. In general 

they left this matter to the service provider – they had no specific thoughts on this 

except the FO that stated that security was important: “if we store data with an 

external service provider we have to be more careful with privacy of data, so there 

would be higher requirements, than we have ourselves.” The CTO was interested to 

have their information tagged and indexed, thus they imagined that the service 

provider could improve their data. 

To increase trust in the service provider, recurrent status reports would be a good 

means, reasoned the informants, and they were also interested in reports on costs, and 

if something happens or is done with the data. When asking the informants about 

cloud-based solutions and their thoughts on this, the informants declared that their 

expertise was not IT, and because of this they were reluctant to rank neither 

advantages nor risks with cloud-based solutions. Still, the advantages they mentioned 

were; financial, technological, availability, maintenance, quality, storing, and finally 

the sharing and accessing of data independent of time and place. Concerning risks, the 
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informants could identify things such as unexpected changes in the data, security, 

privacy, confidentiality, and limited availability in case of connectivity problems.  

Regarding management of information, the FO especially asked for the possibility 

to have the functionality of deleting documents in the financial use case. This is a 

clear difference between the healthcare use cases and the financial one, because, at 

least for the client documents the FO have clearly regulated retention periods, and 

after these retention periods have expired they want to delete the documents, and 

thereby not being responsible for them anymore. 

At the FO they saw two advantages with the application of a long term digital 

preservation system: 1) Automation of the preservation process, which would lead to 

cost and time reduction, but most importantly to the effect of error reduction through 

automation (files put to the wrong place, stored in a wrong format, etc.) resulting in 

increased discoverability and accessibility of stored data, and 2) Improved 

consistency and completeness of the data, through automated checking and periodic 

reporting. On the question how they expect to view the information after, say 10 

years, the first answer the informants provided was that they would like to see it in its 

original form. When elaborated, the informants however meant that this does not go 

for all documents though, it depends on the data. Moreover, the FO has no use for e.g. 

the client data by the end of the preservation period. Instead, they want to delete the 

highly confidential client data since it cannot be used by a third part. The only reason 

for looking at the data after the preservation period that the FO informant could think 

of, was “for a track record, but this would be a one-time event and not general”. The 

FO informant could also provide an example of data that could be reduced or 

compressed, that is market data. For the HCO it was clear that they need to define 

what changes are acceptable if using a service provider, e.g. what they want in 

original and what can be reduced. For textual content, after a while plain text will be 

efficient, for figures and diagrams only original will do. At the CTO original 

appearance was preferable, and after the regulated 15 years it becomes less important, 

not least since the chance of having an audit is reduced. After 15 years, “maybe they 

make it slower and plain text after 15 years, compressing of images… indexing and 

tagging would be perfect for surveillance or research purposes.” 

 

Compilation of requirements: 

 Informants (potential users) can be classified on a level with little understanding of 

quality of service in the context of cloud computing, and digital preservation. This 

is natural, given what they face in their daily operations.  

 The informants expressed different preservation purpose and use of preserved 

material and reasons for preservation where legal ranked as most important, 

followed by economic, historical / memory and for research purposes.  

 The informants do not see that a preservation system would be used on a daily 

basis, but more irregular especially during audits.  

 The way to view data could change over time depended on the type of data 

involved and data could be reduced or compressed when the significance of data 

decreased. 
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 Key aspects of a preservation solution are reliability, integrity, maintainability, 

availability, security, and performance.  

 A service provider's trustworthiness is based on reputation, financial position / 

stability and experience, staff turnover and skills.  

 Regarding digital object management; security is important and periodic progress 

reports and reports on incidents impacting data. 

 Difficulties due lack of knowledge to assess the risks, but identified things that 

unexpected changes in the data, security, privacy, confidentiality and restricted 

access.  

 The benefits of the application of a long-term digital preservation system; 

automation of preservation process, error reduction, improved consistency and 

completeness.  

6 Design Principles 

Based on the conceptual background, use case scenarios, and user interviews we have 

identified the first Meta Design Principles for a quality of service artifact. The design 

principles will be used as input for continued development of the QOE part of the 

ENSURE preservation plan configurator (figure 3).    

Table 1. Identified design principles 

Design Principle Motive and related Meta Requirements 

Requirements 

Contextualization 

 Comprises an approach to group requirements with various 

properties related to the type of object in the collection, 

regulations and usage purposes. Main reason is that it 

becomes difficult for the user (preservation planner) to 

translate requirements into the selection of a variety of 

metrics, and its weight of importance in this context.  

 Relates to the Meta Requirements, indicating that users, 

responsible for preservation planning in commercial 

organizations is not in possess of skills in digital preservation 

management, preservation solutions and cloud computing. 

Weighted Metrics & 

Impact Prediction 

 Defines how to calculate the value of quality and the need to 

implement an algorithm that reflects the demands on quality 

of service. An example might be that special security 

mechanisms must be supported by the type of data associated 

with the purpose of preservation and use that may be 

regulated by law or that the business at risk if data is stolen or 

lost. 

 Relates to the identified Meta Requirements that point to the 

need of supporting different purpose of use with 

differentiated needs. State the requirements for 

implementation of an algorithm that is weighted towards 

different metrics corresponding demands on quality of 

service. An algorithm supporting weighted values can be 

linked to specific metrics related to specific types of objects 
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with the specific purpose of use. 

 To achieve impact prediction that in simplified expressions 

predict the outcome of the preservation plan and the 

importance of certain system characteristics can be 

emphasized. 

Risk Transparency  Summarizes the need to find a way to describe the meaning 

of the quality assessment for users without expertise in digital 

preservation and the impact of cloud services on quality of 

service. We intend to support a way of expressing quality, in 

addition to scores that facilitate comparison, that express the 

main risks associated with each solutions in relation to 

preservation needs based on type of object, the risk of 

damage to business, and purpose of use. 

 Relates to Meta Requirements that reflect the users' lack of 

expertise in the field of digital preservation and cloud 

services and therefore can be considered difficult to interpret 

if all metrics are exposed to the user. We intend to use 

metrics based on frameworks in digital preservation and 

metrics from the field of cloud computing, leading to 

extensive number of metrics we therefore argue for the need 

of an approach that expresses the main risks associated with 

each solution. 

 

7 Conclusion 

With the advent of preservation solutions for the commercial sector with a need to 

maintain an increasing volume of data over a long period of time, there is a sought-for 

a cost-effective solution with a Quality of Service (QoS) that meets the purpose of 

preservation and use. The need for digital preservation refers not only to the 

preservation of historical descriptions for future scientists, for the commercial sector, 

it is also interesting for fraud protection and legal requirements for traceability. 

Preservation of digital material for a long period in time is a very complex and 

multifaceted issue because of the rapid change of the format, and rapid technological 

advancement of software and hardware infrastructure in which conventional storage 

solutions not sufficient. This work is part of a project with the objective to develop 

innovative cloud computing solutions to ensure long-term benefit of data. A critical 

problem in developing preservation solutions is the process of validating and 

configuration of a solution able to meet defined requirements. With the advent of 

preservation issues in the commercial sector, which usually is not in possess of 

preservation or cloud computing skills, the importance of decision support increased. 

In this paper, we have identified three design principles formulated as 

Requirements Contextualization; the artifact should provide support for grouping of 

requirements gathering, with different priorities for each QoS metric reflected by 

preservation purpose, Weighted Metrics & Impact Prediction; the algorithm for 

calculating the QoS score should use a weighted key for each metric in relation to its 
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preservation purpose importance, and Risk Transparency; the artifact should express 

the QoS result in such a way that the greatest risks are exposed. 

A QoS assessment artifact for decision support implemented according to 

identified design principles, we argue that there is an increased possibility of 

obtaining a cloud-based preservation solution that is cost-effective and meets the 

preservation requirements defined by the organization.  

There are currently no agreed strategies, models or standardized catalog of metrics 

regarding the assessment of cloud computing services. Our future work intends to 

contribute to the identification of QoS metrics and design of an innovative algorithm 

for calculating QoS scores adapted for cloud-based preservation services. The design 

principles were defined with the work of the subsequent phases of design and 

implementation in mind, it will be valuable for others who want to develop QoS 

assessment artifacts. 

The basis for generalizing the result of this work is reduced because the limited 

number of participating organizations and users. We therefore intend to be vigilant 

during evaluations and test of the artifact that will continually pursue during the 

project and used as input for continued development of design principles. This will 

strengthen the empirical data and contribute to further knowledge about how QoS 

assessment artifacts for decision support in this context should be designed.  

Next we intend to design a model and an algorithm that will form the basis for the 

calculation and expression of a quality score based on selected QoS metrics in 

accordance with identified design principles. 
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