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Wireless Sensor Networks (WSNs) consist of a number of nodes responsible for 
monitoring data and transmitting it to base stations. Power efficiency is an important 
issue in WSNs, because nodes are powered by batteries. An effective approach to improve 
the efficiency of WSNs is collaboration among nodes. In this thesis, we study the problem 
of applying rewriting logic for formal modeling and analysis of cooperative 
communication in terms of power consumption. Formal methods provide an abstract 
model of WSNs and can simulate and validate them, in spite of simulators which cannot 
validate WSNs. 
The models proposed in this thesis include the model of cooperational grouping, the 
MULE-based model, and the learning-based routing model. In the first model, a WSN 
consist of a set of groups. Inside groups, nodes cooperate to transmit messages using 
multi-hop communication which expected to consume less energy than single-hop 
communication. Nodes use coalitional game theory to choose the best group to join, with 
the aim of improving the total energy efficiency of the network. In the MULE-base model, 
the grouping model is combined with the MULE-based architecture for power efficiency. 
The MULEs move around the WSN and gather messages sent by groups. We also use 
rewriting logic to formally model a learning-based routing protocol in WSNs. In this 
model, a priori knowledge of movement patterns is used to select the best routing paths. 
The best paths have the highest chance of availability which improve the delivery rate and 
decrease the retransmission energy. 
We also apply rewriting logic to analyze formal models not only qualitatively but also 
quantitatively. In our approach, quantitative data is extracted from the models’ run and 
used to analyze the models’ efficiency. The analyses demonstrate that cooperation can 
improve models’ efficiency. For instance, using the cooperational grouping and data-
MULEs can save up to 60% of sensor nodes’ energy, and using the learning algorithms for 
routing can save nearly 50% of nodes’ energy. The correctness of models is validated by 
defining and checking properties which represent the valid behavior of models. The 
Maude tool is used to search for the violation of these properties. The results show that 
the proposed models work correctly in all the models’ reachable states. 
This thesis demonstrates that formal modeling is a powerful means for both modeling 
and evaluating WSNs. We contribute techniques for modeling cooperative 
communication in WSNs and solutions to extend WSN model evaluation. The analyses 
show that collaborative communication can improve efficiency in WSNs. The proposed 
techniques may be used to model other WSN protocols. 

 

 


