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Despite the many technological and theoretical advances, we are still far from 
understanding and being able to predict the behavior of many complex real-life systems 
that directly impact our everyday life. Examples range from software and hardware 
systems – e-mail services, security protocols used in online banking, video conferencing 
systems, medical equipment and devices, avionics and the upcoming autonomous cars – 
to biological systems whose degradation may lead to the development of diseases such as 
cancer, diabetes, cardiovascular or neurodegenerative disease. The functionality and/or 
quality of such systems is affected by the passage of time – e.g., a wireless sensor network 
running a surveillance protocol should immediately detect an intruder and trigger an 
alarm – and they must often function in unpredictable environments or include 
components that behave probabilistically by design, such as a sensor node running a 
randomized distributed algorithm for efficiency and for symmetry-breaking.
 
Advanced computer science techniques, such as model checking, have been proven 
successful in automatically uncovering faults in the design of complex software and 
hardware systems, and, more recently, in increasing our understanding of biological 
systems. However, most existing techniques are restricted to modeling a small class of 
real-life systems, due to insisting on being able to exhaustively explore their set of 
behaviors. The framework proposed in this thesis complements existing techniques by 
allowing the modeling of a much wider class of real-life systems, at the cost of sometimes 
only partly exploring their possible behaviors. Furthermore, due to the size and 
complexity of most real-life systems, this thesis adopts a statistical approach to their 
analysis that is sufficient for most practical purposes.
 
The flexibility and expressiveness of the proposed framework has allowed the modeling 
and analysis of a cloud computing architecture under different load balancing policies, 
and of the aggregation and propagation of the α-synuclein protein –  linked to Parkinson's 
disease – in the human brain, and in particular in the brain of Parkinson's disease 
patients that are given a treatment with rapamycin. Moreover, it has allowed specifying a 
state-of-the-art distributed algorithm for wireless sensor networks, as well as other 
network communication protocols. The PSMaude tool, providing the tool support for the 
proposed framework, is publicly available (https://github.com/lbentea/psmaude) and 
can be used to model, as well as to predict and understand the behavior of other large and 
complex real-life systems. 
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