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Seraj Fayyad, PhD researcher at the University of Oslo/ITS, he received his M.Sc. degree 
in computer engineering in the area of «reliable systems» from the University Duisburg-
Essen, Germany. His research interests include IT security with concentration on 
measurable security for system built upon the Internet of Things (IoT). He was involved 
in several international projects, including - Security in IoT for Smart Grids (IoTsec), 
nSHIELD for measurable security in IoT systems, Citi-Sense-MOB for mobile air quality 
measurements and GravidPluss. 
 
Smart systems become more and more included in different societal and industrial 
sectors. These systems scale from small system such as the smart smoke detector to huge 
system such as the smart grid. To deliver their services, most of smart systems interact 
with the physical world through things. As many things (e.g. sensors, computers…) are 
connected to the Internet, different parties rephrased nowadays Internet as the Internet 
of Things (IoT). From one side, the interaction with the physical world and the 
communication over the Internet enables attractive and incredible services. From the 
other side, this interaction increases security concerns relevant to the systems run upon 
the IoT. Therefore, a proper security level is needed to assure stable and secure running of 
smart systems. Assuring proper security level for IoT systems is not a straightforward 
process. This process has considerable limitations, challenges and factors that affect its 
effectiveness. The overall goal of Seraj Fayyad research is to enable measurable security 
for systems built upon the IoT, considering various challenges, limitations and factors 
affect the security of these systems. In this context, this research proposes methodologies 
and a framework to enable measurable security for systems built upon the IoT. The 
proposed methodologies and the framework enable detailed security analysis, leading to 
the identification of the configuration achieving a proper security level. In addition, the 
methodologies investigate the separation of responsibilities and assure the compatibility 
among heterogeneous metrics and enable and enhance security manageability. 

 

 
 


