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Black box machine learning

Machine learning (ML) are increasingly applied to make high-stakes decisions:
Does this person likely have a life-threatening illness based on an MR scan?
Should this person be granted a loan?

Will this prisoner likely re-offend if released?
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Black box machine learning

Machine learning (ML) are increasingly applied to make high-stakes decisions:
Does this person likely have a life-threatening illness based on an MR scan?
Should this person be granted a loan?

Will this prisoner likely re-offend if released?

Many ML models are too big and complex to comprehend for humans

= Why and when should we trust them?
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Black box ML has inspired new areas of research

SN

Explainable Al: Uncertainty Quantification:
Why did the model give How certain is the modelin
UNIVERSITY . PP . o
OF OSLO me this prediction? this prediction?



Combining XAI and UQ

Two questions:
Explaining the uncertainty:
Why is the model uncertain?

Uncertainty in the explanation:
How certain are we about the
explanation?
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Explainable AI

Context

Supervised learning setting with x € RY covariates, y € R a response (or

y e [1,---,K] if classification), where f is a machine learning model, for
instance:

A neural network for image classification
A random forest or gradient boosted tree for prediction with tabular data
A mixture of different models
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Explainable AI

Context

Supervised learning setting with x € RY covariates, y € R a response (or

y e [1,---,K] if classification), where f is a machine learning model, for
instance:

A neural network for image classification
A random forest or gradient boosted tree for prediction with tabular data
A mixture of different models

X Challenge: Most of these models are not intrinsically interpretable, how
can we trust them?

v Solution: Explainable AI!
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Explainable AI

XAI taxonomies

Global explanation or local explanation?

“Feature x1 is most important for the entire model”
“The most important factor for your prediction was that x3 = 10”
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XAI taxonomies

Global explanation or local explanation?

“Feature x1 is most important for the entire model”
“The most important factor for your prediction was that x3 = 10”

Model-agnostic or model-specific?
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Explainable AI

XAI taxonomies

Global explanation or local explanation?

“Feature x1 is most important for the entire model”

“The most important factor for your prediction was that x3 = 10”
Model-agnostic or model-specific?
Factual or counterfactual explanation?

“The prediction would change by this much if the features changed by that
much”
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Explainable AI

Overview of methods (Barredo Arrieta et al. 2020)
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Example: COMPAS data set

COMPAS: Correctional Offender Management Profil-
ing for Alternative Sanctions

Proprietary algorithm used to estimate the
likelihood of recidivism (re-offending) among
criminal defendants in Broward County,
Florida, USA.
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Example: COMPAS data set

COMPAS: Correctional Offender Management Profil-
ing for Alternative Sanctions

Proprietary algorithm used to estimate the
likelihood of recidivism (re-offending) among
criminal defendants in Broward County,
Florida, USA.

Each row consists demographic information,
criminal history, and a two-year recidivism
outcome.
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Explainable AI

Example: COMPAS data set

COMPAS: Correctional Offender Management Profil-
ing for Alternative Sanctions

Proprietary algorithm used to estimate the
likelihood of recidivism (re-offending) among
criminal defendants in Broward County,
Florida, USA.

Each row consists demographic information,
criminal history, and a two-year recidivism
outcome.

Frequently studied in XAI research and
controversial due to an analysis by ProPublica
showing that it overestimates recidivism risk
for black defendants (Larson et al. 2016).

What contributes to a high risk?

UNIVERSITY
OF OSLO 10



Explainable AI

Example: COMPAS data set

Age °
COMPAS: Correctional Offender Management Profil-
ing for Alternative Sanctions

Proprietary algorithm used to estimate the Days in prison °
likelihood of recidivism (re-offending) among
criminal defendants in Broward County,
Florida, USA. Fomale
Each row consists demographic information,
criminal history, and a two-year recidivism
OUtCOme. Charge Misdemeanour

Frequently studied in XAI research and
controversial due to an analysis by ProPublica

Prior Convictions [ ]
Race L]

L]

Charge Felony @

[ ]

®

Male

; ; ; v ; 00 0.1 02 03 04
showing that it overestimates recidivism risk Feature Importance
for black defendants (Larson et al. 2016).
What contributes to a high risk? A global explanation for a random forest model trained on the
COMPAS data set.
UNIVERSITY
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Explainable AI

Example: COMPAS data set

fix)

COMPAS: Correctional Offender Management Profil- |

ing for Alternative Sanctions Prior Convitions I
Proprietary algorithm used to estimate the - Race
likelihood of recidivism (re-offending) among Daye nprson
criminal defendants in Broward County, “hge
Florida, USA. 0= Charge Misdemeanour 001 .

Each row consists demographic information, Charge Felony o
criminal history, and a two-year recidivism Female —u1‘
Male 0

outcome. w
Frequently studied in XAI research and 0300 0325 030 0375 0400 OHF OB 0
controversial due to an analysis by ProPublica

showing that it overestimates recidivism risk A local explanation for a prediction for one prisoner, based on
for black defendants (Larson et al. 2016) SHAP values (Lundberg and Lee 2017). Red indicates feature
: : contribution towards high risk, blue indicates contribution
What contributes to a high risk? towards low risk.
UNIVERSITY
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XAI helps us identify artifacts in the ML model

Artificial picture of a car
T T

Horse-picture from Pascal VOC data set

ﬁ{"‘ “f%%ﬁ?e/_ Source tag
/?
[
2

7 i
/‘%\y fo present
aeer
R
2L
4 mJLﬁ
Classified
as horse

No source
o= tagpresent |

|

Not classified
as horse

The “Clever Hans effect” from Lapuschkin et al. 2019
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Explainable AI

... but XAI also have some challenges

Hard to evaluate: How to validate the explanations?
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... but XAI also have some challenges

Hard to evaluate: How to validate the explanations?

Deviating explanations: Different methods give vastly different
explanations, which to trust?

Inconsistency: Same methods give different explanations when
repeated (Visani et al. 2022)
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... but XAI also have some challenges

Hard to evaluate: How to validate the explanations?

Deviating explanations: Different methods give vastly different
explanations, which to trust?

Inconsistency: Same methods give different explanations when
repeated (Visani et al. 2022)

Feature dependencies: Some XAI frameworks are known to struggle
with dependent features (Aas et al. 2021)
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Explainable AI

... but XAI also have some challenges

Hard to evaluate: How to validate the explanations?

Deviating explanations: Different methods give vastly different
explanations, which to trust?

Inconsistency: Same methods give different explanations when
repeated (Visani et al. 2022)

Feature dependencies: Some XAI frameworks are known to struggle
with dependent features (Aas et al. 2021)

Easy to fool: XAI methods are prone to adversarial attacks (Baniecki and
Biecek 2024), and it is easy to fool humans with false explanations from
XAI (Lakkaraju and Bastani 2020)
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Explainable AI

So how certain are we about this?
Age ®
Prior Convictions L]
Days in prison L ]
Race @
Female
Charge Felony

Charge Misdemeanour

Male

0.0 01 02 0.3 0.4
Feature Importance
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Framework

x— f(x)

\\ XAl model

l

$(x)
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Desired framework

x— f(x)

\\ XAl model

l

[Pa(X), P1-a(X)]
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Types of uncertainty

x— f(x)

\\ XAl model

l

[¢a(x)s ¢1 —a(x)]
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1. Uncertainty about the XAI model



Quantifying uncertainty in Explainable Al

Types of uncertainty

X — f(x)—» UQ model

\\ / 1. Uncertainty about the XAI model
XAl model

2. Uncertainty about the prediction

[¢a(x)s ¢1 —a(x)]
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Quantifying uncertainty in Explainable Al

Types of uncertainty

X— F

\\ l 1. Uncertainty about the XAI model
XAl model 2. Uncertainty about the prediction
l 3. Uncertainty about the model class

[¢a(x)s ¢1 —a(x)]

UNIVERSITY
OF OSLO 20



Quantifying uncertainty in Explainable AL | XAI model uncertainty
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Quantifying uncertainty in Explainable AL | XAI model uncertainty

Inconsistency of LIME

LIME: Locally Interpretable  Model-Agnostic .
Explanations (Ribeiro et al. 2016) 0/

Alinear surrogate model that approximates . ot °°
the locally around a reference point e ¢ *
X:

e Do)

Sample points in neighborhood (z), weight by
distance to reference (71 (z2))
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Quantifying uncertainty in Explainable AL | XAI model uncertainty

Inconsistency of LIME

LIME: Locally Interpretable  Model-Agnostic
Explanations (Ribeiro et al. 2016)

Alinear surrogate model that approximates . 0o o °
the locally around a reference point DY T />
X ° . oo ¢ . i
o {Sreofo o) A
min Tx (2 -0 z % ° .o
o L ) ‘. e
° ° o
Sample points in neighborhood (z), weight by NN
distance to reference (74(2)) ¢ \'.Q *
Challenge: o\ e

How many points to sample?
What is meant by “locally"?
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OF OSLO 23



Bayesian LIME

Bayesian LIME (Slack et al. 2021; Zhao et al. 2020):
Assume that N
fo)=9"z+e

with

¢ ~ N(0,0°I)

o ~ Inv—)(z(no, GS)
2

elo? ~ N(O,%(z))

- obtain the posterior LIME distribution
p(¢|data)

UNIVERSITY
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| XAI model uncertainty
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Quantifying uncertainty in Explainable AL | XAI model uncertainty

Bayesian LIME

Misdemeanor Charge |
Priors Count |

Bayesian LIME (Slack et al. 2021; Zhao et al. 2020): Female
Assume that N Race
f(Z) = ¢Tz +& Length of Stay
0.00 0.05 0.10 0.15 020 0.25 0.30
with Absolute Feature Importance

¢ ~ N(0,0°I)

Female |
o ~ Inv-x?(no, %) Priors Count |
5 Felony Charge |
e| 0% ~ N(O’ G_) Misdemeanor Charge !
7% (2) Race

0.00 005 0.10 0.15 020 025 0.30

. . o Absolute Feature Import
- obtain the posterior LIME distribution solife realure fmportance

p(¢|data)

The posterior LIME distribution p(¢|data) for
UNIVERSITY the COMPAS data set with N = 100 and
OF OSLO N = 2000 samples. 24



Quantifying uncertainty in Explainable AL | XAI model uncertainty

Bayesian LIME: Why is it useful?

Sample from the posterior distribution of ¢ to get a credible interval
More samples = more certain in our explanations
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Quantifying uncertainty in Explainable AL | XAI model uncertainty

Bayesian LIME: Why is it useful?

Sample from the posterior distribution of ¢ to get a credible interval
More samples = more certain in our explanations
Can be used to determine the number of samples

“In order to reduce the posterior variance sufficiently, we need N = 123
samples.”
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Quantifying uncertainty in Explainable AL | XAI model uncertainty

Bayesian LIME: Why is it useful?

Sample from the posterior distribution of ¢ to get a credible interval
More samples = more certain in our explanations
Can be used to determine the number of samples

“In order to reduce the posterior variance sufficiently, we need N = 123
samples.”

Can be used to do focused sampling:

Sample points strategically where the surrogate model struggle to mimic
the black box

UNIVERSITY
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Quantifying uncertainty in Explainable AL | Prediction uncertainty
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Motivation

A binary classification model predicts “High risk” with probability p = 0.8.

Is the model calibrated? Is the model correct 80% of the times it predicts
p =0.8?

If not: Why explain? (Scafarto et al. 2022; H. Lofstrom et al. 2023)
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p =0.8?

If not: Why explain? (Scafarto et al. 2022; H. Lofstrom et al. 2023)
Methods exist for post-hoc calibration

Some calibration methods (e.g., Venn predictors, Vovk et al. 2004) return a
calibrated probability interval (PI) for each class, e.g. [0.78,0.82]
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Motivation

A binary classification model predicts “High risk” with probability p = 0.8.

Is the model calibrated? Is the model correct 80% of the times it predicts
p =0.8?

If not: Why explain? (Scafarto et al. 2022; H. Lofstrom et al. 2023)
Methods exist for post-hoc calibration

Some calibration methods (e.g., Venn predictors, Vovk et al. 2004) return a
calibrated probability interval (PI) for each class, e.g. [0.78,0.82]

Can we utilize this to reason about the confidence in the explanation?
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Calibrated local explanations

Idea: Measure the effect of feature permutation on PIs (T. Lofstrom et al. 2023;
Yapicioglu et al. 2024)
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Calibrated local explanations

Idea: Measure the effect of feature permutation on PIs (T. Lofstrom et al. 2023;
Yapicioglu et al. 2024)

1. Use the black box model to get a class probability p

2. Get a calibrated prediction pca and a PI [po,cal, p1,cal] for each class
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Calibrated local explanations

Idea: Measure the effect of feature permutation on PIs (T. Lofstrom et al. 2023;
Yapicioglu et al. 2024)

1. Use the black box model to get a class probability p
2. Get a calibrated prediction pca and a PI [po,cal, p1,cal] for each class

3. Perturb x; slightly
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Calibrated local explanations

Idea: Measure the effect of feature permutation on PIs (T. Lofstrom et al. 2023;
Yapicioglu et al. 2024)

—_

. Use the black box model to get a class probability p
Get a calibrated prediction pca and a PI [pg cal, P1,cal] for each class
Perturb x; slightly

A W

Predict again, calibrate and get PI
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Calibrated local explanations

Idea: Measure the effect of feature permutation on PIs (T. Lofstrom et al. 2023;
Yapicioglu et al. 2024)

—_

. Use the black box model to get a class probability p
Get a calibrated prediction pca and a PI [pg cal, P1,cal] for each class
Perturb x; slightly

Predict again, calibrate and get PI

ks W

@(x;): The change in the (calibrated) prediction
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Calibrated local explanations

Idea: Measure the effect of feature permutation on PIs (T. Lofstrom et al. 2023;
Yapicioglu et al. 2024)

—_

. Use the black box model to get a class probability p

Get a calibrated prediction pca and a PI [pg cal, P1,cal] for each class
Perturb x; slightly

Predict again, calibrate and get PI

@(x;): The change in the (calibrated) prediction

o v b~ W N

Confidence set for ¢(x;): The change in the calibrated PI
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Calibrated local explanations

Idea: Measure the effect of feature permutation on PIs (T. Lofstrom et al. 2023;
Yapicioglu et al. 2024)

—_

ks W

6.

. Use the black box model to get a class probability p

Get a calibrated prediction pca and a PI [pg cal, P1,cal] for each class
Perturb x; slightly

Predict again, calibrate and get PI

@(x;): The change in the (calibrated) prediction

Confidence set for ¢(x;): The change in the calibrated PI

Summarized: Feature j is important if perturbing it leads to large changes in the PI

UNIVERSITY

OF OSLO
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Example: Calibrated explanation

Regular x:

A

fx) = p=08 = pca =0.83 = [po,cal, P1,call = [0.80,0.86]
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Example: Calibrated explanation

Regular x:

A

fx) = p=08 = pca =0.83 = [po,cal, P1,call = [0.80,0.86]

Perturb feature j slightly:

fc( ) = p=0.75 = P = S [pO,caI,chal] =
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Example: Calibrated explanation

Regular x:

f(x) = p=0.8 = pea =0.83 = [po.cal P1,call = [0.80,0.86]
Perturb feature j slightly:
f( ) = p=0.75 = P = S [pO,caI,chal] =

Feature importance:

¢(x) =0.83-0.77 = 0.06
[da (X)), $1-a(x;)] = {0.83 — 0.79,0.83 — 0.75} = {0.04,0.08}

UNIVERSITY
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Quantifying uncertainty in Explainable AL | Prediction uncertainty
Calibrated explanation

Days in prison <= 0.50 @

Race > 0.50 il

Charge Misdemeanour <= 0.50 L]
Charge Felony > 0.50 g
Age <= 39.50 [ ]
Male > 0.50 @
Prior Convictions > 8.50 L
Female <= 0.50 [ ]
010 005 000 005 010
Weight

Running a local explanation with the calibrated-explanation (T. L&fstrom et al.
2023) package on the COMPAS data set.
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Quantifying uncertainty in Explainable AL | Prediction uncertainty

Open questions

v Promising approach because it relies on model-agnostic calibration
techniques

Currently limited to specific measures of feature importance

Open question: How to extend this to popular off-the-shelf XAI tools like SHAP and
LIME?
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Quantifying uncertainty in Explainable Al | Model class uncertainty

Rashomon effect

E

people, from different vantage points, witness an incident
in which one person dies and another is supposedly raped.
When they come to testify in court, they all report the same
facts, but their stories of what happened are very differ-
ent. What I call the Rashomon Effect is that there is often
a multitude of different descriptions in a class of functions
giving about the same minimum error rate.

= 5 46 X &
NS
e ) R “Statistical Modeling: The Two Cultures” (Breiman 2001):
B = o . . .
1 .%n;';i?a Rashomon is a wonderful Japanese movie in which four
h ¥
=7
N

3
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Quantifying uncertainty in Explainable Al | Model class uncertainty

Rashomon effect in XAI

Ei ricall imal Model A Single Expl;
Problem Formulation Optimize mpirically Optimal Explain Single ; planation

[ Training Data } [ Model Class ] :> _:Q:_
=

irically N | Model:
Problem Formulation Optimize Empirically Near-Optima els Explain PIaus]bIaExplamllonf

[ Training Data } [ Model Class ] :> @ @ :> -Q- _:“ ':_ Q
w2 ¢ Y g

The approach presented in Marx et al. 2023.
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Quantifying uncertainty in Explainable Al | Model class uncertainty

How to define the set of near-optimal models?

Fisher et al. 2019: “Rashomon set” is defined by

(A) Population-level Re ={f € F:Loss(f) < Loss(fref) + e}
Rz, Mo Ponmlation level ="All models that are reasonably
’ class (F R

\ Rabomon close to the best model”

set (R(e))

Less

accurate

e{. v
o fret

More MR(f)

accurate

Rely MCR_(c) MCR,(e) Rely
less more
on X on X,

From Fisher et al. 2019
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How to define the set of near-optimal models?

Fisher et al. 2019: “Rashomon set” is defined by

(A) Population-level Re ={f € F:Loss(f) < Loss(fref) + e}

="All models that are reasonably

EL(f.Z) "}_ o - Population-level
T\ Reshomon close to the best model”
set [Ic(e))
Less \
aceurate \ The Model Reliance (MR) on x; is
[
q
o fret .
More MER() MR (61 f) = Loss of f when x4 is perturbed
accurate Rely Ncn o o Re Loss of f when X1 is not pertu rbed
less more
on X on X,

From Fisher et al. 2019
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Quantifying uncertainty in Explainable Al | Model class uncertainty

How to define the set of near-optimal models?

(A) Population-level

EL(f, Z) ‘1“ _.  Population-level

- Rashomon
\ set (R(e))
Less
accurate \
e{. v
o fret

More MER(f)
accurate Rely MCR (c) MCR. (¢) Rely

less more

on X on X,

From Fisher et al. 2019

UNIVERSITY
OF OSLO

Fisher et al. 2019: “Rashomon set” is defined by

Re ={f € F: Loss(f) < Loss(fef) +e}

="All models that are reasonably
close to the best model”

The Model Reliance (MR) on xq is

Loss of f when x4 is perturbed
Loss of f when x4 is not perturbed

MR(X1 ,f) =
and the Model Class Reliance is thus
MRC(x1; Re) = [ min MR(xq ;f),;'n%x MR(x1;f)]
€Re

feRe

Breiman 2001; Marx et al. 2020: the 1% set
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Quantifying uncertainty in Explainable Al | Model class uncertainty

Model Class Reliance for random forests

Age o

Charge Degree o

Priors Count
—

Sex (M)

|

@ Model Class Reliance (¢ =0.1)

Race (African American) Model Class Reliance (¢ = 3.17)

1 2 3 4 5
Model Class Reliance

Model Class Reliance for random forests at two different € levels on the COMPAS data set. The plot is

based on results in Smith et al. 2020.
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Conclusion

XAI opens up the black box of machine learning, but comes with several
challenges

Adding uncertainty quantification to the XAI methods makes the explanations
more trustworthy and useful

Three approaches studied:

1. Bayesian LIME values
2. Calibrated intervals — XAl intervals
3. Model class reliance

UNIVERSITY
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Conclusion

Are we adding too many layers?

Ribeiro et al. 2016: XAI methods must “take into account the user’s limitations”.
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Conclusion

Are we adding too many layers?

Ribeiro et al. 2016: XAI methods must “take into account the user’s limitations”.
“The contribution of x; to y was in the interval [1.2,1.6] with 70% confidence.”

“If we changed x4 by €, we would be 75% confident instead.”
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Conclusion

PERSPECTIVE mare, | .
https://doi.org/10.1038/542256-019-0048-x maCh l ne 1 ntel 1 1gence

Stop explaining black box machine learning
models for high stakes decisions and use
interpretable models instead

Cynthia Rudin

Black box machine learning models are currently being used for high-stakes decision making throughout society, causing prob-
lems in healthcare, criminal justice and other domains. Some people hope that creating methods for explaining these black box
models will alleviate some of the problems, but trying to explain black box models, rather than creating models that are inter-
pretable in the first place, is Illoely to p:rpeluale bad practice and can potentially cause great harm to society. The way forward

is to design models that are This pective clarifies the chasm between explaining black boxes and
using |nh=r=nl|y mlerpmtable mndels outlines several key reasons why explainable black boxes should be avoided in high-
stakes di to i machine learning, and provides several example applications where

interpretable models could potentially replace black box models in criminal justice, healthcare and computer vision.
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Conclusion

nawre
ﬁiﬁ?jﬁ&ﬂg&mw machine intelligence

Stop explaining black box machine learning
models for high stakes decisions and use
interpretable models instead

Cynthia Rudin

Black box machine learning models are currently being used for high-stakes decision making throughout society, causing prob-
lems in healthcare, criminal justice and other domains. Some people hope that creating methods for explaining these black box
models will alleviate some of the problems, but trying to explain black box models, rather than creating models that are inter-
pretable in the first place, is Ill(ely to pgrpeluale bad practice and can potentially cause great harm to society. The way forward

is to design models that are This pective clarifies the chasm between explaining black boxes and
using |nh=renl|y mterpmtable mndels outlines several key reasons why explainable black boxes should be avoided in high-
stakes di 1le to i machine learning, and provides several example applications where

interpretable models could potentially replace black box models in criminal justice, healthcare and computer vision.

Stop explaining black box machine learning models for high stakes decisions without
quantifying the uncertainty!
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Theoretical guarantees

Marx et al. 2023:

Create a confidence set of explanations from
the Rashomon set of “near-optimal models”

Can be used on any off-the-shelf explanation
framework (e.g., SHAP or LIME)

Validity guarantees:

P(¢(f) € Confidence Set) > 1 — «

Requirement: Must be able to sample models
from the Rashomon set - not always trivial?
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