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H OW  D O  I  S A F E LY  
W O R K  W I T H  D AT A ?

• The rules for deal ing with data are set by IT secur i ty 
and are based on Norwegian law as wel l  as 
internat ional  law and agreements 


• There are a lot  of  these rules 

• Enabl ing encrypt ion on your device wi l l  solve almost 

al l  problems you may have 

• Except ions apply for  red and black data 


Data management is a tough task.  Make i t  easier. 

Encrypt your device.

Encryption 
makes your life 

easier!



Enable Fi leVault  in 

System Preferences > Secur i ty & 

Pr ivacy > Fi leVault .  

M AC O S
E N A B L E  F I L E V A U LT

Sadly,  exact solut ions depend on 
the distr ibut ion in quest ion. I t  is  

usual ly easiest to enable encrypt ion  
dur ing instal l . 


L I N UX
M U LT I P L E  S O L U T I O N S

Windows 10 and newer offer  
BitLocker for encrypt ion.

W I N D OW S
E N A B L E  B I T L O C K E R

E N A B L E  E N C R Y P T I O N  :  
C O M P U T E R S  /  L A P T O P S

https://support.apple.com/en-us/HT204837
https://www.windowscentral.com/how-use-bitlocker-encryption-windows-10


iOS started encrypt ing devices in 
iOS4 which was released in 2011. 

Modern devices require encrypt ion.

I O S / I P A D O S
E N A B L E D  B Y  D E F A U LT

Some devices encrypt,  others don’t .  
F ind documentat ion from the 

manufacturer.  Some devices ( l ike 
Remarkable)  are known not to 

support  encrypt ion at a l l . 


OT H E R
H A R D  T O  K N O W

Modern Android devices (s ince 
2014) should have encrypt ion 

enabled by default .

A N D R O I D
E N A B L E D  B Y  D E F A U LT

E N A B L E  E N C R Y P T I O N  :  
P O R T A B L E  D E V I C E S



I D E N T I F I A B L E  
D AT A

• Sometimes you get yel low data that is “anonymised” 

• Anonymised data is usual ly anonymised to lower secur i ty levels 

• Modern tools can sometimes re- ident i fy such data 

• Re-ident i f icat ion is a problem as i t  leaks sensit ive data 

• Treat anonymised data with care!

 A M  I  A N O N Y M O U S ?

Can I  be re- ident i f ied?

W H AT  A B O U T  M E ?

Can you extrapolate 
information about me?



G I T  

V E R S I O N  C O N T R O L  F O R  E V E R Y O N E  A N D  E V E R Y T H I N G  ( ? )
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To faci l i tate the distr ibuted nature,  one can set 
up remotes that one pushes changes to. 

Example:  gi thub.uio.no

R E M O T E S

Git typical ly works with pla in text f i les,  be i t  tex/
markdown or program code. 

Example:  . tex-f i les or python code.

C O N T E N T S

Git is made to have mult ip le complete copies of  a 
repository in mult ip le places with mult ip le editors. 

Example:  Laptop and workstat ion both have a copy

D I S T R I B U T E D

Git keeps track of versions of i ts repository.  You 
commit changes to the repository. 

Example:  How did this tex f i le look a month ago?

V E R S I O N I N G

Git works on repositor ies.  A repository is a s ingle 
unit  of  f i les and folders that belong together. 

Example:  A master thesis.  

R E P O S I T O R Y

W H AT  I S  G I T ?

Git was in i t ia l ly  re leased in 2005 to support  the 
development of  L inux. 


Today, the vast major i ty of  software companies use git  
in one way or another,  and you wi l l  f ind gi t  in places 
you never thought possible. 


Typical ly,  one has mult ip le branches that are al l  
worked on a bit  now and then, and these branches are 
occasional ly merged together into the “main” branch. 


One can also use tags to mark specif ic commits,  or 
create releases.

In a s ingle repository one can have many branches 
that contain di fferent ongoing processes. 

Example:  “main”,  “exper iment one”,  “from Bob” 

B R A N C H E S

http://github.uio.no


G I T H U B . U I O . N O G I T L A B . C O M

P R I V AT E   

F R E E  

G R E E N  D AT A  

Y E L L O W  D AT A  

R E D  D AT A  

W O R L D  P U B L I C  
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G I T :  
R E M OT E S

A remote in gi t  is  remote copy of your 
repository that you can both push changes to 
and pul l  updates from. 


As for choosing a remote, ask yoursel f : 

Can I  legal ly share this with the world? 

And do I  want to share this with the world? 

I f  the answer to ei ther quest ion is “no”,  
choose github.uio.no. 


Note that your access to gi thub.uio.no wi l l  be 
lost once your aff i l iat ion with UiO expires.

G I T H U B . C O M
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http://GitHub.uio.no
http://gitlab.com
http://github.uio.no
http://github.uio.no
http://github.com


H E L P !
For in-person help,  you can vis i t  Student-IT at  the 
faculty of  Mathematics and Natural  Sciences. 
They are located on the second f loor,  in the 
l ibrary,  at  Vi lhelm Bjerknes’ hus.

 M O N – F R I  1 0 – 2 0
S AT – S U N  1 0 – 1 8

The central  Helpdesk, i t-support@uio.no is a lso 
avai lable for assistance. 

https://www.uio.no/english/services/it/contact/helpdesk/index.html
mailto:it-support@uio.no

